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The project D-HYDROFLEX - Digital solutions for improving the sustainability performance and FLEXibility 
potential of HYDROpower is funded through the European Union's HORIZON Research and Innovation 
Action under the topic HORIZON-CL5-2022-D3-03-08/Development of digital solutions for existing 
hydropower operation and maintenance and responds to the Call HORIZON-CL5-2022-D3-03/Sustainable, 
secure and competitive energy supply.

The European energy system is undergoing a significant transformation: decarbonization, security of supply, 
deployment of renewables and their integration into the market, generating significant opportunities and 
challenges for energy stakeholders. Despite all energy efficiency efforts, overall demand for decarbonized 
electricity is set to be significantly higher in 2050 than today due to the decarbonization of the heating, 
cooling, transport and many industrial sectors, which can only be achieved via efficient and smart 
electrification. 

Hydropower is a key technology in supporting the European pathway to a decarbonized energy system and 
achieving global leadership in renewable energy generation. It consists of a renewable and highly sustainable 
electricity resource and can supply the European power system with stability and valuable flexibility. In 
addition, hydropower reduces the 
society in the river basins such as support to irrigation, water supply and flood control. 

The D-HYDROFLEX project aims to advance excellence in research on digital technology for hydropower 
paving the way towards more efficient, more sustainable, and more competitive hydropower plants in 
modern power markets.

To this end, D-
plants based on sensors, digital twins, AI algorithms, hybridization modeling (power-to-hydrogen), cloud-
edge computing and image processing. 

The core pillars of the project are: 
digitalization, (i.e., digital twins for hydro dams and machinery, weather and flow forecasts, cyber 
resilience tools),
flexibility, (i.e., coordination with hydrogen, storage and VPP operation) and 
sustainability, (i.e., biodiversity and environmental indicators monitoring). 

Validation will take place in 7 hydro plants operated by EDF (France), TEE (Poland), PPC (Greece), TASGA 
(Spain) and INTEX (Romania), covering different geographical areas of Europe.

D-HYDROFLEX is a 36-month long project started in September 2023.
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This deliverable documents the development of the initial version of the D-HYDROFLEX project website. 
It describes the design and the technical development of the project website. The 
D-HYDROFLEX website will be the main channel for the communication and dissemination of the 
D-HYDROFLEX project. It will be updated on a current basis during the life-programme of the project, 
with the aim of documenting the work progress and promoting
demonstration tools. It will act as an archive of the infrastructures and results.  The official 
prototype is accessed under: www.d-hydroflex.eu .
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1.1 Scope 

The scope of this document is reporting the initial version of core activities of Task 7.1. Project 
dissemination, communication and exploitation - Awareness & Interaction, that is the development of the 
project website, and project flyer. These two activities establish the online presence of the project, and 
initiate the interaction with the general public, and the scientific audience. The two activities reported in 
this deliverable path the way to the concrete planning of the communication and dissemination strategy 
of the project. 

1.2 Dependencies

This document is divided in two thematic areas. The first thematic area describes the design of the 
project website, and the technical infrastructure behind it. The second one includes the two pages of the 
3-fold flyer of the project. Updated versions of the abovementioned, and additional activities of Task 7.1 
for the creation of the project identity and branding, and the production of D-HYDROFLEX materials will 
be reported in the future deliverable D7.2 Dissemination and communication plan for the 1st reporting 
period [M6].
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2.1 General introduction

In today's digital age, establishing a strong online presence is fundamental for research projects funded 
by the Horizon Europe programme. A well-structured and informative website can serve as a central hub 
for communicating research findings, and engaging with the public, relevant stakeholders, and target
audience. This chapter provides an introduction to website development, outlining the 
significance of a web presence, and its potential benefits. 

2.1.1 The Significance of a Web Presence

In an era where information is readily accessible, a well-designed website is the linchpin of a research 
project's online visibility. It serves as the digital face of the project, offering an accessible platform for 
sharing research outcomes, objectives, and engaging with diverse audiences. The significance of a web 
presence in this context is threefold:

i. .

A project website is a powerful tool for enhancing the reach, credibility, and impact of projects funded 
by the Horizon Europe programme. The website of the D-HYDROFLEX project can be accessed via the 
domain address: https://d-hydroflex.eu/ . A research project website, when developed and maintained 
effectively, can yield numerous benefits:

It improves the visibility of the project, making it discoverable to a wider 
audience, including potential collaborators, funding agencies, and the media.

It offers a platform for sharing project-related content, such as research 
papers, deliverables, and multimedia materials. This aids in the transfer of knowledge to both 
specialized and general audiences.

It facilitates stakeholder interaction, including industry partners, 
policymakers, and the community. The website provides a means for disseminating project 
updates, events, and opportunities for collaboration. Also, it enables signing up to the e-
newsletter.

It serves as a centralized communication hub for project updates, news, 
blogs, videos, and press releases.

Global Reach: A website breaks geographical barriers, making the research accessible to a global 
audience. This is especially vital for Horizon Europe-funded projects with partners from different 
European countries and regions.

Credibility and Trust: A professionally designed and regularly updated website enhances the 
credibility of the research project. It conveys a commitment to transparency, accountability, and 
the responsible dissemination of research outcomes.

Knowledge Dissemination: Website provides a dynamic medium for presenting research 
findings, publications, multimedia content, and resources. They can facilitate knowledge 
dissemination to researchers, policymakers, educators, industry and the general public
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2.2 Content Management System (CMS) Used 

Selecting the appropriate Content Management System (CMS) plays an important role in the 
development of a website, influencing content creation and management. One of the popular and widely 
used platform for creating and managing websites is the WordPress system1. The most important 
features of the abovementioned system are presented below:

1. WordPress features a user-friendly interface, appropriate for
individuals with diverse technical backgrounds. Its navigable and adaptable nature proves 
beneficial, especially when collaborating with contributors of varying technical expertise.

2. Being an open-source CMS, WordPress is freely available 
for modification, use, and distribution. This characteristic significantly minimizes development 
costs, a crucial factor for research projects often constrained by budget limitations.

3. WordPress's strength lies in its versatility, offering a library of 
themes and plugins for tailored adaptation to the project's requirements. Themes provide 
flexible design options, ensuring alignment with the project's identity and goals, while plugins 
facilitate the integration of diverse functionalities.

4. WordPress excels in supporting visibility in 
search engine results, offering SEO-friendly features, and easy integration with SEO plugins. 
This enhances the project's website reach and impact.

5. Recognizing the increasing use of mobile devices, WordPress themes are 
designed for automatic layout adjustment across various screen sizes. This ensures the project's 
website remains accessible and functional on desktops, tablets, and smartphones.

6. WordPress has a large and active community, providing 
resources, forums, and documentation for issue resolution. The continuous updates and 
improvements from this community contribute to the platform's reliability.

7. WordPress seamlessly integrates with third-party 
services, beneficial for projects requiring connections to data analysis tools, research 
databases, and communication platforms. The extensive plugin ecosystem simplifies these 
integrations, enhancing website functionality.

8. Compliance with accessibility standards and legal regulations, 
such as Web Content Accessibility Guidelines (WCAG) and General Data Protection Regulation 
(GDPR), is ensured through WordPress tools and plugins, aligning the project's website with 
ethical and legal standards.

9. WordPress's regular updates address security vulnerabilities, 
safeguarding sensitive research data, and user information when the installation and plugins 
are kept up to date.

10. Facilitating the project's collaborative efforts, 
WordPress offers features, and tools for user roles, access control, and streamlined content 
approval processes, ensuring efficient teamwork, and content production.

Due to the above mentioned reasons, the website of D-HYDROFLEX project is based on the Wordpress 
system. In order to operate, it uses a shared hosting server with dedicated disk space, and a MySQL2

database storing information about the website. The project website is hosted on a shared server at 

1 https://wordpress.com/
2 https://www.mysql.com/



D7.1: PROJECT WEBSITE AND FLYER

Page 12

CyberFolks3, a hosting provider known for its robust infrastructure, and feature-rich hosting plans. Disk 
space offers 150 GB to ensure sufficient storage for website files, databases, and other essential data.
CyberFolks does not impose any transfer limits, this means that the website can handle a high volume of 
traffic without the risk of bandwidth restrictions, ensuring a smooth user experience. Secure Shell (SSH) 
access is available, and allows to securely manage and configure the website remotely. This enhances 
the efficiency of server-side tasks, and facilitates a more controlled, and secure environment. The server 
is optimized to support the technologies required by the WordPress platform. This includes:

PHP version 7.4 and above (general-purpose scripting language) that ensures compatibility with 
the latest WordPress features and plugins; 
MySQL version 5.7 and above that provides a stable and efficient database management 
system for D-HYDROFLEX website.

CyberFolks' shared hosting plan supports Secure Socket Layer certificates. This is crucial for the website 
as it enables secure communication by encrypting data exchanged between users, and the website. As 
part of the website's operation, an SSL certificate based on the popular, widespread Let's Encrypt 
standard4 was installed to enhance security of the website.

For D-HYDROFLEX project website, various plugins have been integrated to enhance its functionality,
and performance within the WordPress framework. The following plugins have been installed:

1. The website places a strong emphasis on security 
utilizing tools such as All In One WP Security5. This plugin incorporates features such as firewall 
protection, activity monitoring, and security analysis. Additionally, Duplicator and WordPress 
Importer contribute to efficient backups and data management, ensuring the website's 
resilience against potential threats while maintaining data integrity.

2. The website adopts the Blocks universal theme to establish 
a cohesive and visually appealing design. In conjunction with this theme, plugins such as 
Blocksy Companion and Stackable6 provide additional customization options. These plugins 
enable the embedding of custom content such as maps, forms, and animations. Interactive Geo 
Maps further enriches the website with interactive geographical elements, enhancing the 
overall user experience. Contact Form 7 plugin7 ensures seamless integration of customizable 
forms.

3. To streamline interactions with third-party services, the website 
incorporates plugins for seamless integration. This includes integration with the Mailchimp 
newsletter service8 to enhance communication and audience engagement. Google Analytics 
integration provides valuable insights into website traffic, and user behaviour, facilitating data-
driven decision-making. Social media integration is achieved through plugins for Twitter, 
LinkedIn, and YouTube.

4. Addressing privacy concerns, and ensuring compliance with GDPR 
regulations, the website employs the GDPR Cookie Compliance solution. This plugin manages 
and communicates the website's cookie policy, blocking optional cookies until users provide 

3 https://cyberfolks.pl/
4 https://letsencrypt.org/
5 https://wordpress.org/plugins/all-in-one-wp-security-and-firewall/
6 https://wpstackable.com/blocksy-integration/
7 https://wordpress.org/plugins/contact-form-7/
8 https://mailchimp.com
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consent. This approach prioritises user privacy and aligns with international standards for data 
protection.

The website is divided into an administration panel that is confidential, and pages that are visible to the 
public audience. The administration panel (Figure 1) is available to selected users after providing the 
appropriate login credentials, and allows them to edit the content and modify the behavior of the 
website.

Figure 1 WordPress Dashboard for D-HYDROFLEX project website
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2.3 Website menu

The website menu (navigation menu) is a set of links or buttons that provide access to different sections 
or pages of a website. It is found at the top of the webpage, allowing users to navigate to various parts of 
the website. It is also a practical tool for users to find specific content or sections within the website 
quickly. It organizes the website's structure and helps users explore different topics or features.
The structure of the D-HYDROFLEX website is shown in

Figure 2. The website menu is divided into eight categories: 

Figure 2 Structure of the D-HYDROFLEX website menu

The website menu for the D-HYDROFLEX project offers a streamlined and user-friendly navigation 
experience (Figure 3). 
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Figure 3 Main Menu of D-HYDROFLEX project website

Brief overview of the menu options is presented below:

This section provides comprehensive information about the D-HYDROFLEX project, 
including its goals, objectives, and the context in which it operates. Users can explore the 
project's background, and mission. This section explains core pillars of D-HYDROFLEX project: 
Flexibility, Digitalisation, Sustainability, and the main concept of the project. This is visualised
through the Figure 4. This section also presents main challenges for hydropower plant sector.
The section About is visible in Figure 5.

Figure 4 Visualisation of the main project concept
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Figure 5 About section of D-HYDROFLEX project website
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The Toolkit section offers valuable information about cloud-based monitoring, and 
diagnostics centre that will be provided for hydropower plant operators. Integration of the tools
for the project is shown in Figure 6.  This section also includes a description of each of the eight
tools that will be developed by the project together with an associated infographic (i.e. Hydro 
unit digital twin, Dam digital twin, Digital twin geometric model generation framework, Fault 
detection and predictive maintenance system, Decision support module for hybrid HPPs, 
Forecasting tool, Biodiversity index tool, F-BoX). The Toolkit section is shown in Figure 7. 

Figure 6 Visualisation of the D-HYDROFLEX toolkit working principle
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Figure 7 Toolkit section of D-HYDROFLEX project website
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In this section (shown in Figure 8), users can explore the pilot power plants on 
which developments of D-HYDROFLEX project will be implemented. These demonstrations 
showcase the practical applications and outcomes of the research, providing insights into the 
project's real-world impact. This section provides insight into 5 pilots: 1) 
HPP in Poland, 2) Demo #2 Bratia HPP in Romania, 3) Demo #3 Salto de Touro Hybrid HPP in 
Spain, 4) Demo #4  Mauzac and Sélune River HPPs in France, 5) Demo #5  Kremasta and Ilarion 
HPPs in Greece. Description of each of the pilot includes demo characteristic (e.g. technical 
characteristic, location,) demo outcome and impact, and is supported by an image of the power 
plant.   

Figure 8 Demonstrators section of D-HYDROFLEX project website

In the Team section, users meet the partners behind the D-HYDROFLEX project. Here 
visitors can learn more about the organisations, and research members who are contributing to 
the project's success. The partners are divided into three categories: 1) Power plant 
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operators/energy producers, 2) European research institutes and universities, 3) Technology 
providers, Figure 9. The logo of every consortium partner is presented, and the link to the 
organisation is provided. 

Figure 9 Team section of D-HYDROFLEX project website

In this section, visitors stay up to date with the latest New, Events and updates 
from social media (https://twitter.com/D_HYDROFLEX ) related to D-HYDROFLEX. Figure 10
shows an example of the article describing participation in Event HYDROFORUM 2023. 
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Figure 10 Example of article in News & Event section

In this section, visitors can download the publications (e.g. conference papers),
and all public deliverables produced by the project. 

In this section, visitors stay up to date with the latest press releases, newsletters flyers, blog posts and videos (

Figure 11). Visitors also have the possibility to download the abovementioned material. 
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Figure 11 Example of the available press release for downloading in Media Hub section

         

       For inquiries, collaboration opportunities, or to get in touch with the 
D-HYDROFLEX team, the Contact section provides the necessary information and 
communication channels.
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2.4 Homepage

The homepage is the main, front page of a website. It's the first page visitors see when they enter the
website's domain (for D-HYDROFLEX project: https://d-hydroflex.eu/). The homepage provides an 
overview of the website's content menu. It is the introductory page of the website, and serves as a 
graphical entry point for users (Figure 12).

The homepage of the D-HYDROFLEX project website features essential elements to provide visitors with 
a comprehensive overview. The project logo is positioned at the left top, accompanied by a menu that 
includes sections such as 

(as described in Chapter 2.3).

Additionally, links to the D-HYDROFLEX's social media channels are conveniently located in the right top 
corner. The social media channels of the project are the following: 

1) X (@D_HYDROFLEX), 2) LinkedIn (https://www.linkedin.com/company/d-hydroflex-project/) and

3) YouTube (https://www.youtube.com/@D-HYDROFLEX),

The website header displays the EU Acknowledgment, indicating the project's funding source. Following 
this, visitors encounter a concise description of the project and its core objectives. As users scroll down, 
an introduction to the toolkit to be developed, and the pilot power plants where
D-HYDROFLEX advancements will be implemented, are provided.

Scrolling down the page, information about project partners, and updates (News) on project progress 
are presented. A newsletter signup box allows visitors to stay informed about the latest developments. 
The bottom section of the website provides contact details, funding information, grant agreement 
number, and the EU disclaimer. At the left bottom of the page, links to Privacy and Cookies Policy and 
Terms of using the website (described in Chapter 2.5) are displayed.
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Figure 12 Homepage of D-HYDROFLEX project website.
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The D-HYDROFLEX homepage serves as a centralized hub for key project details, including the project 
title, main concept, EU emblem, acknowledgment and funding statement, social media links, site-wide 
navigation menu, and a dedicated section for newsletter subscription. The website follows strictly the 
guidelines outlined in the logo brand book (Figure 13), ensuring a consistent and cohesive representation 
of the project's identity and brand across all digital platforms.    

Figure 13 Printscreen of the Brand Identity Guidlines for D-HYDROFLEX project

2.5 GDPR compliance

Developing a website requires compliance with the General Data Protection Regulation (GDPR) to 
protect the privacy, and data rights of website users. It ensures the protection of individual data, 
promotes trust, and helps maintain the project s credibility, ultimately contributing to the responsible 
handling of participant information.

The main aspects of the process of integrating GDPR compliance into D-HYDROFLEX project website 
development are listed below:

Data will be collected, and processed selectively, focusing solely on what is 
essential for the research project's objectives, while ensuring that excessive, or irrelevant 
information about website visitors is avoided.

A clear and easily accessible consent mechanism for data collection is put 
in place. Users need to be informed about the data being collected and its purpose, with the 
option to opt-in or opt-out being provided.

A comprehensive and easily understandable privacy policy that outlines the data 
collection, the purpose for collection, and its usage is generated. It is made accessible on the 
website.

: Right to access, rectify, or erase their data, can be easily exercised by users. 
Mechanisms for submitting data subject requests is created.

Users are informed about the use of cookies, and tracking 
technologies on the website. User consent is obtained before non-essential cookies are 
implemented, and the option to opt-out is provided.

Data retention periods will be defined for the data that is collected. 
The data should be deleted once the project finishes.



D7.1: PROJECT WEBSITE AND FLYER

Page 26

Continuous monitoring for changes in GDPR regulations will be 
performed, and website practices will be adapted accordingly, if needed. 

By incorporating GDPR compliance into the development of the website, user data and privacy are not 
only protected, but also a commitment to ethical data handling and responsible research practices is 
demonstrated. This trust and transparency will enhance the credibility of the project, and promote user 
confidence in engaging with the website.

At the bottom of every page, a Privacy Settings banner that requests visitors to either grant or deny their 
consent for the utilization of cookies collected from the website, as demonstrated in Figure 14 is 
incorporated. 

Figure 14 Information about collection of cookies on D-HYDROFLEX project website.

Moreover, visitors have the option to review the 'Terms of Use' prior to providing their consent, as 
displayed in Figure 16. This inclusion aims to enhance privacy assurance, and safeguard any personal data 
gathered from the website. Users have the opportunity to visit the 'Terms of Use' page to gain insights 
into the types of data being gathered, and the purposes for which they are used. The D-HYDROFLEX 
project website's Terms of Use outline rules for user engagement, requiring agreement upon accessing 
the website. Users commit to lawful behavior, refraining from hacking or disrupting the website. 
Permitted actions include viewing, downloading, and printing materials for personal use, with a 
prohibition on malicious software distribution. Consent is necessary for systematic data collection.
Intellectual property rights, including the logo, are protected. Unauthorized logo use is prohibited, and 
reproduction or sharing of the website content requires written consent. External links are not under the 
D-HYDROFLEX project's privacy responsibility. The consortium reserves the right to modify or terminate 
website sections, and alter the Terms of Use, with users urged to periodically review for updates. The D-
HYDROFLEX project's Privacy and Cookies Policy underscores its commitment to safeguard user privacy
(Figure 15). Managed by the D-HYDROFLEX Consortium, the website focuses on sharing research 
findings. Users' consent to the outlined practices is implied by accessing the website. Google Analytics 
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aids in understanding user behavior without personally identifying individuals, due to anonymized data 
and IP addresses. The option to disable cookies is available, and Google Analytics provides an opt-out 
browser add-on. Social media plugins may collect data, emphasizing the review of external 
organizations' privacy policies. Electronic communication, like newsletters, requires explicit consent, 
with secure storage and an easy opt-out mechanism. Data retention aligns with project relevance or legal 
obligations. The website employs essential cookies, and periodic policy updates are suggested for user 
awareness. It is important to note that, particularly in the case of session cookies, the website's 
functionality depends on them, and without them several features would not be available on 
website. These measures, coupled with the implementation of Secure Socket Layer (SSL), ensure that 
the D-HYDROFLEX project website operates in compliance with GDPR regulations.

Figure 15 Privacy and Cookies policy available on the D-HYDROFLEX project website
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Figure 16 Terms of use of the D-HYDROFLEX project website

2.6 Google Analytics 4 (GA4)

Google Analytics 4 (GA4) is a robust web analytics solution, proving advantageous for projects seeking 
to supervise and analyze user data. Its efficacy is evident in several crucial domains:

GA4 provides comprehensive insights into website traffic, enabling 
the tracking of visitors, page views, and user engagement. This data enriches the understanding 
of the project's website reach.

GA4 monitors user behavior on the website, capturing session 
durations, and navigation paths. This information is critical for refining website content and 
structure, ultimately enhancing user engagement.

GA4 enables the segmentation of website visitors into 
distinct groups, aiding in comprehending audience demographics and interests. This 
segmentation is indispensable for customizing content to specific visitor groups.

GA4 helps track key actions, such as newsletter sign-ups or 
resource downloads (e.g. deliverables, flyers), providing a crucial measure of the website's 
success in achieving its objectives.

GA4 supplies real-time data, delivering immediate insights into 
website activities. This feature proves particularly valuable for monitoring the instantaneous 
impact of live events, campaigns, or project-related promotions.

GA4 incorporates features to guarantee compliance with 
regulations like GDPR, encompassing configurable data retention settings, and IP address 
anonymization to safeguard user privacy.
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D-HYDROFLEX project will utilize Google Analytics 4 for monitoring dissemination and communication 
activities (Figure 17). This includes: 1) monitoring of visitors, 2) tracking the influence of dissemination 
and communication activities (e.g. conference and workshop participation) on the website traffic, 3) 
analysis of navigation paths, 4) user session duration, 5) tracking the downloads of publication and 
promotional material, 6) audience segmentation. The tool empowers project teams with actionable 
insights, facilitating content customization, improving user experiences, and effectively measuring the 
project's impact.

Figure 17 Google Analytics 4account for D-HYDROFLEX project website
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In the framework of Task 7.1, which includes (among others) all the activities related to the creation of 
the project identity and branding, and the production of D-HYDROFLEX material, at this early stage of 
the project, a 3-fold flyer has been designed. The front page of the flyer includes the project logo, the 
project Paving the way for sustainable and flexible hydropower, enabling 
a greener future. social media channels. 
The back page of the flyer includes information on the main objectives of D-HYDROFLEX project, the 

, and the architecture of the core D-HYDROFLEX 
Hydropower 4.0 Toolkit. The project flyer will be available as a hardcopy as well as online on the project 
website.

Figure 18 Front page of the 3 fold flyer
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Figure 19 Back page of the 3 fold flyer
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The D-HYDROFLEX project website was developed to quickly provide the general information of the 
project, its main objectives and architecture, and address the key queries that external visitors to the 
website would expect to read. In this early stage, the website provides links to D-HYDROFLEX social 
media to cover collaboration, communication and dissemination requirements.  As the task activities of 
the D-HYDROFLEX project mature, and be more detailed, more tools will be configured to support the 
project in all relevant ways. The project website will be continuously updated and evolve as the project
work also evolves. 

In the frame of Task 7.1, the project is developing its branding, and communication and dissemination 
material. The 3-fold project flyer presented in this document is the first visual communication material
(online and printed) to be used. A thorough description of the activities and communication material to 
be created (including project brochures, factsheets etc.) will reported in the future deliverable D7.2
Dissemination and communication plan for the 1st reporting period [M6].


