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Preface 

The project D-HYDROFLEX - Digital solutions for improving the sustainability performance and FLEXibility 
potential of HYDROpower is funded through the European Union's HORIZON Research and Innovation 
Action under the topic HORIZON-CL5-2022-D3-03-08/Development of digital solutions for existing 
hydropower operation and maintenance and responds to the Call HORIZON-CL5-2022-D3-03/Sustainable, 
secure and competitive energy supply. 

The European energy system is undergoing a significant transformation: decarbonization, security of supply, 
deployment of renewables and their integration into the market, generating significant opportunities and 
challenges for energy stakeholders. Despite all energy efficiency efforts, overall demand for decarbonized 
electricity is set to be significantly higher in 2050 than today due to the decarbonization of the heating, 
cooling, transport and many other industrial sectors, which can only be achieved via efficient and smart 
electrification.  

Hydropower is a key technology in supporting the European pathway to a decarbonized energy system and 
to achieving global leadership in renewable energy generation. It consists of a renewable and highly 
sustainable electricity resource and can supply the European power system with stability and valuable 
flexibility. In addition, hydropower reduces the EU’s dependency on fossil imports and renders multiple extra 
benefits for society in the river basins such as support to irrigation, water supply and flood control.  

The D-HYDROFLEX project aims to advance excellence in research on digital technology for hydropower 
paving the way towards more efficient, more sustainable, and more competitive hydropower plants in 
modern power markets. 
 
To this end, D-HYDROFLEX will develop a toolkit for digitally ‘renovating’ the existing hydroelectric power 
plants based on sensors, digital twins, AI algorithms, hybridization modelling (power-to-hydrogen), cloud-
edge computing and image processing.  
 
The core pillars of the project are:  

• digitalization, (i.e., digital twins for hydro dams and machinery, weather and flow forecasts, cyber 
resilience tools), 

• flexibility, (i.e., coordination with hydrogen, storage and VPP operation) and  

• sustainability, (i.e., biodiversity and environmental indicators monitoring).  
 

Validation will take place in 7 hydro plants operated by EDF (France), TEE (Poland), PPC (Greece), TASGA 
(Spain) and INTEX (Romania), covering different geographical areas of Europe. 

 
D-HYDROFLEX is a 36-month long project started in September 2023. 
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Executive summary 
This document summarizes the work carried out in tasks T3.3 and T3.4. It begins by defining the system's 

domain model, outlining the core concepts of D-HYDROFLEX, and providing an overview and narrative 

of the use cases. Building on deliverable D3.1, “Hydropower Assets Flexibility Potential Assessment and 

Stakeholder Identification,” the system requirements are defined, and Key Performance Indicators (KPIs) 

are documented. Subsequently, the D-HYDROFLEX toolkit is introduced, describing the primary 

functionalities and roles of each tool, which supports the development of the D-HYDROFLEX reference 

architecture. Finally, detailed scenarios are described for each use case, illustrating the main processes 

and incorporating the roles of the D-HYDROFLEX toolkit and key actors.  

This document lays the groundwork for the upcoming work packages. WP4 will expand on the technical 

specifications of the tools introduced here, while WP5 will complete the D-HYDROFLEX toolkit and 

integrate all its components. Finally, WP6 will use the defined use case scenarios to conduct 

demonstrations and validate the use cases, establishing target values for the selected KPIs. 
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1 Introduction 

1.1 Scope 

This document is the deliverable D3.2 – “D-HYDROFLEX toolkit conceptualization”, of D-HYDROFLEX 

project. The document offers a detailed overview of the initial version of the D-HYDROFLEX toolkit and 

high-level reference architecture, including the intended use cases and the resulting system 

requirements that will guide research and implementation efforts. Consequently, the document presents 

a high-level perspective of the technical solution and its components. This deliverable will serve as a 

primary technical reference for the entire D-HYDROFLEX consortium, establishing the foundation for 

the more in-depth planning and design to be conducted in the upcoming technical work packages. 

1.2 Structure of the document 

The document is structured as follows: After the introduction chapter, Chapter 2. Methodology describes 

the methodology followed to design the specifications of the D-HYDROFLEX toolkit, the conceptual 

architecture, and the definition of the requirements and KPIs. Following that, Chapter 3. Context 

Viewpoint introduces the domain model of D-HYDROFLEX and a high-level overview of the use cases. 

Chapter 4. Requirement Viewpoint defines the requirements and KPIs. Next, Chapter 5. Component 

Viewpoint defines the D-HYDROFLEX toolkit and its reference architecture. Chapter 6. Definition of Use 

Case Scenarios provides a comprehensive description of D-HYDROFLEX validation scenarios within the 

use cases, as well as their connection with the D-HYDROFLEX toolkit and requirements. Chapter 7. 

Conclusions, concludes the document and discusses future plans. 

1.3 Dependencies 

The current deliverable builds upon D3.1 - “Hydropower assets flexibility potential assessment and 

stakeholder identification”, where the techno-economical, sustainability, environmental, and security 

requirements of the D-HYDROFLEX’s end-users have been specified. 

The use case scenarios, system requirements, toolkit and architecture of D-HYDROFLEX presented in 

this document reflect the initial version of the results and technical analysis that took place by this phase 

of the project. The upcoming deliverables that directly relate to this document come as follows: 

• D4.1 – D4.5: The deliverables in WP4 - “Technologies for real-time plant management prototyping” 

focus on developing the prototypes of the D-HYDROFLEX’s toolkit individual tools. Therefore, 

these deliverables will describe the tools presented in the current document in further detail. 

• Deliverable D5.1 - “D-HYDROFLEX Hydropower 4.0 Toolkit Final Release,” will build upon this 

document by providing the final version of the toolkit and outlining its role within the D-

HYDROFLEX architecture, which will be updated as needed. 

• Deliverable D5.2 - “D-HYDROFLEX M&D Centre visualization board” develops the services that 

enable user interaction with D-HYDROFLEX toolkit. Additionally, it addresses the toolkit's 

integration activities, building on the foundations established in this document to support the 

upcoming integration process. 
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• Deliverable D6.2 - “Evaluation of D-HYDROFLEX results and impact assessment” is a report on the 

evaluation of demo results and the D-HYDROLFEX toolkit, which is tested on the use case 

scenarios that are defined in this document. 
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2 Methodology 

2.1 D-HYDROFLEX specifications methodology 

To facilitate the definition of the D-HYDROFLEX toolkit and the high-level reference architecture, the 
ARCADE open architecture description is employed [1]. ARCADE is a well-known reference model, 
suitable for research projects due to its open nature, comprehensive scope, and modular structure. It is 
inspired by the IEEE 1471-2000 Recommended Practice for Architecture Description of Software-
Intensive Systems [2], superseded by the ISO/IEC/IEEE 42010-2022 International Standard for Software, 
systems and enterprise--Architecture description [3]. 

ARCADE defines five distinct viewpoints to abstract the concepts related to the system under analysis, 

also referred to as Target System. In essence, a viewpoint is a specification of the conventions for 

constructing and using a representation of the system under a certain perspective. The objectives and 

core content of these five viewpoints are outlined below: 

• Context Viewpoint: It addresses all aspects concerning the analysis of the environment in which 

the Target System operates. It includes a description of the Target System’s functions within its 

environment and the way it interfaces with the environment. Key elements of this viewpoint are 

the domain model and the high-level overview of use cases that the Target System aims to cover. 

• Requirements Viewpoint: It documents the system requirements, either functional or non-

functional. Therefore, the main elements described in this viewpoint are the system 

requirements and the KPIs of the Target System. 

• Component Viewpoint: The component viewpoint aims to identify and document specific 

physical or logical components. Descriptions of these components should focus solely on their 

functionality, detailing their data, interfaces, collaboration among them, and capabilities. 

Moreover, existing or predefined hardware and software units can also be considered 

components and included in the component view. It is noted that in the context of D-

HYDROFLEX, these components are mainly termed as tools, which collectively form the D-

HYDROFLEX toolkit. Finally, the component viewpoint includes the D-HYDROFLEX high-level 

reference architecture, which describes the role of each tool within the Target System. 

• Distribution Viewpoint: The distribution viewpoint aims to illustrate the logical arrangement of 

software and hardware components. It indicates whether certain components are inseparable 

and identifies any components that must be separated. 

• Realisation Viewpoint: This viewpoint aims to describe any constraints regarding the 

implementation and deployment of the Target System’s components within its environment. 

This deliverable focuses on the first three viewpoints: Context, Requirements, and Component. The reason 

for excluding the Distribution and Realisation viewpoint from the analysis, lies in the fact that they pertain 

to integration and deployment activities. These viewpoints will be addressed later in the project timeline, 

specifically in WP5, where the final version of the D-HYDROFLEX toolkit will be developed. Thus, these 

two viewpoints may be stressed during a more mature phase of the project. 
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2.2 D-HYDROFLEX reference architecture design methodology  

Regarding the definition of the D-HYDROFLEX high-level reference architecture, which takes place at 0: 
Component Viewpoint, it will adhere to the Smart Grid Architecture Model (SGAM) methodology [4], 
provided by CEN-CENELEC-ETSI. More specifically, it will comply with the SGAM interoperability layers, 
representing business objectives and processes, functions, information exchange and models, 
communication protocols and components. These five interoperability layers provide an abstract and 
simplified representation of the interoperability categories established by the GridWise Architecture 
Council [5]. The description of the interoperability layers comes as follows: 

• Business Layer: The business layer represents the perspective of information exchange. SGAM 

can be utilized to map regulatory and economic structures (using standardized roles and 

responsibilities), policies, business models, use cases, and business portfolios (products and 

services) of the market participants involved. This layer can also encompass business capabilities, 

use cases, and business processes. 

• Function Layer: The function layer outlines system use cases, functions, and services, including 

their relationships from an architectural standpoint. Functions are represented independently of 

actors and physical implementations in applications, systems, and components. They are 

derived by extracting use case functionality that does not rely on specific actors. 

• Information Layer: The information layer details the data used and exchanged among functions, 

services, and components. It encompasses information objects and the associated canonical 

data models. These elements represent common semantics for functions and services, 

facilitating interoperable information exchange through various communication methods. 

• Communication Layer: The communication layer focuses on outlining protocols and 

mechanisms for the interoperable exchange of information between components, considering 

the relevant use case, function, or service, as well as related information objects or data models. 

• Components Layer: The component layer highlights the physical distribution of all participating 

components within the smart grid context. This includes system and device actors, power system 

equipment (typically found at the process and field levels), protection and telecontrol devices, 

network infrastructure (wired and wireless communication connections, routers, switches, 

servers). 

2.3 D-HYDROFLEX requirements methodology  

The user requirements initially defined in D3.1 are further elaborated in D3.2, with more technical details. 

While the user requirements describe, from the user perspective, the desired features of D-HYDROFLEX, 

the requirement viewpoint provides the technical requirements of D-HYDROFLEX, in terms of a) 

technical specifications (system requirements) and b) performance metrics (Key Performance Indicators 

– KPIs). The methodology for defining the system requirements and KPIs includes a) analysis and re-

definition of the user requirements of D3.1 with more implementation details, b) analysis of D-

HYDROFLEX toolkit component’s definition and recording of integration, functionality and usability 

features, c) definition of KPIs that evaluate the performance of each toolkit component. In the context 

of T3.3, the KPI selection was performed, by defining the KPIs and assigning them to the respective use 

case scenarios. The target values of the KPIs will be provided in the upcoming technical deliverables, and 

the achieved values will be provided in D6.2. 

 



  

 D3.2:  D-HYDROFLEX TOOLKIT CONCEPTUALIZATION 
 
 

  

                                                                                                                                                                                                                                                                                 
Page 17 

 

2.4 D-HYDROFLEX use case scenarios definition methodology  

To align with the ARCADE methodology, initially, a high-level overview and narrative of the use cases is 

provided. Afterwards, the adopted methodology for the definition of the detailed use case scenarios 

follows the IEC 62559-2 UC template [6]. Briefly, this template includes key sections to define and guide 

the use case. It begins with the demo site and description to set context, followed by objectives and goal 

to clarify purpose. Prerequisites and assumptions outline necessary conditions, while involved actors and 

involved partners list all participants. It is noted that an actor may refer to a system, a business or any 

other UC relevant entity. Following that, the scenario steps provide a step-by-step outline of actions, and 

relevant KPIs highlight performance indicators for success. Finally, the role of the D-HYDROFLEX toolkit 

is included in the scenarios, through the indication of the relevant D-HYDROFLEX tools. Moreover, each 

scenario is accompanied by a UML sequence diagram, that involves the role of both actors and D-

HYDROFLEX tools and provides a visual illustration of the scenario’s core steps.  
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3 Context Viewpoint 
The context viewpoint describes the environment in which the target system (i.e., the D-HYDROFLEX 

toolkit) operates, as well as relevant fundamental ideas associated with the system. The context 

viewpoint enhances the understanding of the system’s features and establishes a common definition of 

the key concepts that are associated with the system’s development and operation. 

3.1 Domain model 

 
Figure 1: Domain Model of D-HYDROFLEX 
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Figure 1 presents the domain model of D-HYDROFLEX. It presents the main ideas and concepts addressed 
by D-HYDROFLEX, and how these are related to each other. It is important to note that the concepts 
introduced in the domain model are not part of the D-HYDROFLEX toolkit. Instead, they provide a 
conceptual vision of the system and its primary functionalities. Table 1 describes the main concepts 
identified in the domain model. 

 
Table 1: Concepts in the D-HYDROFLEX Domain Model 

Item  Description 

Hydro Power Plant 
(HPP) 

This is the system that D-HYDROFLEX monitors. The HPP consists of a set 
of infrastructure components (e.g., dam, penstock, turbine, generator, 
valve, sensors, supervision and automation systems), collectively called as 
HPP Infrastructure.  

HPP Natural 
Environment 

This is the natural environment where the HPP is located, including weather 
conditions, rivers or water reservoir, and the maritime ecosystem. The HPP 
operation affects the environment (e.g., the maritime fauna), while the 
environment also affects the HPP operation (e.g., dam structure 
degradation, rainfall that affects ingress water flow).  

Digital Twin 

• Hydro Unit 
Digital Twin 

• Dam Digital 
Twin 

According to ISO/IEC 30173:2023 [7], digital twin is a “digital representation 
of a target entity with data connections that enable convergence between the 
physical and digital states at an appropriate rate of synchronisation”.  

D-HYDROFLEX defines two types of digital twins, namely: a) Hydro unit 
digital twin, that represents the turbine and related power generation 
infrastructure, b) Dam digital twin, that focuses on the dam structure’s 
digital representation. 

Hybridisation 
Elements  

Hybridisation elements refer to the energy systems that extend the energy 
portfolio of a hydro power plant, increasing its flexibility and power 
production options. Examples of hybridisation elements are electrolysers, 
battery systems and Photovoltaic (PV) units. 

SCADA & Sensors According to ISA112 [8], Supervisory Control and Data Acquisition (SCADA) 
is “a system which is a combination of hardware and software used to send 
commands and acquire data from the purpose of monitoring and controlling”. 
SCADA monitors and controls some or all aspects of the HPP (depending 
on the grade of digitalisation in each HPP) and provides real-time and 
historical data to business processes. 

Data Historian According to NIST SP 800-82r3 [9], data historian is “a centralized database 
supporting data analysis using statistical process control techniques”. Data 
historians are used in OT networks for storing time-series datasets that can 
be used for improving operational visibility, storing alerts and calculation 
results, while it can provider better context in case of a cybersecurity or 
operational incident. 

Cyberattack 
Detection 

According to ISO/IEC TS 27100:2020 [10], cyber-attack refers to “malicious 
attempts to exploit vulnerabilities in information systems or physical systems 
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in cyberspace and to damage, disrupt or gain unauthorized access to these 
systems”.  

Cyberattack detection is the process that analyses available data and 
traces of HPP’s system activity to detect ongoing cyberattacks. 

Geometric Modelling Geometric modelling is a process employed by the dam digital twin to 
construct the digital representation of the dam structure.  

Predictive 
Maintenance 

According to “ISO/TR 9839:2023 - Road vehicles — Application of predictive 
maintenance to hardware with ISO 26262-5”, predictive maintenance is 
“techniques that are used to detect degrading faults, predict remaining useful 
life, and react appropriately”. Detection approaches include the usage of 
data-driven methods, such as Machine Learning (ML). Predictive 
maintenance can also be a part of a digital twin. 

Fault Detection Fault detection is a process, usually part of a digital twin, that analyses 
available data in order to determine the occurrence of a fault. 

Predicted Fault 

Occurred Fault 

Predicted fault is a fault that has been predicted, by a predictive 
maintenance process, to happen in the future with a certain probability. In 
contrast, an occurred fault is a fault that has happened.  

Cyberattack According to ISO/IEC TS 27100:2020  [10], cyberattack is defined as 
“malicious attempts to exploit vulnerabilities in information systems or 
physical systems in cyberspace and to damage, disrupt or gain 
unauthorized access to these systems”. 

Event According to ISO/IEC TS 27100:2020 [10], cybersecurity event is an 
“occurrence indicating a possible breach of cybersecurity or failure of 
controls”. Beyond the scope of cybersecurity, we define the term “event” 
as an occurrence indicating a possible cybersecurity breach, failure of 
controls, an occurred fault or a possible (i.e., predicted) fault.  

Hydrogen 
Production Planning 

Hydrogen production planning is a process that happens in hybrid power 
plants, employing hydrogen and hydropower in the context of D-
HYDROFLEX. The process encompasses the utilisation of available data 
and forecasts in order to determine the optimal decisions regarding the 
utilisation of hybridization elements in order to increase performance and 
profits. 

Energy Production 
Forecasting 

Energy production forecasting refers to the process that leverages 
available data in order to forecast the energy production of an HPP. 

Biodiversity analysis Biodiversity analysis is a process that employs sensors (e.g., acoustic 
cameras) to identify maritime species and count the individuals of each 
species. 

Weather forecasting Weather forecasting refers to the estimated future state of the atmosphere 
at a particular place, regarding heat, cloudiness/sunshine, moisture, rainfall 
etc. Weather forecasts can affect energy production of HPPs, by increasing 
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the water flow in Run-of-the-River (RoR) HPPs in case of rainfalls or 
impacting hydro power production during drought conditions. 

Water flow 
prediction 

Water flow prediction is a process that leverages available data (including 
weather forecasts) in order to predict the water flow in RoR HPPs, hence 
obtaining an estimation about the potential of power production.  

 

3.2 Use Cases Overview 

The following subsections provide an overview of the five (5) D-HYDROFLEX use cases (UC). They outline 

the primary narrative of each UC and document the respective objectives. A detailed definition of the UC 

scenarios to be validated within D-HYDROFLEX is presented in Chapter 6 of this document. 

3.2.1 UC1: Predictive maintenance and operational efficiency maximization in 

HPPs 

HPPs are critical assets in the renewable energy sector, providing a significant portion of the world’s 

electricity supply. Ensuring the reliable and efficient operation of these plants is crucial for energy 

production, safety, and cost management. The D-HYDROFLEX platform will play a vital role in achieving 

these goals by integrating advanced digital tools that enhance predictive maintenance and contribute to 

an upsurge of operational efficiency. In this use case, the focus is on leveraging the D-HYDROFLEX 

system to predict maintenance needs and maximize the efficiency of HPP operations. Achieving this will 

rely significantly on the digitalization of the HPP through digital twin technology.  

Specifically, a digital twin of the hydro turbines will be developed to facilitate the optimal hydro plant 

operation, also for early fault detection and predictive maintenance. This digital twin will enable fault 

prediction of critical components such as turbines, and other critical mechanical components. Moreover, 

the detection of anomalies will be carried out through vibration patter analysis. Also, as the digital twin 

of the hydro unit creates a virtual replica of the hydro system of the HPP, it will continuously monitor key 

operational parameters such as water flow rates, turbine blade angles, rotational speed, and electrical 

power output. This real-time monitoring allows operators to optimize the plant's performance by making 

data-driven adjustments to enhance efficiency. 

Apart from the hydro unit digital twin, this UC involves the utilization of a digital twin of the dam 

structure to integrate geometric, non-geometric and management information into the asset 

management platform, including geometrics and semantics of dam components. This information, 

combined with the sensor data from the condition monitoring, will be processed based on machine 

learning and AI techniques for diagnosis, prognostics and condition prediction of dam components, 

enabling the prevention of failures and the detection of dam vulnerabilities. 

Finally, this UC involves the detection of plant anomalies by analyzing historical and real-time data. The 

developed predictive maintenance algorithms will facilitate the early detection of machinery faults and 

failures before they reach irreversible levels with increased accuracy and reliability extending assets life, 

maximizing production and minimizing downtime. 

The objectives of this UC are summarized as follows: 
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• UC1_O1: Support Optimal Plant Performance 

• UC1_O2: Enhance Water Management 

• UC1_O3: Provide Insight into Turbine Operation through preview of CFD Results 

• UC1_O4: Vibration and Temperature Monitoring for Predictive Analysis 

• UC1_O5: Streamline Decision-Making with Integrated Visualizations 

• UC1_O6: Identify deviations in efficiency to optimize plant operations 

• UC1_O7: Contribute to fault detection effectiveness to reduce unscheduled downtime 

• UC1_O8: Predictive maintenance of dam systems to prevent failures and reduce downtime 

• UC1_09: Continuous monitoring of dam's structural health to detect and address vulnerabilities.   

3.2.2 UC2: Hybridization of HPPs utilizing on-site hydrogen production 

Hydrogen produced using electricity from renewable energy sources (RES) holds special significance as 

its production is carbon-free, earning it the designation of "green hydrogen." Among RES options, HPPs 

are generally the least affected by weather variability, making them particularly suitable for the 

consistent cogeneration of electricity and green hydrogen. To promote the adoption of green hydrogen 

technologies, the cost of electricity used in the Power-to-Gas (P2G) process must be optimized. Run-of-

river (RoR) hydropower plants typically have little or no storage capacity behind their dams, relying on 

the timing and magnitude of river flows for generation. However, RoR plants with pondage have limited 

short-term storage capacity, enabling them to store water for hours or days. This storage capability 

allows some regulation of water flow, enabling electricity generation to be adjusted to better match 

demand throughout the day. These plants often operate in cascades, where the upstream plant typically 

has a larger reservoir, supporting downstream plants. Each hydropower plant (HPP) in such a cascade 

faces operational constraints, including restrictions on the maximum and minimum water levels 

(denivelation) and discharge rates. Denivelation must remain within permissible limits. Moreover, the 

electricity generated by these plants cannot always be freely used for hydrogen production due to several 

factors: adherence to production schedules set by the system operator (potentially influenced by day-

ahead market outcomes), the need to provide system services (such as secondary regulation), and the 

requirement to maintain water levels above the minimum allowable value (as water is also consumed 

during electrolysis). 

This use case aims to assess the hybridization of HPP with hydrogen and PV. The hydrogen hybridization 

will be tested in a RoR plant operates by modulating the water flows within the hydroelectric group. Its 

operating principle involves modulating the flow of the river while maintaining its ecological flow. 

At the same time hybridization with a hydrogen production system will be developed. Hydrogen (H₂) 

production will be achieved through a containerized electrolysis plant. This hybridization is based on 

maximizing economic benefits by evaluating two sale prices: selling energy to the grid or selling 

hydrogen. This approach optimizes hydrogen production during times when selling electricity is less 

profitable. After evaluating the predicted sale prices and considering possible electrical system 
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constraints that might prevent energy discharge, the limitations of the hydrogen system will be checked, 

such as the storage tank level, availability for electrolysis, outside temperature, water availability, among 

others. Hydrogen will be produced when all these necessary operating conditions are met. 

With the stored hydrogen, another decision will be made by evaluating the sale price at that moment 

(which will differ from the production time) and deciding between generating electricity through a 

Proton Exchange Membrane (PEM) fuel cell or selling the hydrogen by transporting it to its final 

destination for distribution at a hydrogen refuelling station. 

The objectives of this UC are summarized as follows: 

• UC2_O1: Maximize the plant revenue 

• UC2_O2: Cover any local electrical requirements 

• UC2_O3: Optimize hydrogen generation through hybridization with hydroelectric energy to 
maximize economic benefits 

• UC2_O4: Increase the flexibility of the RoR hydroelectric plant to better capitalize on fluctuations 
in electricity prices. 

• UC2_O5: Integrate other RES operation in the HPP planning 

• UC2_O6: Increase the flexibility of hydroelectric plants by integrating them with other RES 
through local smart grids and/or VPPs. 

• UC2_O7: Improve the ability to predict the energy production of the hybrid plant at different time 
scales. 

3.2.3 UC3: Anomalies and intrusion detection against OT networks of HPPs 

The increasing digitalisation and the continuous technology development have supported the 

deployment of advanced Industrial Control Systems (ICS), which are used to monitor, control and 

automate industrial processes. HPPs have also been benefited from ICS, since they have been adopted 

by HPP operators for facilitating and optimising various activities, including the automation of complex 

processes (e.g., regulating water flow through turbines, managing reservoir level), and the real-time 

remote monitoring and decision-making that ensures cost-efficient decisions as well as the safety of 

personnel and infrastructure. 

The HPP digitalisation is realised by various advanced ICS systems, including Supervisory Control and 

Data Acquisition Systems, Distributed Control Systems, Programmable Logic Controllers, Energy 

Management Systems, and various sensors and actuators. To cope with the real-time communication 

requirements as well as the need for scalability and flexibility with regards to the interconnection of these 

components, industrial networks may be used as a common communication medium. Moreover, in 

contrast to the IT domain, specialised communication protocols are used in HPP’s industrial networks in 

order to satisfy the unique combination of requirements in terms of real-time communication, reliability, 

fault tolerance, robustness in harsh environments, security & access control, and interoperability with 

various communication media. 

Although, despite the benefits, all the above ICS infrastructure introduces additional overhead with 

respect to the extra maintenance required and specialised personnel to operate them. Moreover, the ICS 

infrastructure increases the attack surface, since it introduces new threat vectors as well as new 

vulnerabilities and weak points that can be exploited by adversaries to disrupt the HPP operations. 

Examples of ICS threats include the 2022 Ukraine Electric Power Attack campaign, in which the 
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Sandworm team used a combination of techniques to gain unauthorized access and send unauthorized 

ICS commands from their SCADA systems (ATT&CK MITRE C0034). Another instance is the Unitronics 

Defacement Campaign, in which the CyberAv3ngers group targeted the availability and data integrity of 

Unitronics Vision Series PLCs (ATT&CK MITRE C0031). Ransomware threats (i.e., Data Encrypted for 

Impact technique – ATT&CK MITRE T1486) have been observed in real-life incidents against HPPs (e.g., 

the LockerGoga ransomware against Norsk Hydro1). 

To effectively defend against those threats, AI-based intrusion detection is introduced and studied in this 

use case. Given the special nature of the ICS protocols and the domain-specific threat scenarios, AI-

powered IDSs can be leveraged to facilitate the analysis of behavioural patterns in the OT network and 

detect potential threats or malicious activities. AI can help to identify anomalies or potential threats more 

accurately, while it has the ability to continuously learn and adapt to zero-day threats. 

Given this motivation, this use case focuses on the intrusion detection system (IDS), by demonstrating 

its ability to detect various ICS-specific threats on the HPP’s OT environment. Moreover, considering the 

administrative overlapping of responsibilities between the HPP operation management and the OT 

cybersecurity sector, the use case showcases how the IDS interacts with both the OT SOC and the HPP 

operations. AI explainability (xAI) also has an important role by providing insights about the root causes 

of the security events, helping both sides to understand the incident, and bridging the domain-specific 

knowledge gap on ICS protocol operation. 

Summarising, the objectives of UC3 are the following: 

• UC3_O1: AI-powered detection of DoS attacks targeting the HPP’s OT infrastructure. 

• UC3_O2: AI-powered detection of network fuzzing against the HPP’s OT infrastructure. 

• UC3_O3: Timely detection of cyber-threats. 

• UC3_O4: Integrating intrusion detection with third-party Security Information and Event 

Management (SIEMs). 

• UC3_O5: Enhancing situational awareness of the HPP Operations. 

• UC3_O6: Provide explainability information to the AI-based detection results. 

3.2.4 UC4: Increasing HPP’s readiness for integration & operation into local 

smart grids 

Integrating a HPP into a local smart grid is significant as it aligns with the evolving energy landscape 

focused on sustainability, efficiency, and resilience. HPPs, with their capacity to provide flexible and 

renewable energy, play a vital role in complementing other renewable energy. By incorporating HPPs 

into smart grids, energy systems can leverage real-time data and advanced tools to optimize resource 

utilization, enhance grid stability, and meet diverse energy demands. This use case underscores the 

potential of innovative technologies, such as rainfall-runoff forecasting tools and hydrogen production 

systems, to expand the operational capabilities of HPPs. The integration of these technologies not only 

 
1 https://news.microsoft.com/source/features/digital-transformation/hackers-hit-norsk-hydro-ransomware-
company-responded-transparency/  

https://news.microsoft.com/source/features/digital-transformation/hackers-hit-norsk-hydro-ransomware-company-responded-transparency/
https://news.microsoft.com/source/features/digital-transformation/hackers-hit-norsk-hydro-ransomware-company-responded-transparency/
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maximizes the utility of renewable resources but also supports energy storage and trading, enabling a 

more dynamic and interconnected energy ecosystem. Moreover, the approach promotes economic 

efficiency by aligning energy production with market demands and contractual obligations, ensuring a 

balanced and sustainable energy supply. 

In this UC, the HPPs will leverage advanced tools of the D-HYDROFLEX toolkit to ensure precise water 

availability predictions. Integration with a local smart grid introduces additional responsibilities, 

including the need to meet grid energy demands. The smart grid will also include a photovoltaic (PV) 

plant, whose energy output will influence grid operations and the hydropower plant's planning. The 

system also incorporates hydrogen production capabilities, including a hydrolyzer and a PEM hydrogen 

generator with storage. These components will play a critical role in balancing energy provision to the 

grid and fulfilling commitments to an Energy Trading Company. The trading company will define daily 

energy prices and establish contractual requirements for minimum and maximum energy outputs. The 

hydropower plant will need to align with these agreements while ensuring grid stability, even during 

periods of insufficient generation. All data and constraints will be processed through an optimization 

tool, which will generate an optimized operation plan for the hydropower plant, hydrolyzer, and PEM 

generator. The final decision to adopt or modify the proposed plan will rest with the hydropower plant 

administrator, in coordination with the PEM system administrator, ensuring alignment with operational 

and contractual goals. This integrated approach aims to optimize resource use, support the smart grid, 

and enhance overall efficiency and sustainability. 

Summarising, the objectives of UC4 are the following: 

• UC4_O1: Maximize the plant revenue 

• UC4_O2: Cover any local electrical requirement 

• UC4_O3: Cover the Energy Trading Company (ETC) requirements 

• UC5_O4: Integrate other RES operation in the HPP planning 

3.2.5 UC5: Environmental impact monitoring in RoR plants 

Ecosystem fragmentation, caused by artificial obstacle is a serious threat to biodiversity and one of the 

main challenges in ecosystem restoration [11]. The most reported ecological impacts of hydropower 

plants are fish injuries, flow regime alteration, habitat degradation, and species composition 

simplification. Different devices or HPP operations have been installed or conducted to restore 

connectivity and aid with both upstream and downstream fish migration. Fish downstream migration is 

a major concern and the passages through turbine are source of immediate and/or delayed mortality for 

migrating species. Downstream devices have been deployed to divert fishes from passing via the turbine 

[12]. These devices are dedicated to small hydropower plants and solution for large plants are not 

efficient, considering fish protection efficiency and economic factors.  

In this UC, D-HYDROFLEX aims to increase the knowledge of the dynamics of the fish migration 

(migration season, environmental triggers of the migration etc.) by delivering numerical models that 

couple acoustic sensors and digital models for the management of the hydropower production and the 

environmental impact. Acoustic cameras allow to continuously monitor fish without any handling, at 

higher range than optical devices and with low dependency to environmental conditions, such as water 

turbidity. However, the high amount of data recorded by the camera makes their analysis very time 

consuming for the operators. Developing an automatic method to detect, count and identify fish from 
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those data is a key issue to fully exploit the acoustic cameras’ capacities. Many characteristics that help 

to identify fish species (such as their colour, their global shape, the position and number of their tails, 

their swimming patter) cannot be extracted from acoustic camera data because of the nature and 

resolution of the video they record. In the context of this UC, an automatic method to identify fish species 

or groups of species will be developed, thanks to the extraction of their global shape and their swimming 

patterns.  

Additionally, the aim of this UC is to model the long-term behaviour of the water body, both in terms of 

its quality and the impact of the hydroelectric plant, as well as its suitability for the hybridisation of the 

hydroelectric plant with a green hydrogen production plant using electrolysis, which is to be developed 

in the immediate future. Similarly, and knowing the volume and quality of the reject water from the 

electrolysis process, the goal is to determine the impact of its discharge downstream of the dam and to 

determine the impact of the planned hybridisation process on the quality of the water and its uses 

downstream. 

• UC5_O1: Monitoring of water quality for HPP operation 

• UC5_O2: Detection of undesirable effects of HPP and unsuitable water qualities for diversion to 

H2 production 

• UC5_O3: Automatic detection and identification of eels and other fish species 

• UC5_O4: Perform a real-world case study for silver eels 

3.3 Business to system mapping model 

Several business roles are involved in the lifecycle of D-HYDROFLEX, starting from its development, 

towards its deployment and commercial exploitation in hydro power plants. 

Software architects and developers are involved in the initial phase during which the system 

requirements of D-HYDROFLEX are defined, and the D-HYDROFLEX toolkit components are 

implemented in software and integrated by establishing communication links and exchanging data. 

During the development phase, DevOps engineers ensure high software quality, by providing the 

necessary Infrastructure as code and monitoring infrastructure as well as implementing automated 

procedures for continuous integration and delivery. At the development stage, AI engineers and data 

analysts are critical for the development of the predictive maintenance components, by collaborating 

with predictive maintenance analysts and manufacturers for identifying the datasets and tailor the 

predictive maintenance AI models.  

After its development, IT generalists collaborate with DevOps engineers to carry out the deployment of 

the D-HYDROFLEX toolkit, either by using on-premises servers or cloud resources. They are responsible 

for allocating the necessary computing resources, the continuous and reliable operation of the D-

HYDROFLEX toolkit, collection of logs and troubleshooting. OT engineers are involved for integrating 

the SCADA infrastructure, data acquisition systems, signal concentrators, and sensors with the D-

HYDROFLEX toolkit. 

During its operation, maintenance managers use the D-HYDROFLEX toolkit for obtaining the status of 

the HPP, analyse the alerts and take decisions regarding the maintenance plan. Moreover, operations 

managers obtain the overview of the HPP operation as well as its cybersecurity status, including the 

detection of potential cyber-threats. Depending on the organisational procedures, the operations 
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manager shares cybersecurity events to the security operations centre of the organisation, for further 

analysis and its potential escalation to incident. 
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4 Requirement Viewpoint 
Following the definition of user requirements in D3.1, this section presents the system requirements and 

Key Performance Indicators (KPIs). On the one hand, the system requirements are technical 

specifications that define what functionalities and features the D-HYDROFLEX system should 

implement to satisfy the user requirements. On the other hand, the appropriate KPIs are selected to 

measure the achievement of the non-functional user requirements, especially those related to 

performance and improvement metrics. 

4.1 System Requirements 

Table 2 presents the system requirements of D-HYDROFLEX. For each requirement, a title and 

appropriate description are provided, along with an assigned type, which can be Functionality, Usability, 

or Integration. 

Table 2: D-HYDROFLEX System Requirements 

Req. ID Title Description Type 

SR-01 HPP Operational 
Data Collection via 
Modbus TCP/IP. 

The system should be able to collect operational 
data by interfacing with existing SCADA 
infrastructure of the HPP, using Modbus TCP/IP. 

Integration 

SR-02 Input parameters 
specific to Kaplan 
turbines. 

The system should be able to receive and process 
operational parameters specific to Kaplan 
turbines. 

Functionality 

SR-03 Compatibility with 
XML or JSON 
format 

The system should support the processing of data 
that follow at least the XML or JSON formats. 

Integration 

SR-04 Real-time data 
streams 

The system should be able to produce and 
consume real-time data streams utilising the 
MQTT, Apache Kafka and WebSocket protocols. 

Integration 

SR-05 Access to 
databases 

The system should be able to access historical 
data from SQL databases. 

Integration 

SR-06 Visualisation of 
results 

The system should be able to visualize HPP 
operational parameters, hydrological forecasts, 
CDF simulation results, and vibration analysis 
findings. 

Usability 

SR-07 Data storage The system should be able to store retrieved 
operational parameters and derived operational 
parameters, as well as results of processes, in SQL 
databases. 

Integration 

SR-08 Real-time data 
visualisation 

The system should be able to visualize data in real 
time utilizing interactive dashboards. 

Usability 

SR-09 Secure data 
transmission and 
communications 

Data transmissions and communications should 
be protected by modern encryption and 
authentication mechanisms where possible. 

Functionality 

SR-10 Consumption of 
geometric data 

The system should be able to consume data 
related to the HPP’s geometry, including point 
clouds, multimedia content and thermal images. 

Functionality 
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SR-11 Digital twin model 
generation 

The system should be able to generate a digital 
twin model, by constructing the digital 
representation of the targeted HPP’s dam 
structure, including predictive maintenance 
insights and operational optimisations. 

Functionality 

SR-12 AI-based prediction 
of imminent 
failures 

The system should employ the appropriate AI 
algorithms to predict imminent failures of an 
HPP. 

Functionality 

SR-13 Operation 
recommendations 
for predicted 
failures 

The system should provide recommendation 
about operation actions in order to mitigate or 
handle predicted failures. 

Functionality 

SR-14 Predictive 
maintenance alarm 
triggering 

The system should be able to generate and 
deliver alarms in real-time in case of predicting 
imminent failures. 

Integration 

SR-15 Delivery of 
notifications 

Upon raising an alarm, the system should be able 
to deliver asynchronous notifications to 
users/operators, via email and/or through 
dashboard notifications. 

Usability 

SR-16 Predicted HPP 
energy production 

The system should be able to predict future 
energy production 

Functionality 

SR-17 H2 production 
planning per day 

The system should be able to generate a daily 
plan of H2 production planning. 

Functionality 

SR-18 H2 production 
planning 
considering energy 
forecasting data 

The H2 production planning should consider 
predicted energy production data as well as 
predicted turbine flow and mean water level. 

Functionality 

SR-19 Meteorological 
data from weather 
forecasting services 

The system should be able to retrieve 
meteorological data from weather forecasting 
services. 

Integration 

SR-20 Prediction of 
turbine water flow 

The system should be able to predict the turbine 
water flow of an HPP. 

Functionality 

SR-21 Prediction of mean 
water level 

The system should be able to predict the mean 
water level of an HPP’s reservoir. 

Functionality 

SR-22 Weather and water 
flow forecasting  

The system should provide weather and water 
flow forecasting.  

Functionality 

SR-23 Fish identification 
through acoustic 
cameras 

The system should utilise acoustic cameras in 
order to identify fish species and group species. 

Integration 

SR-24 Counting per fish 
species 

The system should be able to provide counting 
per fish species that pass through the monitored 
passage. 

Functionality 

SR-25 Fish species 
identification 

The system should be able to identify and 
distinguish at least between the salmon, eel, 
shad, lamprey and catfish species. 

Functionality 
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SR-26 Acoustic video 
database 

The system should utilise an acoustic video 
database for storing and retrieving video data 
related to fish passage. 

Functionality, 
Integration 

SR-27 Real-time fish 
identification and 
counting 

The system should be able to perform fish 
identification and counting in real-time. 

Functionality 

SR-28 Network traffic 
monitoring 

The system must be able to monitor the network 
traffic of the HPP’s OT systems via port mirroring. 

Functionality 

SR-29 Cyberattack 
detection against 
Modbus TCP/IP 

The system must be able to detect potential 
cyberattacks against the Modbus TCP/IP network 
protocol. 

Functionality 

SR-30 Data locality  Sensitive networking data should not leave the 
premises of the HPP. 

Functionality 

SR-31 AI transparency 
through 
explainability 

The system should implement AI explainability 
methods and present the explainability analysis 
results to the user. 

Functionality 

SR-32 Turbine operation 
adjustment 

The turbine-related information provided by the 
hydro unit digital twin should assist the user in 
making accurate decisions to adjust turbine 
operations based on anticipated changes in 
hydrological generation potential. 

Usability 

SR-33 Vibration analysis The system should monitor the mechanical 
components of the plant using vibration analysis 
and detect potential anomalies before they cause 
significant damage. 

Functionality 

SR-33 Profit prediction The system should be able to predict the profit 
from the sale of all predicted generated 
electricity 

Functionality 

SR-34 Operator action The system should allow the operator to interpret 
the detected anomalies and decide on necessary 
maintenance actions to prevent equipment 
failure 

Usability 

SR-35 Monitoring of 
environmental 
parameters 

The system should be able to monitor 
environmental parameters, such as water quality 
indicators. 

Functionality 

 

4.2 KPIs 

Table 3 documents the KPIs of D-HYDROFLEX. Please note that the target values will be provided in the 

upcoming technical deliverables, while the achieved values will be provided in D6.2. 

Table 3: D-HYDROFLEX KPIs 

KPI ID Title Description 
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KPI-1 Turbine maximum RMS (TMRMS) Maximum value of RMS taken from all 
measurement points for a given period of time. 

KPI-2 Power Potential Utilization (PPU) Difference between generation potential (TG) and 
real generation level (AG) related to hydrological 
potential (HG) 

KPI-3 Unscheduled downtime reduction Unscheduled downtime reduction or unplanned 
outage of main equipment (turbines and 
generators) 

KPI-4 Energy production forecasting error Improve energy production forecasting for the 
HPP 

KPI-5 Electricity to grid Total electricity sold to the grid 

KPI-6 Income Income from the sale of energy 

KPI-7 Leveraged electricity Electricity sold vs. potentially generatable  

KPI-8 Energy sharing Electricity generated by each technology vs. total 
electricity generated 

KPI-9 Economic revenue increase  Improving the overall revenue of the HPP 

KPI-10 Planning acceptance  Improve planning acceptance 

KPI-11 Self-consumed energy Improve the quantity of self-consumed energy of 
the HPP 

KPI-12 Reduction of corrective maintenance 
costs  

Reduction in personnel cost, allocated time and 
expenses for corrective maintenance 

KPI-13 Operation revenue increment Increment in operation revenue due to reduction of 
production deviation from planned schedule 

KPI-14 Hydrogen production per day Potential green hydrogen production depending on 
the type and operation of the HPP. 

KPI-15 Number of identified species Number of identified species 

KPI-16 Maintenance Cost Reduction Reduction in maintenance costs through predictive 
maintenance initiatives. 

KPI-17 Fault Detection Accuracy Accuracy of the predictive maintenance system in 
detecting potential faults before they occur. 

KPI-18 Grid Integration Efficiency Improvement in the ability of HPPs to integrate 
with and respond to grid demands. 

KPI-19 True Positive Rate (Recall) TP / (TP + FN), where TP and FN denote true 
positives and false negatives, respectively.  

KPI-20 False Positive Rate FP / (FP + TN), where FP and TN denote false 
positives and true negatives, respectively. 

KPI-21 F1-Score The ratio between TPR and Precision 

KPI-22 Detection accuracy The detection accuracy of a classification model 

KPI-23 Model bias The unwanted bias in a ML model 

KPI-24 Expected emissions reduction from 
the H2 plant 

Reduction of emissions from the generation of H2 
for mobility user 

KPI-25 Intersection Over Union (IOU) In the context of object detection and 
segmentation, IOU evaluates the overlap of the 
Ground Truth and Prediction region. 
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KPI-26 Water quality index The percentage of time that water quality 
parameters remain within predefined regulatory 
and operational thresholds. 

KPI-27 System Usability Scale Score (SUSS) SUSS is a simple, ten-item attitude Likert scale 
giving a global view of subjective assessments of 
usability. 

 

This list is an updated list of KPIs compared to the ones that are mentioned in the project grant 

agreement. The updated KPIs were selected to better reflect the impact that the implementation of each 

use case scenario will induce. 
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5 Component Viewpoint 

5.1 System information model and D-HYDROFLEX reference 

architecture 

After outlining the domain model from the Context viewpoint and detailing the system requirements 
from the Requirements viewpoint, Table 4 provides the list of the tools that will be developed in D-
HYDROFLEX. These tools are specifically designed to align with and support the objectives and 
requirements of the target system. This structured approach ensures that each tool addresses the unique 
needs identified during the requirements analysis, facilitating effective implementation and enhancing 
overall system functionality. It is noted that each tool is mapped to the corresponding key exploitable 
result (KER), as outlined in deliverable D3.1. This mapping serves a critical role which is relevant to the 
alignment with project goals. By connecting each tool to specific KER, it is ensured that the development 
activities are aligned with the project’s goals and are not just separate tasks. Finally, the toolkit presented 
in Table 4 will play an essential role in validating the use cases and the corresponding scenarios that are 
defined in the subsequent chapter, ensuring that they can be effectively addressed.  

Table 4: D-HYDROFLEX toolkit components list 

D-HYDROFLEX toolkit 
component 

Tool acronym Key exploitable result Owner 

D-HYDROFLEX M&D centre HYDRO-M&D #1. D-HYDROFLEX M&D centre UBE 

Digital Twin - HYDROFLEX 
Twin Integration Network 

HYDRO-TIN 

#2. Hydro unit digital twin 

PWR, TEE 

Hydrological Modelling and 
Prediction 

HYDRO-HMP 

Predictive Vibration and 
Insight Logger 

HYDRO-PVIL 

HYDROFLEX Visualization 
System 

HYDRO-VIS 

Dam digital twin architecture HYDRO-DAM #3. Dam digital twin UCL 

Geometric digital model 
creation 

HYDRO-GDDT #4. AI-based framework for 
automatic generation of digital 

twin geometric models for 
dams 

UOC 

Fault detection and predictive 
maintenance system 

HYDRO-Predict 
#5. Fault detection and 

predictive maintenance system 

CARTIF 

Aging and degradation 
forecasting 

HYDRO-DEFM ENERGYLAB 

H2 decision support model HYDRO-H2DSM 
#6. Decision support tool for 

hybrid HPPs 

ENERGYLAB 

Decision support tool for 
hybrid HPPs 

HYDRO-SDS CARTIF 

Energy forecasting model HYDRO-EFM 
#7. Forecasting tool 

ENERGYLAB 

Weather and flow forecasting / 
Rainfall-runoff forecasting 

HYDRO-WFF CARTIF 

Biodiversity index tool HYDRO-
RecoFish 

#8. Biodiversity index tool 
EDF 
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Federated BoX HYDRO-FBOX #9. AI-based intrusions 
detection techniques 

MINDS 

 

Before diving deeper into the functionalities of each tool, Figure 2 illustrates the D-HYDROFLEX high 

level reference architecture. The purpose of the reference architecture is to provide a clear, overarching 

view of how the various tools within the D-HYDROFLEX system interconnect and interact to fulfil the 

project’s objectives. This reference architecture serves as a guideline, ensuring consistency across 

different modules and facilitating integration by defining key structural elements, data flows, and system 

interfaces, in a clear and minimal way. 

As it may be observed in Figure 2, the D-HYDROFLEX reference architecture follows the convention of 

the interoperability layers, as defined in the SGAM methodology [4]. Firstly, the component layer lies in 

the lower level of the architecture and consists of the physical components of the HPP infrastructure, 

which may include SCADA components, sensors, signal concentrators, cameras and other devices, 

industrial networking infrastructure, etc. This layer forwards essential information from the physical 

components to the D-HYDROFLEX tools, illustrated as labelled boxes. Each tool spans across the 

information, communication and function layers. It is also clarified that certain tools collaboratively 

compose the dam digital twin and the hydro unit digital twin of the HPP, creating a digital replica of 

physical components, relevant to the dam infrastructure and the turbine system, respectively. 

For a given tool, the information layer specifies the type of data that the tool handles. In the figure, the 

information layer describes the data type that the tool receives as an input, either from the component 

layer or from an external source or another tool. The communication layer describes the communication 

protocols that the tool supports and acts as an interface for the interconnection with other tools. It is 

noted that some communication protocols may be indicative. As the D-HYDROFLEX toolkit progresses, 

particularly during the integration and in its final releases -activities related to WP5-, these 

communication protocols may be modified or expanded. Following that, the function layer outlines the 

service that the tool delivers. It is important to note that in the tool's output, presented through the 

interface of the communication layer, the type of output data is also specified. While this information 

technically belongs to the information layer -since it represents a data type that the tool handles- it is not 

explicitly defined in the information layer. Instead, the colour code of the output subtly indicates its 

connection to the information layer. This approach helps maintain readability and reduces clutter.  

Finally, the business layer represents the business perspective of the target system, which is primarily 

reflected through the M&D centre. The latter will cover a wide range of applications, supported by 

services provided by the tools which communicate essential information specific to each 

service/function. The business layer translates HYDRO-M&D diagnostic insights into actionable business 

decisions and strategies, particularly to enhance HPP efficiency, reliability, and sustainability.
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Figure 2: D-HYDROFLEX reference architecture 
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5.2 System decomposition model: D-HYDROFLEX toolkit 

Following the definition of the D-HYDROFLEX high level reference architecture, this section focuses on 

a less abstract description of the D-HYDROFLEX toolkit. Each tool has been designed to contribute 

unique capabilities, ranging from data processing and analysis to decision support within the D-

HYDROFLEX ecosystem. The following tables provide an overview of each tool, including technical 

details and roles, offering insights into their individual and collaborative contributions. For each tool, 

essential information is included, such as tool name and acronym, a description of the functionalities, 

and the responsible partner. In addition to this, the expected input and output of each tool is discussed, 

alongside the necessary and envisioned communication interfaces, and potential communication 

protocols, that should be supported. Finally, some practical implementation aspects are provided and 

the role of each tool within D-HYDROFLEX architecture is stressed. It is noted that the following 

description of the toolkit is introductory, given that a comprehensive and in-depth analysis of each tool 

will take place in the relevant deliverables of WP4 and WP5, which correspond to an early and final 

version of the toolkit, respectively.  

The following subsubsections are dedicated to the description and specifications of D-HYDROFLEX tools 

that compose the overall toolkit. 

5.2.1 Hydro Unit Digital Twin Framework 

The Hydro Unit Digital Twin comprises a suite of tools collectively forming the hydro digital twin. 

Specifically, it includes HYDRO-TIN, HYDRO-HMP, HYDRO-PVIL, and HYDRO-VIS. While these tools are 

interconnected and are collectively presented as components of the Hydro Unit Digital Twin in the table 

below, they can also operate as standalone tools.  

Table 5: Hydro Unit Digital Twin suite specifications 

Features Description 

Tool name & 

acronym 

1. Digital Twin - HYDROFLEX Twin Integration Network (HYDRO-TIN) 

2. Hydrological Modelling and Prediction (HYDRO-HMP) 

3. Predictive Vibration and Insight Logger (HYDRO-PVIL) 

4. HYDROFLEX Visualization System (HYDRO-VIS) 

Description The Hydro Unit Digital Twin consists of two applications used within the D-

HYDROFLEX project. The on-site component manages real-time data 

acquisition, dynamic simulations, hydrological and hydro energetic analyses, 

and predictive maintenance. This application is focused on immediate 

operational needs and data processing directly at the hydroelectric facility. 

The HYDRO-VIS tool focuses on data visualization, enabling performance 

monitoring across the residual tools (HYDRO-TIN, HYDRO-HMP, HYDRO-

PVIL). It displays the hydro-unit’s performance data through interactive 

dashboards with charts, graphs, and tables, making both real-time and 

historical data accessible to operational staff. Overall, these tools handle the 

data processing and visualization needs of hydroelectric operations within the 

D-HYDROFLEX project. 
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Figure 3: Architectural of Hydro Unit Digital Twin suite of tools 

Owner and Involved 

Partners 
TEE, PWR 

Current and Expected 

TRL 
4 to 6 

Input 1. HYDRO-TIN 

• Source: On site data acquisition system using mainly Modbus TCP/IP 

protocol, local config file with constant turbine parameters (json, yaml 

or similar). 

• Input Parameters: Flow rate, Upper water level and Lower water level 

(head), Rotational speed, Electrical power measurements (voltage, 

current), Guide vane angle and rotor angle (specific to Kaplan turbines). 

• Config file (constant data specific to turbine): efficiency curve of turbine, 

dimensions. 

2. HYDRO-HMP 
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• Source: Real-time data from a hydrological data provider, delivered in 

XML or JSON format, alongside historical data stored locally (parquet 

file or database suitable for big amount of timeseries data). 

• Input Data: Current hydrological data (flow for upstream gauges), 

Historical hydrological data (flow for upstream gauges). 

• Source: Primarily internal data generated by other on-site tools and 

potentially supplemented by operator inputs. 

• Input Parameters: Flow rate, Head, Rotational speed, blade angles. 

These parameters can be current operating parameters, modelled 

from the hydrological tool, or manually provided by the operator. 

3. HYDRO-PVIL 

• Source: Vibration sensors and monitoring systems integrated within 

the hydro-unit. 

• Input Data: Vibration and temperature data collected to predict 

potential faults. 

4. HYDRO-VIS 

• Source: Primarily internal data generated by other on-site tools and 

potentially supplemented by operator inputs. 

• Input Parameters: Flow rate, Head, Rotational speed, blade angles. 

• Input Data: Significant operational parameters from the HYDRO-TIN 

such as current operating parameters, head, flow rate, efficiency and 

power. Latest predictions and analyses from the HYDRO-HMP. 

Results of CFD simulations: Operational state condition data from 

the vibration monitoring tool. 

Output 1. HYDRO-TIN 

• Output: Numerical data for operational parameters such as flow rate, 

water levels, rotational speed, electrical power, and turbine blade 

angles. Additionally, derived operational parameters such as 

efficiencies based on predefined efficiency curves with comparison of 

current measured efficiency and provided by efficiency model curve. 

• Format: Time series data stored in a structured format, such as SQL, 

for ease of integration and querying. 

• Delivery Method: Outputs are directly integrated into a database 

which feeds into the HYDRO-VIS system (read only) for visualization. 

• Consumers: On-site operational staff, maintenance teams, and 

remote monitoring personnel. 

2. HYDRO-HMP 

• Output: Predictive analyses and current conditions based on real-time 

and historical hydrological data. 

• Format: Analytical results stored in database 

• Delivery Method: Data is made accessible through the database. 
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• Consumers: On-site operational staff and remote monitoring 

personnel. 

3. HYDRO-PVIL 

• Output: Vibration analysis results, including anomaly detection and 

predictive maintenance insights. 

• Format: Vibration data and predictive alerts are stored in formats 

suitable for quick access and analysis. 

• Delivery Method: Continuous logging and analysis results are stored 

on-site and summarized results are communicated to HYDRO-VIS for 

action. 

• Consumers: Maintenance teams, safety engineers, and operational 

management. 

4. HYDRO-VIS 

• Output: Integrated visualizations of operational parameters, 

hydrological forecasts, CFD simulation results, and vibration analysis 

findings. 

• Format: Interactive dashboards designed with web technologies for 

dynamic and real-time data representation. 

• Delivery Method: Data is securely fetched from the read-only 

database, updated in real-time through data streaming technologies. 

• Consumers: Remote operational teams, strategic decision-makers, 

stuff within organization who require comprehensive insights into 

plant operations and performance metrics. 

Relevant Work 

Package Tasks 
WP4 (T4.1) WP5 (T.5.1, T5.6), WP6 (T6.1, T6.2, T6.3) 

Relevant Deliverables D4.1, D5.1, D5.2, D6.1 

Background assets • OpenFOAM – CDF simulations (precomputed) 

• VTK- CFD visualizations 

• Plotly/Dash – libraries for dashboards and visualizations 

• NumPy, Pandas – libraries for numerical calculations 

Communication 

interfaces 

• Modbus TCP/IP – on site measurements. 

• SQL read only database (accessed by API) 

• HTTPS, IMGW API (for hydrological data) 

Current Innovation 

Points 

The tools focus on decision support for turbine operation and maintenance. 

Key innovations include real-time operational condition tracking through a 

digital twin, CFD simulations for fluid dynamics analysis, a fault prediction 

system that identifies mechanical issues using sensor data, and a hydrological 

prediction tool that forecasts water inflows, enhancing operational planning 

and efficiency. 
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Expected Innovations 

in the context of D-

HYDROFLEX 

Performance improvement and refining of models is expected after the 

implementation phase, mainly through incorporating current measurements. 

This includes refining the turbine efficiency model, enhancing the accuracy of 

CFD simulations, and improving the hydrological prediction tool by correcting 

any errors or divergences detected through ongoing analysis. These 

improvements will optimize decision-making and further enhance 

operational efficiency. 

 

5.2.2 Dam Digital Twin Framework 

The Dam Digital Twin is a suite of tools that collectively form the dam digital twin. Specifically, it includes 

HYDRO-DAM and HYDRO-GDDT. Compared to the Hydro Unit Digital Twin, the Dam Digital Twin 

framework focuses on building the digital twin of the dam structure. The components comprising this 

framework are presented bellow in their respective tables. 

Table 6: HYDRO-DAM specifications 

Features Description 

Tool name & acronym Dam Digital Twin Architecture (HYDRO-DAM) 

Description HYDRO-DAM generates a digital twin of the dam infrastructure that 

enhances operational management and safety through predictive 

maintenance. It focuses on establishing a robust platform integrating 

advanced digital solutions, thus supporting the efficiency and safety of dam 

operations within the D-HYDROFLEX project. 

Owner and Involved 

Partners 
UCL 

Current and Expected 

TRL 
3 to 5 

Input • Geometric Data: Information related to the geometry of the dam 

including point clouds, images/videos, and thermal images for creating 

the digital representation of the dam's structure. 

• Non-Geometric Data: Operational data such as hydrological 

parameters, environmental data, and other relevant non-visual 

characteristics that support operational insights. 

• Management Information: Data for asset management, predictive 

maintenance, and scenarios for infrastructure life cycle management, 

essential for strategic and operational decision-making. 

• Sensor Data: Real-time and historical data from various sensors 

installed at the dam and related infrastructure, used for monitoring the 

physical condition of components like turbines, flow sections, electric 

parts, and peri-turbine components. 
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• Standard Data Models and Repositories: Foundation data models from 

BIM (Building Information Modelling) and/or GIS (Geographical 

Information System) environments such as IFC or CityGML for 

structuring data appropriately. 

• Process Descriptions: Business process modelling (e.g., BPMN - 

Business Process Model and Notation) for describing workflows and 

machine-readable process chains using UML representations. 

• Condition Monitoring Data: Sensor data to monitor the physical 

condition of the dam's components including vibrations, temperature, 

flow rates, pressures, etc., that will contribute to predictive 

maintenance and fault detection. 

Output The output includes a comprehensive digital twin model that provides 

predictive maintenance insights and operational optimizations. This data is 

vital for dam managers, maintenance teams, and safety inspectors, 

allowing for improved decision-making and operational planning. 

Relevant Work Package 

Tasks 
WP5 (T5.2), WP6 (T6.1, T6.2, T6.3) 

Relevant Deliverables D5.2, D6.2 

Main sub-components Not Applicable (N/A) 

Background assets AI models developed on local servers for real-time predictive analytics. 

Communication 

interfaces 

• REST API: For secure data exchange between the HYDRO-DAM 

system and external systems. 

• Apache Kafka: Manages real-time data streams effectively. 

Current Innovation 

Points 
N/A 

Expected Innovations in 

the context of D-

HYDROFLEX 

Model Generalization: Extending the AI model to adapt to various dam 

configurations within the project scope. Enhanced Predictive Algorithms: 

Incorporation of advanced algorithms to improve prediction accuracy and 

reliability. 

 

Table 7: HYDRO-GDDT specifications 

Features Description 

Tool name & acronym D-HYDROFLEX Geometric Dam Digital Twin (HYDRO-GDDT) 

Description HYDRO-GDDT is a computational tool that converts raw data such as laser 
point clouds, color, and thermal images to a geometric dam model. The 
geometric model of the dam will act as the foundation of creating the Dam 
Digital twin in T5.2. 
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Figure 4: Architectural diagram of HYDRO-GDDT 

Owner and Involved 
Partners 

UOC 

Current and Expected 
TRL 

3 to 5 

Input HYDRO-GDDT takes different data modalities, such as point clouds, colour 
images, and thermal images. The Greek demonstration owner (PPC) 
collects these data with drones and other scanners and then registers them 
to a single coordinate system. This static dataset of registered points and 
visual and thermal data is the input for the GDDT tool. 

Output The HYDRO-GDDT tool outputs the dam as-is geometry and spatial 
relationships between dam objects. This output is expected to be in mesh 
format (ply, etc.) and will be consumed by the DAM-TWIN tool. 

Role in the D-
HYDROFLEX 
Architecture 

Most dams we deal with in D-HYDROFLEX do not have an as-is 3D model, 
but some have 2D drawings of the same. HYDRO-GDDT tool automatically 
creates the geometric model of this dam and lays the foundation for 
HYDRO-DAM 

Relevant Work Package 
Tasks 

Wp4 (T4.2), WP5 (T5.2), WP6 (T6.1, T6.2, T6.3) 

Relevant Deliverables D4.2, D5.1, D6.2 

Main sub-components The main sub-components of GDDT are 

• Data cleaning module 

• Large object segmentation module 

• Smaller object segmentation module 

• Object relation extraction module 

• Mesh generation module 

Background assets Computer vision tools, Machine learning tools, Python 
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Communication 
interfaces 

Will communicate mesh format files to the HYDRO-DAM tool 

Current Innovation 
Points 

The geometry generation tool can currently detect objects in a construction 
site, match the detected object on the laser point cloud and generate as-is 
model of those objects. 

 

5.2.3 HYDRO-Predict 

Table 8: HYDRO-Predict specifications 

Features Description 

Tool name & acronym D-HYDROFLEX Fault detection and predictive maintenance system 

(HYDRO-Predict)  

Description HYDRO-Predict is an advanced predictive maintenance tool designed 

specifically for hydropower plants. It leverages state-of-the-art data 

analytics, machine learning algorithms, and real-time monitoring to 

enhance operational efficiency, minimize downtime, and extend the 

lifespan of critical plant components. HYDRO-Predict is expected to reduce 

operational and maintenance cost, enhancing efficiency in hydropower 

plants thanks to early detection and repair prior to a major breakdown. 

 

Figure 5: Architectural diagram of HYDRO-Predict 

Owner and Involved 

Partners 
CARTIF, IDEA, INTEX 

Current and Expected 

TRL 
4 to 6 

Input The temperature, generator power and operational parameters of the 

current status of the HPP’s plant. 

Output Alarm: Imminent failure of the different components monitored in the 

system. 

Relevant Work Package 

Tasks 
WP4(T4.3), WP5 (T5.3, T5.6), WP6 (T6.1, T6.2, T6.3) 
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Relevant Deliverables D4.3, D5.1, D6.2 

Main sub-components • Data analysis 

• Feature extraction 

• Plant model 

• Alarm definition based on fault detection 

Background assets SQL database  

Communication 

interfaces 

Store plant data in a MS SQL Server Express database and provide access 

to this SQL server. Access to SQL database resident on SCADA PC can be 

granted only via VPN connection. Also, SQL database can be shared via 

cloud. 

Dashboard Visualization under Grafana with alarms of predictive main points of the 

tool. 

Current Innovation 

Points 
Use of advanced algorithms for hydroelectric operations recommendation 

Expected Innovations in 

the context of D-

HYDROFLEX 

HYDRO-Predict is expected to reduce operational and maintenance cost, 

enhancing efficiency in hydropower plants thanks to early detection and 

repair prior to a major breakdown. 

 

5.2.4 HYDRO-DEFM 

Table 9: HYDRO-DEFM specifications 

Features Description 

Tool name & 

acronym 
Degradation Energy forecasting model (HYDRO-DEFM) 

Description The HYDRO-DEFM can predict the amount of electrical energy to be produced 

considering the turbine aging. This tool is essential to know the future energy 

production forecast of HPPs and the amount of H2 that could be produced taking 

in account the real performance of the turbines. 
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Figure 6: Architectural diagram of HYDRO-DEFM 

Owner and 

Involved Partners 
ENERGYLAB 

Current and 

Expected TRL 
4 to 6-7 

Input Input data needed from the HYDRO-EFM tool: 

• Predicted power generated (MWh) 

• Required input data of turbine performance under different conditions over 

time: Turbine aging (years) 

Output Expected Energy Generated (MWh) as a function of turbine age. 

Relevant Work 

Package Tasks 
WP4(T4.3.2), WP5 (T5.3, T5.6), WP6 (T6.1, T6.2, T6.3) 

Relevant 

Deliverables 
D4.3, D5.1, D6.2 

Main sub-

components 

The HYDRO-DEFM consists of two main parts: 

• The HYDRO-EFM, necessary for the prediction of electrical energy. 

• Turbine age data. 

Background assets Edge and Cloud computing (acquisition of the necessary data). 

AI models programming (in local server). 

Communication 

interfaces 
REST API 
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Current Innovation 

Points 

HYDRO-DEFM predicts the energy produced (currently only in HPP-D3), 

considering the turbine aging. In addition, it can provide information for the next 

24 hours, the period established for the daily plans of the HPPs. 

Expected 

Innovations in the 

context of D-

HYDROFLEX 

Currently, a model has been trained with data from HPP-D3. The envisioned 

innovations that could reflected through HYDRO-DEFM are related to the 

inclusion of additional constraints that may influence turbine performance, such 

as its maintenance level or working conditions (temperature, pressure, 

lubrication, etc.). 

5.2.5 HYDRO-H2DSM 

Table 10: HYDRO-H2DSM specifications 

Features Description 

Tool name & acronym H2 decision support model (HYDRO-H2DSM) 

Description The model can predict the amount of hydrogen that could be produced 

by a HPP under given boundary conditions, create a decision support plan 

for when it is better to produce electricity or H2, and obtain the 

environmental benefits of using H2 for mobility. 

 

Figure 7: Architectural diagram of HYDRO-H2DSM 

Owner and Involved 

Partners 
EnergyLab 

Current and Expected TRL 4 to 6-7 

Input Input data needed from the HYDRO-EFM: 

• Predicted turbine flow every hour (m3/s) 

• Predicted power generated (MWh) 
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• Predicted mean water level (masl2) 

Input data related to H2 and other fuels: 

• Water consumption in water electrolysis (kg water/kg H2) 
• Energy consumption in water electrolysis (KWh/kg H2) 
• Hydrogen production per electrolyzer (kg/h) 
• Efficiency - Higher Heat Value (HHV) (%) 
• Electricity price (€ /MWh) 
• Green Hydrogen price (€/kg) 
• Green Hydrogen emission factors (kg CO2 /liter; kg Ch4/liter; 

kgNO2/liter; kg CO2 eq /liter) 
• Green Hydrogen low heating value (kWh/kg) 
• Green Hydrogen density (kg/m3) 
• Diesel emission factors (kg CO2 /liter; kg Ch4/liter; kgNO2/liter; kg CO2 

eq /liter) 
• Diesel low heating value (kWh/kg) 
• Diesel density (kg/m3) 
• Gasoline emission factors (kg CO2 /liter; kg Ch4/liter; kgNO2/liter; kg 

CO2 eq /liter) 
• Gasoline low heating value (kWh/kg) 
• Gasoline density (kg/m3) 

Output The outputs of the tool are: 

• Predicted_energy (MWh): predicted electric power. 
• Potential_H2_production (kg): hydrogen generation potential if all 

electrical power were to be used for this purpose. 
• H2_production_single _electrolyzer (kg): hydrogen production from 

the predicted electrical energy and according to the characteristics of 
the selected electrolyzer (input data). 

• Potential_H2_profit (€): economic benefit from the sale of total 
hydrogen generation potential. 

• Electricity_profit (€): profit from the sale of all the predicted 
generated electricity. 

• H2_profit_single _electrolyzer (€): economic benefit from the sale of 
hydrogen generation from a single electrolyzer. 

• Electricity_profit equivalent_to H2_profit_single _electrolyzer (€): 
economic profit from the sale of electricity equivalent to the amount 
of hydrogen produced by a single electrolyzer. 

• Water_consumption (l): liters of water consumed in hydrogen 
generation by a single electrolyzer. 

• Emission_reduction_H2_vs_Diesel (kgCO2): emission reductions 
from the use of hydrogen in mobility compared to a traditional fuel. 

• Emission_reduction_H2_vs_Diesel (kgCH4): emission reductions 
from the use of hydrogen in mobility compared to a traditional fuel. 

• Emission_reduction_H2_vs_Diesel (kgNO2): emission reductions 
from the use of hydrogen in mobility compared to a traditional fuel. 

 
2 Metres above sea level 
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• Emission_reduction_H2_vs_Diesel (kgCO2eq): emission reductions 
from the use of hydrogen in mobility compared to a traditional fuel. 

• Emission_reduction_H2_vs_Gasoline (kgCO2): emission reductions 
from the use of hydrogen in mobility compared to a traditional fuel. 

• Emission_reduction_H2_vs_Gasoline (kgCH4): emission reductions 
from the use of hydrogen in mobility compared to a traditional fuel. 

• Emission_reduction_H2_vs_Gasoline (kgNO2): emission reductions 
from the use of hydrogen in mobility compared to a traditional fuel. 

• Emission_reduction_H2_vs_Gasoline (kgCO2eq): emission 
reductions from the use of hydrogen in mobility compared to a 
traditional fuel. 

All these outputs are repeated in a 24-hour loop from which the daily 

hydrogen vs. electricity production decision plan is obtained, based on 

hourly energy sales prices: 

Relevant Work Package 

Tasks 
WP4(T4.3.2), WP5 (T5.3, T5.6), WP6 (T6.1, T6.2, T6.3) 

Relevant Deliverables D4.3, D5.1, D6.2 

Main sub-components The tool consists of two main parts: 

• The HYDRO-EFM, necessary for the prediction of electrical energy. 

• Characteristic input data of the hydrogen plant to be simulated. 

Background assets Edge and Cloud computing (acquisition of the necessary data).  AI models 

programming (in local server). 

Communication 

interfaces 
REST API 

Current Innovation Point  The model HYDRO-H2DSM predicts the amount of hydrogen that would 

be possible to generate with electric power from a HPP, as well as 

generating a future decision plan for hydrogen versus electricity 

generation, given specific H2 plant characteristics. In addition, the model 

evaluates: i) The environmental impact of using the hydrogen generated 

for mobility versus other fuels, ii) water consumption, iii) the economic 

benefits of H2 generation versus electricity generation. 

Expected Innovations in 

the context of D-

HYDROFLEX 

The innovations that will be introduced initially are the incorporation in 

the model of degradation algorithms that will influence the results, as 

well as their transformation into xAI algorithms. 

 

5.2.6 HYDRO-SDS 

Table 11: HYDRO-SDS specifications 
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Features Description 

Tool name & acronym Smart Decision Support (HYDROFLEX-SDS) 

Description HYDROFLEX-SDS is an advanced tool for monitoring, simulating, and 

optimizing the operation of hydroelectric plants. Utilizing sensors, artificial 

intelligence algorithms, and cloud computing techniques, HYDROFLEX-

SDS leverages predictions on equipment performance, water flow, weather 

conditions, among other factors. Its role in D-HYDROFLEX is to enhance 

the efficiency, sustainability, and flexibility of hydroelectric operations, 

enabling more effective integration of renewable energy into the European 

energy market. 

Owner and Involved 

Partners 
CARTIF 

Current and Expected 

TRL 
3 to 5 

Input • Data from installed sensors in hydroelectric plants (water flow, 
reservoir water, temperature, etc.) 

• Meteorological data from weather forecasting services 

• Operational information from SCADA systems 

• Historical performance data of hydroelectric plants 

• Parameters of hybridization elements such as PV or electrolyser 

Output • Simulations and predictions on plant performance 

• Electric power produced 

• Energy efficiency balance 

• Optimized data for VPP (Virtual Power Plants) operation 

Formats: JSON, CSV, PDF reports 

Relevant Work Package 

Tasks 
WP4 (T4.3), WP5 (T5.3, T5.6), WP6 (T6.1, T6.2, T6.3) 

Relevant Deliverables D4.3, D5.1, D6.2 

Main sub-components • Data Acquisition and Processing Module 

• Analysis and Optimization Engine 

• User Interface and Dashboard 

• Production Prediction Module 

Background assets Artificial intelligence algorithms for predictive analysis. Optimization 

algorithms for control systems. Databases and cloud computing tools for 

analysis and simulation. 

Communication 

interfaces 

REST API for integration with other systems. MQTT for communication 

with IoT sensors. WebSocket for real-time dashboard updates 
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Current Innovation 

Points 

Use of advanced algorithms for hydroelectric operations recommendation. 

Integration of meteorological and operational data to improve decision-

making. 

Expected Innovations in 

the context of D-

HYDROFLEX 

Development of advanced prediction models using machine learning and 

implementation of hybridization features with hydrogen and photovoltaic 

systems. 

 

5.2.7 HYDRO-EFM 

Table 12: HYDRO-EFM specifications 

Features Description 

Tool name & 

acronym 
Energy forecasting model (HYDRO-EFM) 

Description Hydro-EFM can predict the amount of electrical energy that will be produced 

under given boundary conditions, being an indispensable element for HPP 

energy planning. This tool is essential for predicting the future energy 

production forecast of HPPs and will serve as a basis for the development of the 

HYDRO-H2DSM. 

 

Figure 8: Architectural diagram of HYDRO-EFM 

Owner and 

Involved Partners 
ENERGYLAB 

Current and 

Expected TRL 
4 to 6-7 

Input Input data needed from HPP Supervisory Control and/or Data Acquisition 

system: 
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• River water flow (m3/s) 

• Mean daily river water flow (m3/s) 

• Mean humidity every hour (%) 

• Mean temperature every hour (ºC) 

• Mean water level every hour (masl) 

• Mean electricity price every day (€/MWh) 

Input data needed from Predicted turbine flow model: 

• Predicted turbine flow every hour (m3/s) 

Output Predicted energy generated (MWh). 

Relevant Work 

Package Tasks 
WP4 (T4.3.2), WP5 (T5.3, T5.6), WP6 (T6.1, T6.2, T6.3) 

Relevant 

Deliverables 
D4.3, D5.1, D6.2 

Main sub-

components 

The HYDRO-EFM can predict these three variables i) turbine flow, ii) generated 

power and, and iii) mean water level. i) and ii) can be predicted through the 

ExtraTreesRegresor model, while ii) through XGBRFRegressor. 

Background assets Edge and Cloud computing (acquisition of the necessary data) and AI models 

programming (in local server). 

Communication 

interfaces 
REST API 

Current Innovation 

Points 

HYDRO-EFM predict with a high degree of accuracy the turbine flow rate, the 

energy produced and the water level of the dam. In addition, it provides the 

information for the next 24 hours, the period established for the daily plans of 

the HPPs. 

Expected 

Innovations in the 

context of D-

HYDROFLEX 

The innovations that will be introduced initially are the incorporation in the 

model of degradation algorithms that will influence the results, as well as their 

transformation into xAI algorithms. 

 

5.2.8 HYDRO-WFF 

Table 13: HYDRO-WFF specifications 

Features Description 

Tool name & 

acronym 
Weather and flow forecasting / Rainfall-runoff forecasting (HYDRO-WFF) 
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Description This tool is in charge of predicting the weather at the general location of a HPP 

and calculating the amount of rain that will be falling. Using the previous 

estimation, a rainfall-runoff model is computed to predict the water flow at the 

HPP. The information that this tool provides is crucial for the operation 

planification of any HPP. 

 

Figure 9: Architectural diagram of HYDRO-WFF 

Owner and 

Involved Partners 
CARTIF 

Current and 

Expected TRL 
4 to 5 or 6 

Input • High resolution weather forecasts in the general region of the HPP coming 
from an open data weather data provider. 

• Meteorological historical and real time data coming from meteorological 
stations near the HPP: these data should come from the meteorological 
stations located near the HPP. 

• General topographical data of the HPP’s river: this data could be provided for 
the technical staff of the HPP or should be searched in the literature. 

• Runoff river historical data from the HPP’s river: this data could come from 
the historical data gathered by the HPP system or by external sources as 
hydrological stations in the river. 

• Actual water storage in the HPP: this data, if possible, should be directly and 
near-real time gathered from the sensoring system in the HPP. 

Output Expected water flow at the HPP river: An array of data providing the expected 

water flow. This output will be consumed by other tools and will be used as 

information of interest for the HPPs. It could be consumed by the HPP or any 

visualization tool if needed. 
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Expected climate condition information: A secondary output that could be 

consumed by other tools and the format could be adapted depending on their 

specific needs. 

Relevant Work 

Package Tasks 
WP4 (T4.3.2), WP5 (T5.3, T5.6), WP6 (T6.1, T6.2, T6.3) 

Relevant 

Deliverables 
D4.3, D5.1, D6.2 

Main sub-

components 

The main subcomponents of the tool are: 

• High resolution weather forecast data downscaling 

• Hydrological rainfall-runoff model 

• Temporal downscaling 

• Water flow forecast at the HPP 

Background assets AI technics for spatial and temporal downscaling. 

Communication 

interfaces 

Inputs will be mainly got through local files and, possibly through connection to 

online resources communication channels. 

Current Innovation 

Points 

The combination of different AI technics and rainfall-runoff model to improve 

the accuracy of the data temporal and spatial downscale and prediction models. 

Expected 

Innovations in the 

context of D-

HYDROFLEX 

The combination of different AI technics and rainfall-runoff model to improve 

the accuracy of the data temporal and spatial downscale and prediction models. 

 

5.2.9 HYDRO-RecoFish 

Table 14: HYDRO-RecoFish specifications 

Features Description 

Tool name & acronym HYDRO-RecoFish 

Description Aims at reducing the impact of the HPP on fish, especially migratory species 

such as salmon or eel by recordings of fish passage by acoustic cameras in 

a river section can help to improve management actions of the turbines. 

The acoustic cameras allow to continuously monitor fish without any 

handling, at higher range than optical devices and with low dependency to 

environmental conditions, such as water turbidity. Developing an 

automatic method to detect, count and identify fish from those data is a 

key issue to fully exploit the acoustic cameras’ capacities. We will develop 

an automatic method to identify fish species or groups of species thanks to 

the extraction of their global shape and their swimming patterns. 
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Figure 10: Architectural diagram of HYDRO-RecoFish 

Owner and Involved 

Partners 
EDF R&D, INRAE 

Current and Expected 

TRL 
5 to 7 (8 for eels and salmon) 

Input Acoustic video: A Data base is under construction between EDF and INRAE. 

Data from two main sites will be sued: Mauzac HPP and Sélue river. The 

database can be completed by other sources of acoustic videos. 

Output Count of targeted fish species. 

Relevant Work Package 

Task 
WP4 (T4.4), WP5 (T5.4, T5.6), WP6 (T6.1, T6.2, T6.3) 

Relevant Deliverables D4.4, D5.1, D6.2 

Main sub-components Fish species counting and identification is based on 4 steps: 

• Target segmentation and detection: pre-processing of the frame, 

background subtraction, threshold on size 

• Target tracking: Kalman filter 

• Feature extraction: i) Morphological features, length estimation, shape 

characterization, and ii) swimming mode: characterization of the fish 

locomotion thanks to the implementation of a 2D deformation model 

• Species identification: machine learning classification mode 

Background assets Computer vision tools, 2D deformation model, and machine learning 

classification model 

Communication 

interfaces 

Graphical interface for fish tracking and detection that works directly on 

video files generated by the acquisition software of acoustic camera 

manufacturers. The interface provides a graphical output of the events 

detected (information on the timestamp and number of fish detected) as 
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well as a file for saving the results. The interface is written in Python using 

the Qt library and runs on Windows. 

Current Innovation 

Points 

Automatic counting and identification of fish species from acoustic videos 

using fish swimming analysis in real time. 

Expected Innovations in 

the context of D-

HYDROFLEX 

New approach for automatic fish species identification from acoustic video 

in real time with the design of a machine learning classification model and 

an interface embedded the whole algorithm. 

The software can be used in real time or in the post-production phase on a 

database of existing videos. To maintain real time in the field and regardless 

of the brand of camera manufacturer chosen, a new approach to capture is 

currently being tested to eliminate the need to use sdk (screen captures 

directly in real time for analysis of fish passage detection directly in memory 

without the need to work on video files). 

 

5.2.10 HYDRO-FBOX 

Table 15: HYDRO-FBOX specifications 

Features  Description  

Tool name & 

acronym 
Federated BOX (HYDRO-FBOX) 

Description MINDS HYDRO-FBOX is a federated solution for detecting and discriminating 

various threats and cyberattacks. Based on network traffic data and system logs, 

F-BOX incorporates multiple deep intrusion/anomaly detection models into a 

federated fashion. HYDRO-FBOX enables a centralized federated learning 

approach consisting of local deep learning-based models, federated clients, and 

federated server. 

The federated server is responsible for i) orchestrating the federated training 

process, ii) configuring the federated clients and finally, iii) retrieving, updating 

and distributing the global federated models. On the other hand, the federated 

client is responsible for training the local models, under the guidelines of the 

federated server. 

HYDRO-FBOX will facilitate the digitalization of HPPs, by establishing data 

privacy and cyber-resilience. Its key role is to enhance the intrusion detection 

capabilities and to ensure the provision of cyber threat mitigation measures of 

digitalized hydro plant infrastructures. Moreover, it will ensure confidentiality of 

the data and openness of IT and OT solutions in the hydro plant ecosystem. 
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Figure 11: Architectural diagram of HYDRO-FBOX 

Owner and 

Involved Partners 
MINDS 

Current and 

Expected TRL 
4 to 6 

Input Network traffic: The raw network traffic stemming from the HPPs’ premises. The 

HYDRO-FBOX client expects to receive a copy of the network traffic at a 

dedicated network interface via port mirroring or any similar network tapping 

method. 

Output Security events: HYDRO-FBOX detects network intrusions/anomalies in the HPP 

OT network and translates them to security events. The security events are in 

JSON format, following a custom-made or standard structure. The output can 

be consumed by visualization tools that depict the security event to a human 

operator, or by other tools that aggregate and triage security events for 

generating security alerts and risk information. 

AI models: HYDRO-FBOX may also produce AI models (.h5 format) that can be 

used for deriving explanations on given decisions, in the context of Xai 

functionalities. 

Relevant Work 

Package Tasks 
WP4 (T4.5), WP5 (T5.5, T5.6), WP6 (T6.1, T6.2, T6.3) 

Relevant 

Deliverables 
D4.5, D5.1, D6.2 

Main sub-

components 

The main sub-components of HYDRO-FBOX are: 

• Network traffic capturing module 

• Network flow generator module 

• Data preprocessing module 
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• Intrusion detection module 

• Federated training module 

• xAI module 

• Security event generation module 

• Security information and event manager (SIEM) agent 

Background assets Flower Framework: Flower is an open-source framework for building federated 

learning systems. Flower is characterized by the following attributes: i) 

customizable, ii) extendable, iii) framework-agnostic, and iv) understandable. 

Communication 

interfaces 

• Communication interface responsible for transmitting security events and AI 
models (e.g., Apache Kafka) 

• Communication interface between server and clients (gRPC) 

Current Innovation 

Points 

FL-enabled anomaly/intrusion detection. Specifically, HYDRO-FBOX supports 

network and host intrusion detection. As for the server aggregation strategy, 

apart from the conventional FedAvg, the FedAdam and FedYogi methods are 

also supported. 

Expected 

Innovations in the 

context of D-

HYDROFLEX 

Throughout the lifetime of D-HYDROFLEX, HYDRO-FBOX is expected to be 

amplified with xAI capabilities, enhancing the interpretability of the model’s 

decisions. Moreover, HYDRO-FBOX is envisioned to provide robust performance 

even in the presence of data heterogeneity among the FL clients, by exploring 

non-conventional FL aggregation strategies. Finally, F-BOX will have the 

capability to re-train itself in real-time, using active and meta learning 

techniques. 

 

5.2.11 HYDRO-M&D 

Table 16: HYDRO-M&D specifications 

Features Description 

Tool name & acronym D-HYDROFLEX Monitoring and Diagnostics Centre (HYDRO-M&D) 

Description HYDRO-M&D is a web-based dashboard for HPPs and integrator of the 

D-HYDROFLEX tools. It aims to unify the output of the D-HYDROFLEX 

tools and provide a central reference point for HPP operators to get real-

time insights about the overall HPP operation and status.  

Owner and Involved 

Partners 
UBE 

Current and Expected 

TRL 
4 to 6 
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Input • Events related to operation: HYDRO-M&D will receive and visualize 

real-time events from the D-HYDROFLEX tools related to the HPP 

operation and the status (e.g., occurrence of faults).  

• Events related to predictions: HYDRO-M&D will receive and 

visualize real-time alerts from the D-HYDROFLEX tools related to 

predictions about possible future faults.  

• Security events: HYDRO-M&D will receive and visualize security 

events from Security Information and Event Management (SIEM) 

systems, related to potential security incidents or suspicious 

activities.  

• Measurements and operational data: HYDRO-M&D can receive and 

visualize measurements and operational data related to the HPP 

operation. 

Output Web-based visualisations 

Relevant Work Package 

Tasks 
WP5 (T5.5, T5.6), WP6 (T6.1, T6.2, T6.3) 

Relevant Deliverables D4.5, D5.1, D6.2 

Main sub-components • Apache Kafka bus: This is a service that will be utilized by other 
components of D-HYDROFLEX to share data streams in real-time. 
Each tool that needs to share a dataset will use a respective Kafka 
topic. 

• Dataset adapters: These are modules of HYDRO-M&D that will 
process the various datasets provided by the D-HYDROFLEX tools. 
Each adapter listens to the corresponding Kafka topic or deploys the 
corresponding protocol service for obtaining the dataset.  

• Data preprocessing engine: This module will apply preprocessing on 
each dataset and prepare it for permanent storage and visualization.  

• Visualisation engine: This module receives the data from the 
preprocessing engine and populates the respective visualization 
widgets. 

• User and access management: The backend module of HYDRO-
M&D that authorises users to access the visualisation dashboards. 

Background assets Logstash, Apache Kafka, No-SQL databases (e.g., Elasticsearch), 

Visualisation dashboards (e.g., Kibana, Grafana, etc). 

Communication 

interfaces 
Apache Kafka, WebSocket, REST API, additional protocols supported by 
Logstash. 

Current Innovation 

Points 
N/A (The tool has not been developed yet) 



  

 D3.2:  D-HYDROFLEX TOOLKIT CONCEPTUALIZATION 
 
 

  

                                                                                                                                                                                                                                                                                 
Page 59 

 

Expected Innovations in 

the context of D-

HYDROFLEX 

In the context of the project, HYDRO-M&D will be extended to satisfy the 

unique requirements of HPP operators in terms of visualisations, while it 

will integrate with numerous tools that cover various aspects of HPP 

digitalisation and multiple use cases, thus leading to the development of 

an innovative solution. 

 

 

5.3 System collaboration model 

The system collaboration model focuses on describing the interactions between the D-HYDROFLEX 

toolkit components, and how they collaborate to achieve common objectives of the D-HYDROFLEX 

toolkit. In total, 5 collaboration models are defined, which are described in the following subsections, and 

correspond to the D-HYDROFLEX use cases. 

5.3.1 Digital Twin Operation 

Figure 12 depicts the collaboration model of the Digital Twin operation, which corresponds to UC1. This 

collaboration model incorporates all the components and functionalities that comprise the digital twin 

of the HPP, i.e.  the digitalisation and real-time monitoring of the HPP.  

To realise the digital twin operation, the HPP SCADA and sensors provide operational data for: 

• Efficiency analysis, i.e., the HYDRO-TIN component. 

• Hydrological modelling, i.e., the HYDRO-HMP component 

• Predictive maintenance, that focuses on the turbine and mechanical components (i.e., HYDRO-

PVIL and HYDRO-Predict), and the dam structure (i.e., HYDRO-GDDT and HYDRO-DAM).  

• The output of the tools is delivered to HYDRO-VIS and HYDRO-M&D for visualisations. 

HYDRO-TIN analyses operational data and calculates numerical data and derived operational 

parameters and deviations, which are provided to HYDRO-VIS for visualisation. Complementary, CFD 

simulations are also visualised by HYDRO-VIS. At the same time, HYDRO-HMP collects hydrological data 

and weather data from a meteorological data provider in order to calculate the hydro model, which is 

also visualised by HYDRO-VIS. HYDRO-PVIL and HYDRO-Predict provide the predictive maintenance 

services on the turbine and mechanical components, (with HYDRO-PVIL specialising on vibration 

analysis) , by detecting potential anomalies and generating alerts/events that are delivered to HYDRO-

VIS and HYDRO-M&D for visualisation and real-time notification. Finally, HYDRO-GDDT collects 

operational data as well as various data modalities to build the dam geometry model, which is fed to the 

HYDRO-DAM for constructing the dam digital twin. In turn, the dam digital twin is analysed, with 

potential anomalies delivered to HYDRO-M&D. The HPP operator accesses the visualisations on 

HYDRO-VIS and HYDRO-M&D as well as the incoming alerts/events and takes the appropriate decisions. 
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Figure 12: Collaborative Model - Digital Twin Operation
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5.3.2 HPP Hybridisation 

 

Figure 13: Collaborative Model - HPP Hybridisation 

Figure 13 depicts the collaborative model for the HPP hybridisation service, which corresponds to UC2. 

This model refers to the collaboration between HYDRO-EFM, HYDRO-DEFM and HYDRO-H2DSM 

towards deciding on the best utilisation of hydrogen and PV energy resources to maximise profits. In this 

model, HYDRO-EFM and HYDRO-DEFM leverage operational data from the HPP SCADA in order to 

predict the energy production of the HPP (with HYDRO-DEFM taking into account the turbine aging). 

Then, the predictions are delivered to HYDRO-H2DSM, which recommends the optimal decision, which 

is then presented to the HPP administrator for reviewing. Depending on their decision, the energy offer 

is submitted to the Energy Trading Company (ETC). 
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5.3.3 Intrusion Detection against OT networks 

 

Figure 14: Collaborative Model - Intrusion Detection against OT networks 

Figure 14 depicts the collaborative model for detecting intrusions and cyberattacks against the OT 

networks of HPPs. This collaborative model corresponds to UC3.  

HYDRO-FBOX is the most critical component in this model, which receives copy of the network traffic of 

the OT network and analyses it for potential threats or malicious activities. Upon detecting a potential 

threat, HYDRO-FBOX produces a security event, which is enriched with explainability (XAI) data. Since a 

cyberattack could generate multiple security events, and to comply with the cybersecurity procedures of 

the HPP operator, the security events are delivered to an external Security Information and Event 

Management System (SIEM), operated by the HPP owner, which correlates and aggregates the security 

events, thus producing security alerts. The security alerts are further inspected by the cybersecurity 

department, while they are also delivered to HYDRO-M&D, to be inspected by the HPP operator.  
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5.3.4 HPP Integration with Local Smart Grids 

 

Figure 15: Collaborative Model - HPP Integration with Local Smart Grids 

Figure 15 depicts the collaborative model for the HPP integration with local smart grids (LSG), which 

corresponds to UC4. Purpose of this service is to utilise predictions of rainfall in order to predict the 

hydropower potential of the run-of-river HPP and prepare a plan for providing flexibility to the local smart 

grid within a given grid frame. The flow starts by the HPP administrator, which requests the generation 

of a plan from HYDRO-SDS. The component requests the prediction of the river flow from HYDRO-WFF, 

which leverages static data about the river as well as meteorological data, in order to generate the 

prediction. The prediction is returned to HYDRO-SDS, which generates the run of river prediction, and 

returns the plan to the HPP administrator and the PEM administrator. 
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5.3.5 Environmental Impact Monitoring for RoR Plants 

 

Figure 16: Collaborative Model - Environmental Impact Monitoring for RoR Plants 

Figure 16 depicts the collaborative model for environmental impact monitoring for RoR plants, which 

corresponds to UC5. The collaborative service consists of a) analysis of water quality through water 

quality sensors, b) biodiversity analysis, which is carried out by HYDRO-Recofish by processing 

multimedia data delivered by acoustic cameras. 
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6 Definition of Use Case Scenarios 
In 3, a high-level description of the D-HYDROFLEX use cases has been provided. Given the definition of 

the requirements, KPIs, and D-HYDROFLEX toolkit, this chapter focuses on defining the use case 

scenarios in a more comprehensive manner. This task serves as a foundation to facilitate the 

demonstration activities that will be carried out in WP6, ensuring that the use case scenarios to be 

validated are organized with clear and well-defined steps. 

The definition of UC scenarios follows the methodology specified in Chapter 2. Additionally, each 

scenario is mapped the relevant UC objectives, as wells as the system requirements and KPIs that have 

been defined in Chapter 4. The following sections present in detail all the UC scenarios. 

 

6.1 UC1: Predictive Maintenance and Operational Efficiency 

Maximisation in HPPs 

The actors involved in this use case are described in the following table. 

Table 17: Actors of UC1 

Actor name Actor type Actor description 
Assigned 

Partner(s) 

HPP Operator Business 

Responsible for daily monitoring and operation of the 

HPP. They use digital twins and hydrological models to 

track operational parameters and ensure efficient plant 

operation. The also track equipment status and 

performance 

TEE, PPC, 

INTEX 

CFD specialist Business 

The CFD Specialist is responsible for generating new 

Computational Fluid Dynamics (CFD) simulations when 

the existing pre-generated results are insufficient. This 

typically occurs when there are changes to the plant’s 

operational parameters or geometry, such as during 

turbine renovations. The CFD Specialist ensures that 

accurate and up-to-date simulation results are available 

to the on-site operator, enabling informed decision-

making for optimizing plant performance. 

PWR 

CFD simulation 

system 
System 

Uses computational fluid dynamics to provide detailed 

simulations results of water flow, turbulence, and other 

hydrodynamic conditions. 

PWR 

Hydrological 

Data Provider 

(IMGW) 

System Hydrological data service that provides real-time and 

historical data on river flow rates and water levels. This 
- 
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data is essential for HYDRO-HMP tool, which relies on 

accurate hydrological information to predict water flow. 

HPP 

sensors/SCADA 
System Responsible for data collection and distribution 

TEE, PPC, 

INTEX 

 

Table 18: D-HYDROFLEX tools involved in UC1 

Tool name Partner Role 

HYDRO-TIN TEE/PWR 

It creates a virtual replica of the physical HPP, providing real-time 

numerical data on operational parameters such as flow rate, water 

levels, rotational speed. 

HYDRO-HMP TEE/PWR 

A hydrological modelling tool that provides predictive analyses and 

current hydrological conditions based on real-time and historical 

data. 

HYDRO-PVIL TEE/PWR 
A fault prediction tool designed to enhance the reliability and safety 

of hydroelectric power plants. 

HYDRO-VIS TEE/PWR 
Provides visualization for easy data access and decision making by 

the tool user. 

HYDRO-Predict CARTIF 
Detect anomalies in the operation of the plant that may lead to its 

operational failure 

HYDRO-DGDT UOC 
Automates the creation of geometric digital twins for dams, enabling 

accurate and up-to-date visualizations of dam conditions. 

HYDRO-DAM UCL 
Provides a comprehensive digital representation of dam 

infrastructure. 

HYDRO-M&D UBE Visualization, monitoring, and diagnostics centre 

 

6.1.1 Scenario 1.1: Monitoring and optimising plant efficiency 

Table 19: Description of SC1.1: Monitoring and optimizing plant efficiency 

Demo site Polish demo 

Description In this scenario, the HYDRO-TIN digital twin is used to monitor real-time operational 

parameters of the hydroelectric power plant. The on-site operator analyses data 

related to flow rate, water levels, rotational speed, electrical power output, and 

turbine blade angles to ensure optimal efficiency of the plant. If any deviations from 

the expected efficiency are detected, the operator can make necessary adjustments 
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to maintain optimal performance. All information is presented by the HYDRO-VIS 

tool. 

Objectives UC1_O1, UC1_O5, UC1_O6 

Goal The hydroelectric power plant operates within the optimal efficiency range, as 

indicated by the real-time data. Any detected deviations are addressed by adjusting 

operational parameters (e.g., flow rate, turbine blade angles), resulting in restored or 

improved efficiency. 

Prerequisites 1. The HYDRO-TIN digital twin system must be fully operational and correctly 

integrated with the database. 

2. Real-time data from the plant’s sensors must be available and fed continuously 

into the HYDRO-TIN system. 

3. The on-site operator must have access to HYDRO-TIN and the necessary training 

to interpret the data provided. 

4. Defined efficiency models or baseline operational parameters must be established 

for comparison with real-time data. 

Assumptions 1. The data collected from the plant's sensors is accurate and reflects the true 

operational state of the plant. 

2. The HYDRO-TIN system is capable of processing and visualizing the data without 

significant delays or errors. 

3. There is a reliable communication channel between HYDRO-TIN and the on-site 

operational staff to ensure a timely response to deviations. 

Involved 

Actors 
HPP operator, HPP sensors 

Involved 

Partners 

• TEE: business user/main operator. 

• PWR: initial role during system integration/testing phase, support 

after/performance evaluation/assessment. 

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1. Data 

Collection 

Collect real-time 

data from plant 

sensors. 

HPP Sensors HYDRO-TIN  Real-time 

sensor data 

2. Data 

Storage 

Store the 

collected sensor 

data in HYDRO-

TIN system for 

analysis. 

HYDRO-TIN  HYDRO-TIN  Stored sensor 

data 
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3. Parameter 

Calculation 

Calculate 

derivative 

parameters such 

as efficiency 

based on 

collected data. 

HYDRO-TIN  HYDRO-TIN  Calculated 

derivative 

parameters 

4. Database 

Update 

Update the 

database with 

calculated values 

to reflect the new 

parameters. 

HYDRO-TIN HYDRO-TIN  Updated 

database values 

5. Monitoring 

Deviation 

Check for 

deviations in the 

efficiency model. 

HYDRO-TIN  HYDRO-TIN  Efficiency 

model status 

6. Efficiency 

Model Update 

If a deviation is 

detected, update 

the efficiency 

model 

accordingly. 

HYDRO-TIN HYDRO-TIN  Updated 

efficiency model 

 7. Data 

Visualization 

and Decision 

Making 

Visualize the 

updated data and 

assist in decision-

making for 

operational 

adjustments. 

HYDRO-VIS HPP 

Operator 

Visualized 

operational 

parameters 

(flow rates, 

efficiency) 

Relevant 

KPIs 
KPI-2 

Addressed 

requirements  
SR-01, SR-02, SR-04, SR-05, SR-06, SR-07, SR-08, SR-09, SR-13, SR-32 
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Figure 17: UML sequence diagram of SC1.1 

6.1.2 Scenario 1.2: Predicting water flow variations 

Table 20: Description of SC1.2: Predicting water flow variations 

Demo site Polish demo 

Description In this scenario, the HYDRO-HMP tool uses real-time and historical river flow data to 

predict changes in water flow due to upstream flow. The plant operator uses this 

prediction to adjust turbine operation and balance energy production to maintain 

stable output. All information is presented by the HYDRO-VIS tool. 

Objectives UC1_O2, UC1_O5 

Goal The plant operator adjusts turbine operation based on predicted water flow changes, 

ensuring continuous, stable energy production without interruptions or energy loss. 

Prerequisites 1. The HYDRO-HMP tool must be integrated with real-time river flow sensors and 

have access to historical hydrological data. 

2. The plant operator must be actively monitoring the HYDRO-HMP tool for alerts 

and predictions. 

Assumptions 1. The data provided by real-time sensors is accurate and reflects current river 

conditions. 

2. Historical data and predictive models used by HYDRO-HMP are reliable and 

capable of accurately forecasting flow changes. 

3. No unexpected events (e.g., sudden blockages in the river) occur that the system 

cannot predict. 
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Involved 

Actors 
HPP operator, HPP sensors, IMGW 

Involved 

Partners 

• TEE: business user/main operator. 

• PWR: initial role during system integration/testing phase, support 

after/performance evaluation/assessment. 

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1. Data 

Collection 

Collect real-time 

river flow and 

weather data 

from IMGW.  

IMGW, HPP 

sensors  

HYDRO-

HMP 

Real-time river 

flow and 

weather data 

2. Data 

Storage 

Store the 

collected data in 

HYDRO-HMP for 

further analysis. 

HYDRO-

HMP 

HYDRO-

HMP 

Stored 

hydrological 

data 

3. 

Hydrological 

Model 

Calculation 

Perform 

hydrological 

model 

calculations 

based on the 

collected data. 

HYDRO-

HMP 

HYDRO-

HMP 

Calculated 

hydrological 

model results 

4. Database 

Update 

Update the 

database with the 

calculated values 

to reflect the new 

model output. 

HYDRO-

HMP 

HYDRO-VIS Updated 

database values 

5. Data 

Visualization 

Visualize the 

updated data 

using HYDRO-VIS 

(charts, tables, 

maps). 

HYDRO-VIS HPP 

operator 

Visualized 

hydrological 

data (charts, 

tables, maps) 

6. Review and 

Decision-

Making 

The on-site 

operator reviews 

the visualized 

data and makes 

necessary 

decisions, 

returning to 

HYDRO-VIS HPP 

operator 

Reviewed 

visualized data 

for decision-

making 
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monitoring 

afterward. 

Relevant 

KPIs 
KPI-2 

Addressed 

requirements  
SR-01, SR-02, SR-04, SR-05, SR-06, SR-07, SR-08, SR-09, SR-13, SR-19, SR-20, SR-32 

 

Figure 18: UML sequence diagram of SC1.2 

6.1.3 Scenario 1.3: Reviewing simulation results for hydrodynamic conditions 

Table 21: Description of SC1.3: Reviewing simulation results for hydrodynamic conditions 

Demo site Polish demo 

Description The operator browses pre-generated simulation results, focusing on water flow, 

turbulence, and other hydrodynamic conditions affecting plant performance. The 

operator can compare different simulation runs to identify optimal configurations for 

efficiency. All information is presented by the HYDRO-VIS tool. 

Objectives UC1_O3, UC1_O5 

Goal The operator successfully reviews and interprets CFD results, identifying areas for 

optimization or confirming that existing configurations are working as expected. 

Prerequisites  1. Pre-generated CFD simulation results are already loaded into the system. 

2. The operator has been notified of the need to review performance or efficiency-

related data from the CFD results. 

Assumptions 1. The CFD results accurately reflect the hydrodynamic conditions affecting plant 

performance. 
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2. The operator is trained to interpret CFD results and identify potential actions 

based on the data. 

Involved 

Actors 
CFD specialist, CFD simulation system, HYDRO-VIS, HPP operator 

Involved 

Partners 

• TEE: business user/main operator. 

• PWR: initial role during system integration/testing phase, support 

after/performance evaluation/assessment. 

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1.Load CFD 

Results 

Load 

precomputed CFD 

simulation results 

related to flow, 

turbulence, etc. 

HYDRO-

CFD  

HYDRO-

CFD 

Precomputed 

CFD simulation 

results 

2.Visualize 

CFD Results 

Visualize the CFD 

simulation data 

through HYDRO-

VIS using charts 

and tables. 

HYDRO-VIS HPP 

Operator 

Visualized CFD 

data (charts, 

tables) 

3.Review and 

Analyse Data 

Operator reviews 

the visualized 

data to interpret 

flow and 

turbulence 

information. 

HPP 

Operator 

HPP 

Operator 

Analysis and 

interpretation of 

CFD data 

4.Decision 

Making 

Based on the 

reviewed data, 

the operator 

makes decisions 

for operational 

adjustments, then 

returns to 

monitoring. 

HPP 

Operator 

HYDRO-VIS Operational 

decisions based 

on CFD data 

Relevant 

KPIs 
KPI-24 

Addressed 

requirements  
SR-01, SR-02, SR-04, SR-05, SR-06, SR-07, SR-08, SR-09 
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Figure 19: UML sequence diagram of SC1.3 

6.1.4 Scenario 1.4: Detecting mechanical anomalies via vibration analysis 

Table 22: Description of SC1.4: Detecting mechanical anomalies via vibration analysis 

Demo site Polish demo 

Description The operator uses the HYDRO-PVIL tool to monitor vibration data from the mechanical 

components of the hydroelectric power plant. The system automatically detects any 

anomalies that might indicate potential faults, allowing the operator to take preemptive 

maintenance actions. 

Objectives UC1_O4, UC1_O5 

Goal The operator successfully detects and addresses any mechanical anomalies in the 

plant’s components, performing maintenance actions, if necessary, to prevent future 

failures. 

Prerequisites 1. Real-time vibration sensors are operational and integrated with the HYDRO-PVIL 

system. 

2. The system is calibrated to detect anomalies in mechanical vibrations with defined 

thresholds. 

Assumptions 1. The vibration data provided is accurate and reliable. 

2. The system is capable of distinguishing between significant anomalies and false 

positives. 

3. The operator has sufficient knowledge to interpret the anomaly data and decide on 

maintenance actions. 

Involved 

Actors 
HPP operator, HPP sensors 
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Involved 

Partners 

• TEE: business user/main operator. 

• PWR: initial role during system integration/testing phase, support 

after/performance evaluation/assessment.  

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1. Data 

Collection 

Collect real-time 

vibration data 

from plant 

components. 

Vibration 

Sensors 

HYDRO-

PVIL  

Real-time 

vibration data 

2. Data 

Analysis 

Analyse the 

collected data to 

detect any 

anomalies in the 

system. 

HYDRO-

PVIL  

HYDRO-

PVIL  

Analysed 

vibration data 

3.Anomaly 

Detection 

Check whether 

the vibration data 

shows any 

anomalies that 

require action. 

HYDRO-

PVIL  

HYDRO-

PVIL  

Anomaly 

detection results 

4. Data 

Visualization 

Visualize the data 

using HYDRO-

VIS, including 

vibration data and 

any anomaly 

alerts. 

HYDRO-VIS HPP 

Operator 

Visualized 

vibration data and 

anomaly alerts 

5. Review and 

Analyze Data 

The On-site 

Operator reviews 

the visualized 

data and 

interprets the 

results. 

HPP 

Operator 

HPP 

Operator 

Analysis and 

interpretation of 

vibration data 

6. Decision 

Making 

The operator 

decides whether 

maintenance is 

required and 

either schedules it 

or dismisses the 

anomaly. 

HPP 

Operator 

HYDRO-VIS Maintenance 

decision based on 

vibration data 
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Relevant 

KPIs 
KPI-1 

Addressed 

requirements  
SR-01, SR-02, SR-04, SR-05, SR-06, SR-07, SR-08, SR-09, SR-13, SR-15, SR-33, SR-34 

 

Figure 20: UML sequence diagram of SC1.4 

6.1.5 Scenario 1.5: Operation of integrated dam digital twin platform 

Table 23: Description of SC1.5: Operation of integrated dam digital twin platform 

Demo site Greek Demo 

Description This scenario represents a holistic approach using a dam digital twin model to manage 

various aspects of the hydropower plant. It integrates structural health monitoring, 

operational planning, and predictive fault detection to optimize performance, ensure 

safety, and enhance efficiency across the plant's operations. 

Objectives UC1_O8, UC1_O9 

Goal Ensure optimal operation of the hydropower plant by maintaining structural integrity, 

achieving operational efficiency, and minimizing dam failures. 

Prerequisites 1. Integrated digital twin platform is operational and combines all necessary digital 

models. 

2. All sensors and monitoring equipment related to dam structure, operational data, 

and mechanical systems are fully functional. 

Assumptions Reliable and uninterrupted data feed from all installed sensors. Moreover, accurate 

digital representation in the twin models is considered. 
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Involved 

Actors 

HPP sensors/SCADA, HPP operator 

Involved 

Partners 

UCL, UOC, PPC 

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1.Data 

collection 

Collect data from 

sensors 

monitoring the 

dam 

HPP sensors 

HYDRO-

GDDT, DAM-

TWIN 

Structural and 

operational 

data 

2.Generate 

mesh 

Create geometric 

dam model 

HYDRO-

GDDT 
- - 

3.Dam model 

exchange 
Send dam model 

HYDRO-

GDDT 
DAM-TWIN Mesh files 

 

4.Processing 

and analysis 

Detect anomalies, 

predict faults, and 

identify 

operational 

inefficiencies 

DAM-TWIN - - 

 

5.Notification 

Send alert to HPP 

operator through 

the HYDRO-M&D 

DAM-TWIN HYDRO-M&D Alert 

 

6.Action 

Implement 

operational 

adjustments and 

maintenance 

actions 

HPP operator - - 

Relevant 

KPIs 
KPI-21, KPI-25 

Addressed 

requirements 
SR-04, SR-05, SR-06, SR-07, SR-08, SR-09, SR-10, SR-11, SR-14 
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Figure 21: UML sequence diagram of SC1.5 

6.1.6 Scenario 1.6: Plant operation malfunction and anomaly notification 

Table 24: Description of SC1.6: Plant operation malfunction and anomaly notification 

Demo site Romanian demo 

Description 
The scenario covers a situation in which an anomaly in the plant operation can be 

detected by analysing historical and recent data from the sensors. The HPP operator 

must take the detected anomaly into consideration and check whether the area of the 

plant where it has been detected is defective or not and can continue operating. If the 

fault is running, a maintenance action will be planned to solve the fault and reduce the 

outage times. This action could avoid an unscheduled downtime. Once the inspection 

has been carried out, the operator should inform the data scientist of the result to 

improve the anomaly detection model. 

Objectives UC1_O7 

Goal Improve maintenance strategy from the effective anomaly detection at the plant to 

reduce unscheduled downtime. 

Prerequisites Plant sensor data should be available 

Assumptions Continuous data flow and quality data received. 

Involved 

Actors 
HPP operator, HPP sensors 

Involved 

Partners 

CARTIF, INTEX, IDEA 



  

 D3.2:  D-HYDROFLEX TOOLKIT CONCEPTUALIZATION 
 
 

  

                                                                                                                                                                                                                                                                                 
Page 78 

 

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1.Data 

logging 

The data will be 

logged by 

means of a 

SCADA system 

at HPP. 

HPP sensors HPP operator 
HPP operating 

data 

 

2.Model 

execution 

The models will 

be running 

using the new 

dataset 

obtained daily. 

HYDRO-

Predict 
- - 

 

3.Return 

alarms 

Alarms are 

notified to the 

HPP in case 

anomalies are 

detected. 

HYDRO-

Predict 
HYDRO-M&D Alarms 

 

4.Alarm 

monitoring 

HPP operator 

monitors 

potential 

alarms. 

HPP 

operator 
HYDRO-M&D - 

Relevant 

KPIs 
KPI-3 

Addressed 

requirements  
SR-03, SR-04, SR-05, SR-07, SR-08, SR-09, SR-13, SR-14, SR-15, SR34 

 

 

Figure 22: UML sequence diagram of SC1.6 
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6.2 UC2: Hybridisation of HPPs utilising on-site hydrogen 

production  

The actors involved in this use case are described in the following table. 

Table 25: Actors of UC2 

Actor name Actor type Actor description Assigned Partner(s) 

HPP 

administrator 
Business 

HPP owner responsible of the correct 

operation and final planification decision-

making 

TASGA, INTEX 

SCADA/HPP 

sensors 
System 

Responsible for data communication between 

the HPP, hydrogen and PV sensoring and 

metering system and D-HYDROFLEX system 

and the system outputs to the plant 

ENERGYLAB/TASGA, 

INTEX/IDEA 

Energy 

trading 

company 

(ETC) 

Business 

The HPP is assumed to have a contract with an 

energy trading company that will buy the 

Electricity and/or hydrogen generated by the 

plant and could impose some minimum or 

maximum energy generation from the plant 

TASGA 

 

Table 26: D-HYDROFLEX tools involved in UC2 

Tool name Partner Role 

HYDRO-SDS CARTIF Planning of the plant operation 

HYDRO-EFM ENERGYLAB 
Predicts the amount of electrical energy that will be produced 

under given boundary conditions 

HYDRO-

H2DSM 
ENERGYLAB Predicts the amount of produced hydrogen and create support plan 

HYDRO-DEFM ENERGYLAB 
Predicts the amount of electrical energy to be produced 

considering the turbine aging or degradation. 

 

6.2.1 Scenario 2.1: Hybridization of a HPP with a hydrogen generator 

Table 27: Description of SC2.1: Hybridization of a HPP with a hydrogen generator 

Demo site Spanish demo 
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Description This scenario covers the actions of hybridization of the Spanish HPP, RoR plant, with the 

Portodemouros - Brandariz hydroelectric group in the Ulla River basin, on maximizing 

economic benefits by evaluating two sale prices: selling energy to the grid or selling 

hydrogen. 

Objectives UC2_O1, UC2_O2, UC2_O3, UC2_O4. 

Goal Integrate a 0.4 MW containerized H₂ production system. Demodulate the flow of the Ulla 

River while maintaining an ecological flow of 15 m³/s. 

Prerequisites Availability of an adequate hydrogen storage system. Access to data on electricity and 

hydrogen sales prices. Guarantee of water supply and optimal environmental conditions 

for electrolysis. 

Assumptions The RoR plant can maintain an ecological flow without affecting hydrogen production. 

Moreover, the infrastructure is in place for the sale or transportation of the produced 

hydrogen. Finally, it is assumed that sales prices can be predicted with sufficient accuracy 

for optimization. 

Involved 

Actors 

HPP administrator, SCADA/HPP sensors, ETC 

Involved 

Partners 

CARTIF, TASGA and ENERGYLAB 

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1.Data 

communication  

Data 

communication 

from plant to 

HYDRO-SDS  

SCADA/HPP 

sensors  
HYDRO-SDS  

Variables and 

parameters from 

the plant  

 

2.Calculation  

Calculation of 

the control 

instructions for 

the plant  

HYDRO-SDS  -  

Power 

generation, 

storage, etc.  

 

3.Results 

communication  

Communication 

of the control 

instructions for 

the plant  

HYDRO-SDS  
HPP 

administrator  

Power 

generation, 

storage, etc.  

 

4.Energy supply  

Energy supply 

to energy grid 

and trading 

company  

HPP 

administrator  

Energy grid 

and trading 

company  

Power 

generation  
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Relevant 

KPIs 
KPI-5, KPI-6, KPI-7, KPI-8 

Addressed 

requirements  
SR-03, SR-04, SR-05, SR-06, SR-07, SR-08, SR-09, SR-17, SR-19 

 

 

Figure 23: UML sequence diagram of SC2.1 

6.2.2 Scenario 2.2: Hybridization of a HPP with a PV system 

Table 28: Description of SC2.2: Hybridization of a HPP with a PV system 

Demo site Romanian demo 

Description In this use case, the Bratia HPP run-of-river (RoR) hydroelectric plant in Romania will 

be hybridized with a solar photovoltaic plant. 

Objectives UC1_O1, UC1_O2, UC1_O5, UC1_O6, UC1_O7 

Goal Integrate the solar photovoltaic plant with the Bratia HPP hydroelectric plant to 

maximize flexibility and facilitate its connection to another RES. Determine the best 

operation plan for the plant. 

Prerequisites A daily expected river water flow is calculated or received. A daily forecast of electric 

prices is received. A daily load prediction is received. 

Assumptions There exists an electrical market prices estimation. Also there exists a load 

prediction for the electrical requirements to be covered by the plant. 

Involved 

Actors 

HPP administrator, ETC, SCADA/HPP sensors 

Involved 

Partners 

CARTIF, INDEX and IDEA 
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Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1.Data 

communication  

Data 

communication 

from plant to 

HYDRO-SDS  

SCADA/HPP 

sensors  
HYDRO-SDS  

Variables 

and 

parameters 

from the 

plant  

 

2.Calculation  

Calculation of 

the control 

instructions for 

the plant  

HYDRO-SDS  -  

Power 

generation, 

storage, 

etc.  

 

3.Results 

communication  

Communication 

of the control 

instructions for 

the plant  

HYDRO-SDS  
HPP 

administrator  

Power 

generation, 

storage, 

etc.  

 

4.Energy 

supply  

Energy supply 

to energy grid 

and trading 

company  

HPP 

administrator  

Energy grid 

and trading 

company  

Power 

generation  

Relevant 

KPIs 
KPI-5, KPI-6, KPI-7, KPI-8 

Addressed 

requirements  
SR-03, SR-04, SR-05, SR-06, SR-07, SR-08, SR-09, SR-17, SR-19, SR-22 

 

 

Figure 24: UML sequence diagram of SC2.2 
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6.2.3 Scenario 2.3: Energy modelling of hydrogen plant for RoR operation 

Table 29: Description of SC2.3: Energy modelling of hydrogen plant for RoR operation 

Demo site Spanish demo 

Description The RoR (Run-of-River) plant operates by modulating the water flows within the 

Portodemouros - Brandariz hydroelectric group in the Ulla River basin. Its operating 

principle involves modulating the flow of the Ulla River while maintaining an ecological 

flow of 15 m³/s. At this plant, hybridization with a hydrogen production system will be 

developed. Hydrogen (H₂) production will be achieved through a containerized 

electrolysis plant with a capacity of 0.4 MW. The strategy of the HYDRO-H2DSM tool in 

this hybridization is based on maximizing economic benefits by evaluating two sale 

prices: selling energy to the grid or selling hydrogen. This approach optimizes hydrogen 

production during times when selling electricity is less profitable. After evaluating the 

predicted sale prices and considering possible electrical system constraints that might 

prevent energy discharge, the limitations of the hydrogen system will be checked, such 

as the storage tank level, availability for electrolysis, outside temperature, water 

availability, among others. Hydrogen will be produced when all these necessary operating 

conditions are met. With the stored hydrogen, another decision will be made by 

evaluating the sale price at that moment (which will differ from the production time) and 

deciding between generating electricity through a PEM (Proton Exchange Membrane) 

fuel cell or selling the hydrogen by transporting it to its destination for distribution at a 

hydrogen refuelling station. 

Objectives UC2_O1, UC2_O2, UC2_O3, UC2_O4, UC2_O5 

Goal Integrate a 0.4 MW containerized H₂ production system. Demodulate the flow of the Ulla 

River while maintaining an ecological flow of 15 m³/s. Implement the H2DSM tool for sales 

decision-making. 

Prerequisites Availability of an adequate hydrogen storage system. Access to data on electricity and 

hydrogen sales prices. 

Guarantee of water supply and optimal environmental conditions for electrolysis. 

Assumptions The RoR plant can maintain an ecological flow without affecting hydrogen production. 

Infrastructure is in place for the sale or transportation of the produced hydrogen. Sales 

prices can be predicted with sufficient accuracy for optimization. 

Involved 

Actors 

HPP administrator, ETC, SCADA/HPP sensors 

Involved 

Partners 

ENERGYLAB, TASGA and CARTIF  

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 
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1.Data 

communication 

Data 

communication 

from plant to 

EFM 

SCADA/HPP 

sensors 

HYDRO-EFM, 

HYDRO-

DEFM, 

HYDRO-

H2DSM 

Variables and 

parameters 

from the plant 

2.Calculation 

EFM 

Predict the 

electrical 

energy 

HYDRO-EFM - 
electrical 

energy 

3.Calculation 

DEFM 

Energy to be 

produced 

considering the 

turbine aging 

HYDRO-DEFM - 
electrical 

energy 

4.Calculation 

H2-DSM 

Hydrogen that 

could be 

produced by a 

HPP 

HYDRO-

H2DSM 
- 

Hydrogen 

produced 

5.Results 

communication  

Communication 

of the control 

instructions for 

the plant  

HPP 

Administrator 
ETC 

Power and 

hydrogen 

generation  

Relevant 

KPIs 
KPI-14, KPI-22, KPI-23, KPI-24 

Addressed 

requirements  
SR-03, SR-04, SR-05, SR-07, SR-08, SR-09, SR-16, SR-17, SR-18, SR-33 

 

 

Figure 25: UML sequence diagram of SC2.3 
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6.3 UC3: Anomalies and intrusion detection against OT networks 

of HPPs  

The actors involved in this use case are described in the following table. 

Table 30: Actors of UC3 

Actor name Actor type Actor description 
Assigned 

Partner(s) 

HPP operator Business 

This actor utilises the D-HYDROFLEX toolkit to 

monitor the overall status of the HPP, ensuring its 

proper operation. Moreover, they are notified by the 

PPC’s OT department about any detected incident, 

through the D-HYDROFLEX dashboards. 

PPC 

Attacker 
Threat 

Actor 

Initiates the attack targeting the HPP’s industrial 

system, aiming to compromise the HPP. 
MINDS, PPC 

OT Network System 

Includes Industrial Control System (ICS) devices that 

are internetworked and exchange information, 

aiming at monitoring and efficiently controlling the 

physical processes of the HPP (e.g., water flow). The 

OT network components are targeted by the 

attacker. 

PPC 

SOC Analyst Business 
Defends the plant's network by detecting, 

containing, and responding to the attack. 
PPC 

SIEM System 

The Security Information and Event Management 

(SIEM) system process security events from HYDRO-

FBOX and generates security alerts. 

PPC, MINDS 

 

The D-HYDROFLEX tools involved in this use case are described in the table below, while the following 

subsections describe the use case scenarios 

Table 31: D-HYDROFLEX tools involved in UC3 

Tool name Partner Role 

HYDRO-FBOX MINDS Cyberattack and intrusion detection system 

HYDRO-M&D UBE Visualization, monitoring, and diagnostics centre 
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6.3.1 Scenario 3.1: Detection of DoS cyberattacks on the HPP’s OT 

infrastructure 

Table 32: Description of SC3.1: Detection of DoS cyberattacks on the HPP’s OT infrastructure 

Demo site Greek demo 

Description This scenario showcases the ability of HYDRO-FBOX to detect a DoS attack that targets 

the HPP’s OT system. More specifically, the attacker targets resource-constraint ICS 

devices (e.g., PLCs, VFDs etc), by flooding them with network traffic. This activity can 

deplete the limited computing and network resources, thus the ICS devices become 

unresponsive, and the HPP Operations Manager partially loses visibility and control over 

the HPP operation. To prevent this situation, the goal of this scenario is to employ HYDRO-

FBOX for timely detecting the DoS attack. To accomplish this goal, the pre-trained ICS-

specific AI detectors of HYDRO-FBOX are deployed, to analyse the network traffic and 

detect the potential threat. Upon detecting the malicious activity, HYDRO-FBOX will 

generate security events that will be delivered to the PPC’s Security Information and Event 

Management (SIEM) system, operated by the PPC’s OT Security Operation Centre (SOC). 

In turn, the PPC’s SIEM will perform correlation of the events, and produce security alerts, 

which will allow the PPC’s OT team to further analyse the alert and decide about the best 

course of action. Finally, the security alerts will be received and visualised on the D-

HYDROFLEX dashboards, thus providing instant situational awareness to the HPP 

operator. 

Objectives UC3_O1, UC2_O2, UC3_O3, UC2_O4, UC3_O5 

Goal Successfully detect the attack and generate security events. 

Prerequisites  The federated intrusion detection models have been trained offline. As a result, a pre-

trained model will be available for inference during a cyberattack, enabling real-time 

detection of the attack. 

Assumptions The cyber attacker has gained access to the internal network of the HPP, e.g., by using 

phishing attacks, by exploiting weak perimeter defences, etc. 

Involved 

Actors 
HPP Operations Manager, Attacker, OT Network, SOC Analyst, SIEM. 

Involved 

Partners 

• MINDS: Responsible for developing and supporting the operation of the HYDRO-FBOX 

tool. 

• PPC: Provides the HPP infrastructure and its OT network, holding the roles of the HPP 

Operations Manager and SOC Analyst. 

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 



  

 D3.2:  D-HYDROFLEX TOOLKIT CONCEPTUALIZATION 
 
 

  

                                                                                                                                                                                                                                                                                 
Page 87 

 

1. Attack 

The attacker 

launches the DoS 

attack targeting 

an OT asset (e.g., 

a PLC). 

Attacker OT Network 
Malicious Network 

packets 

2. Traffic flow 

information 

Network traffic 

from the OT 

network is 

forwarded to the 

HYDRO-FBOX for 

analysis. 

OT Network 
HYDRO-

FBOX 

Mirrored network 

traffic 

3. Detection 

HYDRO-FBOX 

detects the attack 

via the federated 

trained model. 

- - - 

4.Report 

detection 

result 

HYDRO-FBOX 

generates security 

event and delivers 

it to the PPC’s 

SIEM. 

HYDRO-

FBOX 
SIEM Security event 

5. Security 

alert 

The SIEM 

processes the 

security events 

and generates a 

corresponding 

security alert with 

enriched 

information. 

- - Security alert 

6. Inform HPP 

Operations 

Manager 

The HPP 

Operations 

Manager is 

informed about 

the incident 

through the 

HYDRO-M&D. 

SIEM 
HYDRO-

M&D 
Security alert 

Relevant 

KPIs 
KPI-19, KPI-20, KPI-21, KPI-22 

Addressed 

requirements  
SR-04, SR-05, SR-08, SR-09, SR-28, SR-29, SR-30, SR-31 
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Figure 26: UML sequence diagram of SC3.1 

6.3.2 Scenario 3.2: Detection of network fuzzing attack against the HPP’s OT 

systems 

Table 33: Description of SC3.2: Detection of network fuzzing attack against the HPP’s OT systems 

Demo site Greek demo 

Description This scenario showcases the ability of HYDRO-FBOX to detect a network fuzzing attack 

that targets the HPP’s OT system. According to the fuzz-testing technique, the adversary 

injects randomly mutated network packets (valid or invalid) to the OT network, which are 

received by the targeted OT system components. Examples of targeted systems are PLCs, 

sensors, actuators, VFDs, etc. The goal of this malicious activity is for the attacker to 

discover zero-day vulnerabilities or to exploit known vulnerabilities, thus causing damage 

to the OT system and disrupt the HPP operation. Hence, goal of this scenario is to employ 

the pre-trained ICS-specific AI detectors of HYDRO-FBOX, which will analyse the network 

traffic and early detect the fuzzing attack. Upon detecting the malicious activity, HYDRO-

FBOX will generate security events that will be delivered to the PPC’s Security Information 

and Event Management (SIEM) system, operated by the PPC’s OT Security Operation 

Centre (SOC). In turn, the PPC’s SIEM will perform correlation of the events, and produce 

security alerts, which will allow the PPC’s OT team to further analyse the alert and decide 

about the incident response actions. Finally, the security alerts will be received and 

visualised on the D-HYDROFLEX dashboards, thus providing instant situational awareness 

to the HPP operator. 

Objectives UC3_O1, UC2_O2, UC3_O3, UC2_O4, UC3_O5, UC3_O6 

Goal Successfully detect the network fuzzing attack and generate security events. 

Prerequisites The federated intrusion detection models have been trained offline. As a result, a pre-

trained model will be available for inference during a cyberattack, enabling real-time 

detection of the attack. 
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Assumptions • The cyber attacker has gained access to the internal network of the HPP, e.g., by using 

phishing attacks, by exploiting weak perimeter defences, etc. 

• The HYDRO-FBOX is interconnected to the PPC’s SIEM, and the SIEM has the 

appropriate rules in place in order to raise security alerts from the events of HYDRO-

FBOX. 

Involved 

Actors 
HPP Operations Manager, Attacker, OT Network, SOC Analyst, SIEM. 

Involved 

Partners 

• MINDS: Responsible for developing and supporting the operation of the HYDRO-FBOX 

tool. 

• PPC: Provides the HPP infrastructure and its OT network, holding the roles of the HPP 

Operations Manager and SOC Analyst. 

Scenario 

Steps 
Event Description 

Information 

producer 
Information 

receiver 
Information 

exchanged 

1. Attack 

The attacker 

launches the 

network fuzzing 

attack by targeting 

the OT assets. 

Attacker 
OT 

Network 

Malicious Network 

packets 

2. Traffic flow 

information 

Network traffic 

from the OT 

network is 

forwarded to the 

HYDRO-FBOX for 

analysis. 

OT Network 
HYDRO-

FBOX 

Mirrored network 

traffic 

3. Detection 

HYDRO-FBOX 

detects the attack 

via the federated 

trained model. 

- - - 

4. 

Explainability 

The xAI sub-

component of 

HYDRO-FBOX 

performs xAI 

analysis, and 

enhances the 

detection event 

with explainability 

results 

- - - 
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5. Report 

detection 

result 

HYDRO-FBOX 

generates security 

event and delivers 

it to the PPC’s 

SIEM. 

HYDRO-

FBOX 
SIEM Security event 

6. Security 

alert 

The SIEM 

processes the 

security events and 

generates a 

corresponding 

security alert with 

enriched 

information. 

- - Security alert 

7. Inform HPP 

Operations 

Manager 

The HPP 

Operations 

Manager is 

informed about the 

incident through 

HYDRO-M&D 

SIEM 
HYDRO-

M&D 
Security alert 

Relevant 

KPIs 
KPI-19, KPI-20, KPI-21, KPI-22 

Addressed 

requirements  
SR-04, SR-05, SR-08, SR-09, SR-28, SR-29, SR-30, SR-31 

 

Figure 27: UML sequence diagram of SC3.2 
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6.4 UC4: Increasing HPP’s readiness for integration and operation 

into local smart grids  

The actors involved in this use case are described in the following table. 

Table 34: Actors of UC4 

Actor name 
Actor 

type 
Actor description Assigned Partner(s) 

HPP 

administrator 
Business 

HPP owner responsible of the correct 

operation and final planification 

decision-making 

INTEX and TASGA 

Local smart 

grid (LSG) 

operator 

System 

The responsible of providing the 

electrical needs to the system 

administrator. If another RES is 

connected to the local smart grid, the 

expected energy output is to be 

determined by this actor too. 

CARTIF 

Energy 

trading 

company 

(ETC) 

Business 

The HPP is assumed to have a contract 

with an energy trading company that 

will buy the energy generated by the 

plant and PEM, and sell energy if 

needed, and could impose some 

minimum or maximum energy 

generation from the grid. 

INTEX and TASGA for grid 

requirements and electric prices. 

CARTIF for revenue calculation.  

PEM 

hydrogen 

generator 

administrator 

Business 

When provided, is the one to make use 

of the H2 coming from the HPP to 

provide electricity both, to the local grid 

and to the energy trading company. The 

generation plan is jointly accepted with 

the HPP administrator. 

CARTIF 

 

The D-HYDROFLEX tools involved in this use case are described in the table below, while the following 

subsections describe the use case scenarios 

Table 35: D-HYDROFLEX tools involved in UC4 

Tool name Partner Role 

HYDRO-SDS CARTIF Planning on the plant operation 

HYDRO-WFF CARTIF Weather forecasting and runoff and dammed water availability 
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6.4.1 Scenario 4.1: Integration with a PEM 

Table 36: Description of SC4.1: Integration with a PEM 

Demo site Spanish 

Description The scenario covers the situation in which a HPP needs to stable its operation plan for the 

next 24 hours. The main objective will be to maximize the plant revenue using market 

information. The plan to be set up needs to take into consideration the minimum 

requirements impose over the plant, such as ecological flow or maximum variation over the 

released flow. For this purpose, the available water is fundamental information, which will 

be obtained through the HYDRO-WFF tool. 

The HPP will be assumed to be integrated in a local smart grid. Thus, when required, an 

extra condition will be required for the plant that includes covering the electrical needs 

from the grid. Moreover, the HPP is assumed to have a hydrolyser that will provide H2 to a 

PEM hydrogen generator, with a tank to store H2. These two components will be included 

in the operation plan and will affect the energy provided to the local grid and to an ETC. 

HPP is assumed to have a contract with an ETC that will require a minimum energy output 

from the local grid and the plant and impose a maximum output from it. Moreover, if 

needed, it could provide energy when the generation is not able to cover the energy needs 

of the local grid. The ETC will set the prices at which it will sell or by energy daily. All this 

information will be feed into the HYDRO-SDS tool that will return the optimized plan for 

the plant, hydrolyzer and PEM generator. At this point, the HPP administrator will decide 

to follow or reject the plan in favour of a preexisting one. The PEM administrator is assumed 

to have an agreement with the HPP and will interfere with the acceptance or rejection of 

the proposed plan and will comply with the final decision. 

Objectives UC4_O1, UC4_O2, UC4_O3, UC4_O4 

Goal Determine the best operation plan for the plant 

Prerequisites A daily expected river water flow is calculated or received. A daily forecast of electric prices 

is received. Also, a daily load prediction is received. 

Assumptions There exists a high-level weather forecast to be analysed by the HYDRO-SDS or the actual 

water flow to arrive to plant dam is known. There exists an electrical market prices 

estimation. There exists a load prediction for the electrical requirements to be covered by 

the plant. 

Involved 

Actors 

HPP administrator, Data communication responsible, System administration, LSG 

operator, PEM administrator, ETC 

Involved 

Partners 

CARTIF, TASGA, ENERGYLAB 

Event Description 
Information 

producer 

Information 

receiver 

Information 

exchanged 
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Scenario 

Steps 

1. Send 

market 

frame 

ETC sends prices and 

requirements for the 

energy generation 

ETC 
HPP 

Administrator 

Electric prices and 

requirements 

2. Request 

Plan 

HPP Administrator 

send data to 

HYDRO-SDS to 

generate a plan 

HPP 

Administrator 
HYDRO-SDS 

Water level, H2 

tank state, electric 

prices and 

requirements, 

plant operation 

parameters 

3. 

Generate 

Water 

availability 

HYDRO-WFF 

forecasting is 

activated  

HYDRO-WFF - 
Expected water 

arrival to the plant 

4. Send 

local grid 

frame 

LSG operator sends 

the data needed 
LSG Operator HYDRO-WFF 

Local grid 

requirements 

5. Returns 

plan 

HYDRO-SDS 

generates the plan 

and sends it back to 

the HPP 

Administrator and 

the PEM 

administrator 

HYDRO-SDS 

HPP 

Administrator 

and PEM 

Administrator 

Operation plan 

Relevant 

KPIs  
KPI-9, KPI-10, KPI-11 

 

Addressed 

requirements  
SR-03, SR-04, SR-05, SR-06, SR-07, SR-08, SR-09, SR-16, SR-19, SR-22 
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Figure 28: UML sequence diagram of SC4.1 

6.4.2 Scenario 4.2: Integration with a PV 

Table 37: Description of SC4.2: Integration with a PV 

Demo site Romanian demo 

Description The scenario covers the situation in which a HPP needs to stabilize its operation plan for 

the next 24 hours. The main objective will be to maximize the plant revenue using market 

information. The plan to be set up needs to take into consideration the minimum 

requirements impose over the plant, such as ecological flow or maximum variation over the 

released flow. For this purpose, the available water is fundamental information, which will 

be obtained through the HYDRO-WFF. The HPP will be assumed to be integrated in a local 

smart grid. Thus, when required, an extra condition will be required for the plant that 

includes covering the electrical needs from the grid. Moreover, a PVP is assumed to be 

connected to the same LSG, which energy output will need to be considered when covering 

the energy need from the local grid requirements. Lastly the HPP is assumed to have a 

contract with a ETC that will require a minimum energy output from the local grid and the 

plant and impose a maximum output from it. All this information will be feed into the 

HYDRO-SDS tool that will return the optimized plan for the plant. At this point, the HPP 

administrator will decide to follow or reject the plan in favour of a preexisting one. 

Objectives UC4_O1, UC4_O2, UC4_O3, UC4_O4 

Goal Determine the best operation plan for the plant 

Prerequisites A daily expected river water flow is calculated or received. A daily forecast of electric prices 

is received. A daily load prediction is received. 

Assumptions There exists a high-level weather forecast to be analysed by the HYDRO-SDS or the actual 

water flow to arrive to plant dam is known. 
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There exists an electrical market prices estimation. 

There exists a load prediction for the electrical requirements to be covered by the plant. 

Involved 

Actors 

HPP administrator, Data communication responsible, System administration and Local 

Smart Grid operator 

Involved 

Partners 

CARTIF, INDEX and IDEA 

Scenario 

Steps 
Event Description 

Information 

producer 
Information 

receiver 
Information 

exchanged 

1. Send 

Market 

Frame 

ETC sends prices 

and requirements 

for the plant 

generation 

ETC 
HPP 

Administrator 

prices and 

requirements for 

the plant operation 

2. Request 

Plan 

HPP Administrator 

send data to the 

HYDRO-SDS to 

generate a plan 

HPP 

Administrator 
HYDRO-SDS 

Water level, 

Electric prices and 

requirements, 

plant operation 

parameters 

3. Generate 

Water 

Availability 

HYDRO-WFF 

forecasting is 

activated 

HYDRO-SDS HYDRO-SDS 
Expected water 

arrival to the plant 

4. Send Local 

Grid Frame 

LSG operator 

sends the data 

needed  

LSG operator HYDRO-SDS 

Local grid 

requirements and 

other RES 

expected 

generation 

5. Returns 

Plan 

HYDRO-SDS 

generates the plan 

and sends it back 

to the HPP 

Administrator 

HYDRO-SDS 
HPP 

Administrator 
Operation plan 

Relevant 

KPIs 
KPI-9, KPI-10, KPI-11 

Addressed 

requirements 
 SR-03, SR-04, SR-05, SR-06, SR-07, SR-08, SR-09, SR-16, SR-19, SR-22 
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Figure 29: UML sequence diagram of SC4.2 

 

6.5 UC5: Environmental impact monitoring in RoR plants  

The actors involved in this use case are described in the following table. 

Table 38: Actors of UC5 

Actor name Actor type Actor description 
Assigned 

Partner(s) 

HPP 

administrator/operator  
Business  

HPP owner responsible of the correct 

operation and final planification decision-

making  

TASGA, INTRAE 

Data analysis system System  
Provides real-time and collected data on 

water quality levels. 
TASGA 

AQUATROLL 700&500 System 
Monitoring and collecting data about the 

water quality. 
TASGA 

Acoustic Cameras System 
Acoustic cameras for fish and eel 

identification  
EDF, INTRAE 

 

Table 39: D-HYDROFLEX tools involved in UC5 

Tool name Partner Role 

HYDRO-RecoFish EDF Identifies and counts eels and other fish species 
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HYDRO-M&D UBE Visualization, monitoring, and diagnostics centre 

 

6.5.1 Scenario 5.1: Impact of HPP and resource availability 

Table 40: Description of SC5.1: Impact of HPP and resource availability 

Demo site Spanish 

Description A water quality monitoring system integrates sensor probes to collect real-time water data, 

which is transmitted to a data analysis platform. The platform processes and analyzes the 

collected data to evaluate key water quality parameters. The analysis results are then 

reviewed by a system administrator responsible for managing hydro projects (HPP). Based 

on the insights provided, the administrator takes corrective actions to address any identified 

issues, ensuring the system maintains optimal environmental compliance and performance. 

Objectives UC5_O1, UC5_O2 

Goal Detect undesirable effects of HPP and unsuitable water qualities for diversion to h2 

production. 

Prerequisites Stable operation of sensor probes 

Assumptions Continuous data flow and quality data received. 

Involved 

Actors 

HPP administrator, AQUATROLL 500&700, data analysis system 

Involved 

Partners 

TASGA 

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1. Send 

water data 

Data from the 

probes is sent for 

analysis 

AQUATROLL 

500& 700 

Data analysis 

system 
Water data 

2. Data 

analysis 

system 

Execution of 

processes to infer 

the water quality 

Data analysis 

system 

Data analysis 

system 
- 

 

3. Send 

Water 

quality 

results 

Send the water 

quality analysis to 

HYDRO-M&D, 

making them 

accessible to the 

HPP administrator 

Data analysis 

system 
HYDRO-M&D Results 



  

 D3.2:  D-HYDROFLEX TOOLKIT CONCEPTUALIZATION 
 
 

  

                                                                                                                                                                                                                                                                                 
Page 98 

 

 

4.Corrective 

actions 

Based on the water 

quality, the HPP 

administrator 

applies corrective 

actions if necessary 

- - - 

Relevant 

KPIs 
KPI-26 

 

Addressed 

requirements  
SR-04, SR-05, SR-06, SR-07, SR-08, SR-35 

 

 
 

Figure 30: UML sequence diagram of SC5.1 

 

6.5.2 Scenario 5.2: Eel’s downstream migration and fish identification 

Table 41: Description of SC5.2: Eel’s downstream migration and fish identification 

Demo site French 

Description This scenario focuses on analysing the eel’s downstream migration and for the 

identification of additional fish species, other than eel. Firstly, the downstream eel 

migration takes place in the winter but can extend on the spring and end of the summer. 

European eels are easily recognizable by human eyes on acoustic video due to their specific 

body shape (serpentine shape) and the swimming mode. Based on this dataset, an 

automatic detection, identification and counting tool of the downstream eel (silver eel) will 

be performed. Additionally, the eel recognition method will be improved for other fish 

species or family (only large species). The global shape of the fish is then analyzed by a 

morphological analysis that retrieved multiple information using image processing tools. A 

method to characterize the fish body deformation along their movement will be 

developed. Also, a deformation model will be implemented, which is gradually deformed 

according to the contours of the fish echo area for each of its detections in the camera field 
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of view. The deformation from one detection to the other is analyzed using signal 

processing tools to improve fish species distinguishment, thanks to repeating and 

discriminant patterns. 

Objectives UC5_O3, UC5_O4 

Goal • Monitoring the dynamic of the downstream migration and detection of the migration 

peaks. 

• Monitoring the presence of the fish species close to the HPP and other obstacle, such 

as water intake, navigation locks or threshold. 

Prerequisites A forecast model of the downstream migration of eel based on telemetry data and a 

scientific fishery and solid deformation model 

Assumptions European eel is endangered species and Europeans protection measure have been applied 

in all the European countries. The regulation concerning the eel protection will increase 

during the next years 

Involved 

Actors 

Acoustic cameras, HPP Operator 

Involved 

Partners 

EDF, INTRAE 

Scenario 

Steps 
Event Description 

Information 

producer 

Information 

receiver 

Information 

exchanged 

1.Video 

acquisition 

Video recording of 

the acoustic camera 

for the creation of 

the dataset 

Acoustic 

cameras 

HYDRO-

RecoFish 

Acoustic 

video dataset 

 2.Data 

processing 

Conversion of 

videos to avi format 

HYDRO-

RecoFish 
- - 

 
3.Eel and fish 

species 

identification 

and passage 

Implement the 

image processing of 

eel and fish 

identification and 

counting 

HYDRO-

RecoFish 
- - 

 

4.Notification 

Send notification to 

the HPP operator 

through the 

HYDRO-M&D 

concerning eel and 

fish identification 

and passage 

HYDRO-

RecoFish 
HYDRO-M&D 

Eel and fish 

information 
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Relevant 

KPIs 
KPI-21, KPI-22 

 

Addressed 

requirements  
SR-04, SR-05, SR-06, SR-07, SR-08, SR-09, SR-23, SR-24, SR-26, SR-27 

 

 
Figure 31: UML sequence diagram of SC5.2 
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7 Conclusions and Future Plans 
This deliverable presented the D-HYDROFLEX toolkit architecture by adopting the ARCADE 

methodology. First, the context viewpoint was provided, including the domain model and the definition 

of all the relevant entities associated with D-HYDROFLEX as well as a business to system mapping 

model, by specifying how the various business roles are associated with D-HYDROFLEX. The technical 

specifications in terms of system requirements and KPIs were provided in the requirements viewpoint. 

Next, the D-HYDROFLEX reference architecture was provided in the component viewpoint as well as 

more technical details about each component. The collaboration models established the collaborative 

services that D-HYDROFLEX provided, associated with the 5 use cases. Finally, the use cases were 

defined along with the demonstration scenarios.  

As next steps, the implementation of the D-HYDROFLEX toolkit will follow in WP4 and the first release 

of the D-HYDROFLEX toolkit components will be documented in D4.1, D4.2, D4.3, D4.4 and D4.5 (M18). 

Next, the final version of the D-HYDROFLEX toolkit components will be provided in D5.1 (M33), along 

with the remaining distribution and realisation viewpoints of ARCADE. Finally, the demonstration 

scenarios will be carried out in WP6, and the results of the demonstration campaigns will be documented 

in D6.2 (M36), along with the KPIs assessment. 
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