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The project D-HYDROFLEX - Digital solutions for improving the sustainability performance and FLEXibility
potential of HYDROpower is funded through the European Union's HORIZON Research and Innovation
Action under the topic HORIZON-CL5-2022-D3-03-08/Development of digital solutions for existing
hydropower operation and maintenance and responds to the Call HORIZON-CL5-2022-D3-03/Sustainable,
secure and competitive energy supply.

The European energy system is undergoing significant transformation: decarbonization, security of supply,
deployment of renewables and their integration into the market, generating significant opportunities and
challenges for energy stakeholders. Despite all energy efficiency efforts, overall demand for decarbonized
electricity is set to be significantly higher in 2050 than today due to the decarbonization of the heating,
cooling, transport and many industrial sectors, which can only be achieved via efficient and smart
electrification.

Hydropower is a key technology in supporting the European pathway to a decarbonized energy system and
to achieving global leadership in renewable energy generation. It consists of a renewable and highly
sustainable electricity resource and can supply the European power system with stability and valuable
flexibility. In addition, hydropower reduces the EU’s dependency on fossil imports and renders multiple extra
benefits for society in the river basins such as support to irrigation, water supply and flood control.

The D-HYDROFLEX project aims to advance excellence in research on digital technology for hydropower
paving the way towards more efficient, more sustainable, and more competitive hydropower plants in
modern power markets.

To this end, D-HYDROFLEX will develop a toolkit for digitally ‘renovating’ the existing hydroelectric power
plants based on sensors, digital twins, Al algorithms, hybridization modelling (power-to-hydrogen), cloud-
edge computing and image processing.

The core pillars of the project are:
o digitalization, (i.e., digital twins for hydro dams and machinery, weather and flow forecasts, cyber
resilience tools),
o flexibility, (i.e., coordination with hydrogen, storage and VPP operation) and
e sustainability, (i.e., biodiversity and environmental indicators monitoring).

Validation will take place in 7 hydro plants operated by EDF (France), TEE (Poland), PPC (Greece), TASGA
(Spain) and INTEX (Romania), covering different geographical areas of Europe.

D-HYDROFLEX is a 36-month long project started in September 2023.
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This document serves as a comprehensive guide to the European and national regulations and guidelines that
will be adhered to throughout the duration of the D-HYDROFLEX project. Its principal aim is to protect and
respect the rights of participants at all stages of the project's lifecycle, ensuring ethical integrity and
compliance with legal standards.

The content within this document details specific measures that will be implemented regarding the
participation of individuals in the research activities associated with D-HYDROFLEX. This includes clearly
defined processes for informing participants about the research objectives, their potential contributions, and
any implications of their involvement. It is essential that participants are fully aware of their roles and the
context of the research to facilitate informed consent and active engagement.

Additionally, the D-HYDROFLEX project is committed to promoting gender equality throughout its activities.
This involves ensuring equal opportunities for all participants, regardless of gender, and actively working to
eliminate any biases or discrimination in recruitment, participation, and recognition. The project will
implement measures to promote diversity and inclusiveness, fostering a collaborative environment where all
perspectives are heard and valued.

Moreover, this deliverable provides a thorough discussion of the ethical recommendations and relevant
legislation that D-HYDROFLEX is committed to following. This includes adherence not only to European
Union regulations, such as the General Data Protection Regulation (GDPR), but also applicable national laws
across partner countries. The document outlines the strategies and methodologies the project will employ to
ensure ongoing compliance with these legal frameworks.

In terms of Intellectual Property Rights (IPR), the document delineates the importance of protecting
innovations and contributions arising from the project. Consortium members will be encouraged to take
appropriate measures to secure their IPR, ensuring that all intellectual contributions are properly recognized
and managed.

In addition to regulatory compliance, the document outlines the specific roles and responsibilities that will be
defined during the project’s implementation. This includes the formation of oversight committees and the
appointment of ethical officers who will be tasked with monitoring adherence to both legal and ethical
standards. Regular training sessions will be conducted to ensure all personnel informed of their obligations
and the latest developments in relevant legislation.

Furthermore, the document emphasizes the importance of establishing clear mechanisms for reporting and
addressing any legal or ethical issues that may arise during the project. This proactive approach is essential
for maintaining transparency and accountability within the consortium.

By adhering to the outlined regulations, ethical guidelines, and principles of gender equality and IPR
management, D-HYDROFLEX aims not only to advance scientific knowledge but also to foster a culture of
ethical responsibility that respects and protects the rights of all participants involved.

Funded by
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2 Ethical Framework in European Research

Ethical considerations form the backbone of research activities in Europe, ensuring that projects funded
under Horizon Europe uphold the highest standards of integrity, respect for human rights, and societal
responsibility. The Horizon Europe project D-HYDROFLEX aligns with this framework, ensuring
compliance with ethical guidelines and legal standards at national, EU, and international levels. D-
HYDROFLEX commitment to these principles safequards the dignity and rights of all individuals involved
in orimpacted by the research, ensuring that all activities are conducted with transparency, fairness, and
respect for fundamental freedoms. This includes the Charter of Fundamental Rights of the European
Union* and the European Convention on Human Rights® . Moreover, D-HYDROFLEX is dedicated to
complying with other EU recommendations and strategies, such as the Gender Equality Strategy 2020-
20253 and the European Code of Conduct for Research Integrity*.

D-HYDROFLEX acknowledges that, in accordance with the Grant Agreement, beneficiaries are required
to execute the action in compliance with:

a. Ethical principles that uphold the highest standards of research integrity, as outlined in the
European Code of Conduct for Research Integrity. This encompasses a firm commitment to
preventing research misconduct, including fabrication, falsification, and plagiarism.

b. Applicable international, EU, and national laws, ensuring that research activities respect legal
and ethical norms.

c. Local and national standards and regulations that may apply to specific research contexts.

d. The Charter of Fundamental Rights of the European Union, which emphasizes respect for
human dignity, freedoms, and rights.

e. Relevant guidelines and directives provided by Horizon Europe and other EU programs, which
promote ethical practices and transparency in research.

f. Any additional ethical guidelines or codes of conduct that are specific to the research field or
the scope of the project.

In European research, ethical considerations extend beyond legal compliance. They encompass the
responsibility to promote open science, ensure data protection and privacy, foster inclusivity and
diversity, and engage in responsible communication of research findings. By prioritizing ethical practices,
D-HYDROFLEX helps build public trust in research and innovation while advancing the collective good.

1 https://www.europarl.europa.eu/charter/pdf/text en.pdf

2 https://www.echr.coe.int/documents/d/echr/convention_ ENG

3 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020DCo0152

4 https://allea.org/wp-content/uploads/2023/06/European-Code-of-Conduct-Revised- Edition-2023.pdf
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3.1 D-HYDROFLEX Compliance with EU legal frameworks and
National Regulations

The D-HYDROFLEX consortium takes into carefully considers European and national legislation and
directives relevant to the countries where data collection takes place. This document emphasizes
compliance with EU and international law, ensuring adherence to the latest data protection
requirements in European regulations, including recent updates under Horizon Europe.

The D-HYDROFLEX consortium is fully aware of potential ethical, privacy, copyright, and data protection
concerns arising from project activities. This report, therefore, focuses on ensuring legal and ethical
compliance, covering aspects such as obtaining informed consent for data collection, storage, and
sharing, protecting the identities of individuals, and managing personal data in a secure and compliant
manner, both during storage and transfer.

Under the Horizon Europe program, the consortium also commits to complying with updated ethical
guidelines for research projects, which include:

e Horizon Europe Ethics Appraisal Procedure: A structured process for assessing the ethical
implications of research proposals.

e Rules for Participation (Article 18 on Ethics Reviews): Establishes the requirements for ethical
reviews

¢ Model Grant Agreement: Ethics provisions outlined in Article 14 ensure that all funded projects
adhere to the highest ethical standards.

¢ Guidance Document: "How to Complete Your Ethics Self-Assessment” under Horizon Europe,
which serves as a practical tool for researchers to evaluate their projects' ethical compliance.

The consortium acknowledges that adherence to these ethical and legal frameworks is not only a
regulatory requirement but also a moral obligation to uphold the integrity of research. This ethical
commitment enhances public trust in scientific research and aligns with the EU's broader objectives to
promote ethical standards across all research domains.

3.2 Overview of Relevant EU Legislation

In alignment with its commitment to ethical research practices, the consortium recognizes the critical
importance of adhering to the legal framework that governs project’s activities. This framework includes
the following key regulations:

1. ePrivacy Regulation (EU)>: The ongoing discussions surrounding the ePrivacy Regulation aim to
replace the 2002 ePrivacy Directive, establishing stricter rules on the processing of electronic
communications data and the use of cookies. This regulation emphasizes user consent and the
right to privacy in electronic communications, thereby enhancing the protection of personal data

5 https://www.edps.europa.eu/data-protection/our-work/publications/opinions/recommendations-specific-aspects-proposed-
eprivacy en
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2. General Data Protection Regulation (GDPR) (EU) 2016/679: This regulation provides a
comprehensive framework for data protection, governing how personal data is processed and
ensuring the rights of individuals regarding their data.

3. Directive 2016/680: This directive focuses on the processing of personal data by law
enforcement authorities, ensuring that data protection is maintained in the context of criminal
investigations.

4. Charter of Fundamental Rights of the European Union: This charter establishes the
fundamental rights of individuals within the EU, including the right to privacy and data
protection.

5. European Data Protection Board (EDPB) Guidelines: The consortium will adhere to the most
recent EDPB guidelines regarding data transfers and privacy, ensuring compliance with the
evolving landscape of data protection.

Horizon Europe Regulations: Specific ethical guidelines and legal frameworks under Horizon Europe
ensure that all research proposals undergo ethical review and comply with the ethical appraisal
procedures set forth

3.3 Overview of Relevant National Legislation

The consortium recognizes the importance of complaining with national legislation governing data
protection and ethical standards in research activities. The D-HYDROFLEX project will collect data in 4
demonstrators in France, Poland, Greece, Spain, and Romania. The following outlines the relevant
national legislation the consortium demo partners will follow:

a) France:

o The French Data Protection Act (Loi Informatique et Libertés) implements the GDPR
at the national level, providing additional safequards for data subjects. The CNIL
(Commission Nationale de I'Informatique et des Libertés) oversees compliance and
enforces data protection laws, ensuring that personal data is processed fairly and
transparently

b) Poland:

o Poland's Personal Data Protection Act aligns with the GDPR, establishing guidelines for
data processing and safeguarding the rights of data subjects. The Urzad Ochrony
Danych Osobowych (UODO) is the national supervisory authority responsible for
enforcing data protection regulations and ensuring compliance

c) Greece:

o The Greek Data Protection Authority oversees the implementation of the GDPR
through the Law 4624/2019, which includes specific provisions related to data
processing and the protection of personal data in various contexts. This law reinforces
individuals' rights and sets forth obligations for data controllers and processors

d) Spain:

Funded by
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o The Organic Law on Data Protection and Guarantee of Digital Rights (LOPDGDD)
complements the GDPR by providing additional rights and obligations related to data
processing. The Agencia Espariola de Proteccion de Datos (AEPD) is responsible for
enforcing these laws and promoting data protection principles in Spain

e) Romania:

o Romania’s Law on Personal Data Protection (Law 190/2018) implements the GDPR
framework and establishes regulations for data processing. The National Supervisory
Authority for Personal Data Processing (ANSPDCP) oversees compliance and
enforcement of data protection laws.

3.4 Research and Development activities performed in the UK

If data is required for research and development activities performed in the UK, the consortium
acknowledges that these activities, conducted in non-EU countries, are strictly of a technical nature.
Consequentl, all data will be managed in a manner that ensures UK partners can operate within a
framework fully compliant with the legislation and regulatory requirements of all participating EU
countries.

To ensure compliance, the consortium will implement robust data handling and processing protocols
that align with both UK regulations, such as the UK General Data Protection Regulation® (UK GDPR) and
the Data Protection Act 2018, as well as the relevant EU laws, including the GDPR and national data
protection laws of EU member states. This approach will guarantee that data subjects’ rights are upheld,
and any data transfers are conducted lawfully.

Moreover, the consortium will ensure that appropriate safeguards are in place for data processing,
including data encryption, anonymization, and adherence to the principles of transparency and
accountability. By prioritizing these measures, the consortium aims to foster trust among partners and
stakeholders while maintaining compliance with all applicable legal frameworks.

3.5 Compliance Requirements

To ensure adherence to applicable legal and ethical standards, the consortium must fulfill the following
compliance requirements:

1. Data Protection and Privacy: All data processing activities must comply with the General Data
Protection Regulation (GDPR), the UK General Data Protection Regulation (UK GDPR), and
relevant national laws of the participating countries. This includes:

o Obtaining explicit consent from data subjects where necessary.

o Implementing data minimization principles, ensuring that only the data necessary for
specific research purposes is collected and processed.

6 https://www.gov.uk/data-protection
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3.6

o Upholding data subjects’ rights, including access, rectification, erasure, and portability
of their personal data.

Ethical Research Practices: The consortium must follow the ethical guidelines established under
Horizon Europe, including:

o Conducting ethical reviews of research proposals.

o Adheringtothe Horizon Europe Ethics Appraisal Procedure and Model Grant Agreement
requirements.

Reporting and Documentation: It is essential to maintain comprehensive documentation of all
data handling processes, including:

o Data processing activities and any associated risk assessments.
o Records of consent obtained from data subjects and any relevant communications.
o Procedures for reporting data breaches, as required under GDPR.

Awareness: All personnel involved in data processing and research activities must be aware of
data protection laws and ethical research standards.

Key Legal Definitions and Term

Understanding key legal terms is crucial for ensuring compliance and clarity in research activities. The
following definitions are pertinent:

1.

Personal Data: Any information relating to an identified or identifiable natural person (data subject),
including names, identification numbers, location data, and online identifiers. Under GDPR, personal
data is protected and must be processed lawfully, fairly, and transparently.

Data Processing: Any operation or set of operations performed on personal data, such as collection,
recording, storage, adaptation, alteration, retrieval, consultation, use, disclosure, dissemination, or
erasure. Processing must comply with all applicable data protection laws.

Data Subject: An individual whose personal data is being processed. Data subjects have specific
rights under GDPR, including the right to access their data and the right to request deletion.

Consent: A data subject’s voluntary, specific, informed, and unambiguous indication of their wishes
regarding the processing of their personal data. Consent must be clearly given and may be withdrawn
atany time.

Anonymization: The process of removing identifiable information from data sets, rendering
individuals no longer identifiable. Anonymized data is not considered personal data under GDPR and
is not subject to its restrictions.

Data Controller: The entity that determines the purposes and means of processing personal data.
Data controllers bear the primary responsibility for ensuring compliance with data protection
regulations.

Data Processor: An entity that processes personal data on behalf of the data controller. Data
processors must adhere to the instructions of the data controller and comply with applicable data
protection laws.

Funded by
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The consortium is committed to upholding the highest ethical standards in all research and innovation
activities. The following core ethical principles and considerations guide our practices:

Core Ethical Principles

1. Integrity: Researchers and partners must maintain honesty and integrity in all aspects of their
work. This includes accurately reporting data, avoiding fabrication or falsification of results, and
upholding the highest standards of research integrity. Adherence to these principles fosters trust
and credibility within the scientific community and among stakeholders.

2. Accountability: All members of the consortium share responsibility for their actions and
decisions in the research process. This principle emphasizes the importance of being answerable
for one’s work and ensuring that all research activities comply with ethical standards and legal
requirements.

3. Transparency: Transparency in research practices is vital for fostering public trust and
confidence. Researchers are expected to disclose conflicts of interest, funding sources, and any
potential biases that may affect the research outcomes. Open communication and
documentation of research processes are essential components of transparency.

Ethical Considerations in Research and Innovation

1. Handling Conflicts of Interest: Consortium members must disclose any potential conflicts of
interest that may arise during the project. This includes financial interests, personal
relationships, or other affiliations that could compromise the objectivity of the research. Clear
procedures for managing conflicts of interest will be established to ensure that they do not
undermine the integrity of the research.

2. Informed Consent and Data Protection: Obtaining informed consent from research
participants is a fundamental ethical requirement. Participants should be fully informed about
the nature of the research, the use of their data, and their rights regarding participation. The
consortium will also ensure compliance with data protection laws, including the GDPR, to
safeguard participants’ personal data and uphold their privacy rights.

By adhering to these ethical guidelines, the consortium aims to promote responsible research practices
that contribute to the advancement of knowledge while respecting the rights and dignity of all
individuals involved.

Funded by
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The Consortium for the following activities:

e organization of workshops,

e end-users engagement activities,

e community building activities,

e creation of a network of potential users,

e use questionnaires, surveys and personal interviews.

e Human participants (end users) involved in the demonstration activities will be invited to
experience a series of applications

e collection of data related to end-users and human participants

will provide all individuals participating, information on the procedures undertaken and how their data
are being handled so that every individual will be able to have access and control over its own data as well
as to provide its consent. This is why an informed consent form will be handed out to any individual
participating in D-HYDROFLEX activities which may lead to the collection of data.

5.1 Confidentiality

D-HYDROFLEX partners must retain any data, documents or other material as confidential during the
implementation of the project. Further details on confidentiality can be found in Article 36 of the Grant
Agreement along with the obligation to protect results in Article 27.

5.2 Personal Data

Personal data which will be collected within this project will only be stored, analysed and used
anonymously. The individuals will be informed about the use of the information collected by them and
will have to agree to the data collection while providing their approval in the form of written consent.
The identity of any individual interviewed or in any other way engaged in the project (e.g., by email,
correspondence, newsletter) will be protected by this anonymization of the data.

D-HYDROFLEX ensures the required related file keeping of

e detailed information on the procedures for data collection, storage, protection, retention,
destruction, and confirmation that they comply with national and EU legislation,

e detailed information on the informed consent procedures regarding the collection, storage, and
protection of personal data,

e templates of the informed consent forms and information sheets.

Funded by
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5.3 Informed consent procedures

Participation in D-HYDROFLEX activities will be entirely voluntary and based on informed consent.
Several measures have been put in place within D-HYDROFLEX to ensure that the rights of participants
(data subjects) are fully protected. Participants (or their legal guardians where applicable) will be
informed that participation is strictly voluntary and will be given the opportunity to provide consent for
any monitoring or data collection activities:

¢ Right to Privacy: All participants will be informed of their right to privacy and how participation
in the research might affect them. The researchers will outline the steps taken to protect
participant privacy through anonymization, data storage, and security mechanisms.

¢ Duration and Effort: Participants will be informed of the expected duration and level of effort
required to take part in any research activities.

o Data Collection and Consent: Participants will receive a comprehensive briefing on the types of
data that will be collected during the project, specifically personal data related to delivering
personalized energy and non-energy services. They will be required to give explicit consent to
participate in the data collection and profiling activities of the project.

¢ Voluntary Participation: Participation in D-HYDROFLEX events and activities will be entirely
voluntary. Participants will receive all necessary information to make an informed choice about
whether they wish to engage in any event-related activities, such as interviews or surveys.

e Project Overview: A clear description of the D-HYDROFLEX project’s objectives and goals will
be provided to all invited participants. The purpose and procedures of the research will be
explained in a way that is easily understandable.

e Choice to Participate: It will be emphasized that participation in the study is entirely at the
discretion of the individual, with no obligation to take part.

e Opportunities to Ask Questions: Participants will have the chance to ask researchers any
questions about the study before deciding whether to participate.

e Transparency in Surveys and Interviews: Participants will be informed about the types of
questions they may be asked in surveys or interviews, and it will be made clear that they have the
option to decline answering any question.

o Data Handling: Participants will be informed about how personal data gathered during the
surveys or interviews will be handled. Information regarding the handling of data, samples, and
results at the end of the research will be provided.

¢ Right to Withdraw: Participants will always have the option to withdraw from the study at any
time without any consequences. If requested, any personal data, recordings, orimages collected
will be destroyed.

e Contact Information: Participants will be given contact details for the project’s stakeholders in
case they have any concerns or questions.

¢ Risk and Benefit Explanation: Participants will be informed that no risks are anticipated as part
of the study, and there will be no financial incentives for their participation.
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¢ Insurance (if applicable): If relevant, details of any insurance coverage for participants will be
provided.

e Complaint Procedure: Participants will be made aware of the procedure for raising complaints
if they have any concerns about the study.

These measures ensure that all participants in D-HYDROFLEX are fully informed, and their rights
protected throughout the research process.

5.4 Templates of the informed consent forms and information
sheets

Informed Consent

Part A — Information Sheet

The following information is provided to inform you about the “"D-HYDROFLEX" project and help you to
decide about your participation or not. The informed consent explains the purpose of the project in detail
and how you can participate to provide feedback on the following aspects: [add by project partners as
needed].

Please read this consent form carefully and ask as many questions as you wish before you decide whether
you want to participate in this research. Feel free to ask questions at any time before, during, and/or after
your participation. You should be aware that even if you agree to participate, you are free to withdraw at
any time without saying the reason and with no repercussions for you.

Project title: D-HYDROFLEX- Digital solutions for improving the sustainability performance and
FLEXibility potential of HYDROpower assets

Project partners

1. GIOUMPITEK MELETI SCHEDIASMOS YLOPOIISI KAl POLISI ERGON PRIROFORIKIS ETAIREIA
PERIORISMENIS EFTHYNIS (UBITECH), Greece

2. UBITECH ENERGY (UBE), Belgium
3. FUNDACION CARTIF (CARTIF), Spain
4. TASGA RENOVABLES S.L. (TASGA), Spain

5. FUNDACION CENTRO TECNOLOXICO DE EFICIENCIA E SOSTENIBILIDADE ENERXETICA
(ENERGYLAB), Spain

6. ELECTRICITE DE FRANCE (EDF), France

7. TAURON EKOENERGIA SPOLKA Z OGRANICZONA ODPOWIEDZIALNOSCIA (TTE), Poland,
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8. POLITECHNIKA WROCLAWSKA (PWR), Poland

9. PRZEDSIEBIORSTWO ROBOT ELEWACYJNYCHFASADA SP ZOO (FASADA), Poland
10. ASOCIATIA INOVARE SIDEZVOLTARE IN ENERGIE (IDEA), Romania

11. INTEX PRIM GREEN ENERGY SRL (INTEX), Romania

12. ETHNIKO KAI KAPODISTRIAKO PANEPISTIMIO ATHINON (UoA), Greece

13. DIMOSIA EPICHEIRISI ILEKTRISMOU ANONYMI ETAIREIA (PPC), Greece

14. METAMIND INNOVATIONS IKE (MINDS), Greece

15. CINTECH SOLUTIONS LTD (CINTECH), Cyprus

16. NOVA TELECOMMUNICATIONS & MEDIA SINGLE MEMBER SA (NOVA), Greece

17. THE CHANCELLOR MASTERS AND SCHOLARS OF THE UNIVERSITY OF CAMBRIDGE (UOC), United
Kingdom

18. UNIVERSITY COLLEGE LONDON (UCL), United Kingdom

Project-Coordinator: Mrs. Eleni Tsironi (Ubitech)
Technical Manager: Mrs. Katerina Drivakou (Ubitech Energy)

Local coordinator(s): [to be filled by the name of partner(s) in charge] Contact Information: [email and
phone number]

1. Purpose of the research [to filled in by partners, adapted according to the objectives of data
collection]

2. Description of D-HYDROFLEX
The European energy system is undergoing significant transformation: decarbonization, security of
supply, deployment of renewables and their integration into the market, generating significant
opportunities and challenges for energy stakeholders. Despite extensive energy efficiency efforts, overall
demand for decarbonized electricity is set to be significantly higher in 2050 than today due to the
decarbonization of the heating, cooling, transport and many industrial sectors, which can only be
achieved via efficient and smart electrification. Hydropower is a key technology in supporting the
European pathway to a decarbonized energy system and aims to achieve global leadership in renewable
energy generation. It consists of a renewable and highly sustainable electricity resource and can supply
the European power system with stability and valuable flexibility. In addition, hydropower reduces EU’s
dependency on fossil imports and renders multiple extra benefits for society in the river basins such as
support to irrigation, water supply and flood control. The D-HYDROFLEX project will advance excellence
in research on digital technology for hydropower paving the way towards more efficient, more
sustainable, and more competitive hydropower plants in modern power markets. D-HYDROFLEX will
develop a toolkit for digitally ‘renovating’ the existing hydroelectric power plants based on sensors,
digital twins, Al algorithms, hybridization modelling (power-to-hydrogen), cloud-edge computing and
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image processing. The core pillars of the project will be: (i) digitalization, (i.e., digital twins for hydro
dams and machinery, weather and flow forecasts, cyber-resilience), (ii) flexibility, (i.e., coordination with
hydrogen, storage and VPP operation) and (iii) sustainability, (i.e., biodiversity environmental issues).
Validation will take place inreal hydro plants of EDF (France), TEE (Poland), PPC (Greece), TASGA (Spain)
and INTEX (Romania), covering different geographical areas of Europe.

3. Participant selection [to filled in by partners, indicating why these people have been chosen
to participate in the research with reference to the objectives of data collection]

4. Explanation of the procedure to be followed [description of the structure of the research and
flow to be followed]

5. Reimbursement [State clearly, what you will provide the participants with as a result of their
participation.]

Participation is voluntary and no remuneration is foreseen.

6. Duration and requirements [how much time participants will have to allocate to the research
and whether any specific requirement is needed, e.g., ICT literacy, etc.]

7. Risks [Explain and describe any risks that you anticipate or that are possible.]

8. Benefits [mention the individual benefits, the benefits to the community in which the
individual resides, and benefits to society as a whole, as a result of finding an answer to the
research questions.]

9. Confidentiality [Explain how the research team will maintain the confidentiality of data with
respect to both information about the participant and information that the participant
shares. If the research is sensitive and/or involves participants who are highly vulnerable,
explainto the participant any extra precautions you will take to ensure safety and anonymity
and avoid stigmatization. In case of focus groups: Focus groups provide a particular
challenge to confidentiality because once something is said in the group it becomes common
knowledge. Explain to the participant that you will encourage group participants to respect
confidentiality, but that you cannot guarantee it.

We will not be sharing information about you with anyone outside of the research team. The information
that we collect from this research project will be kept private.

10. Participants’ right to the termination of research study

You are free to choose whether to participate in this study. There will be no penalty or loss of benefits to
which you are otherwise entitled if you choose not to participate. In the event you decide to discontinue
your participation in the study, there will not be any disadvantages for you. You can decide to discontinue
your participation at any time without saying the reason! In this case, please inform us by contacting [add
the name, the affiliation, and the contact details, email, phone number of the local partner in
charge] and we will take care of all necessary steps to remove your data!

Funded by
the European Union Page 19




D1.3: LEGAL AND ETHICAL ISSUES AND GUIDELINES

11. Data processing
[add the name and affiliation of the person in charge of data processing and contact details]

12. Duringthe research the following personal data will be processed [list all personal data, indicate
whether video or audio recording will take place]

13. How will your data be stored and transferred during the project?
[1. Identify all locations where data will be stored, indicating for each location whether it will be used
to store identifying information or de-identified research data, and providing details of access
controls that will be applied.

2. Describe any administrative measures that you will take to control the risks of inappropriate
disclosure, e.g. pseudonymization, and procedures for secure transfer between locations, e.g. using
file encryption and encrypted channels.

3. Specify who will be able to access the identifying information and how you will ensure they
process the information securely, e.g., through training, supervision and adherence to secure data
handling procedure.

4. Confirm that all data requested are adequate, relevant and limited to what is necessary in relation
to the purposes for which they are processed, in accordance with Article 5 of GDPR’]

14. How will research data be preserved and shared on completion of the project?
[1. Identify the research data that will be preserved and shared at the end of the project by
depositing in a public data repository or other archiving solution.

2. Describe the measures that will be taken to ensure data are suitable for sharing, e.g. securing
consent, anonymizing data prior to deposit/sharing, sharing confidential or high-risk information
under a controlled access policy.

3. Identify data repositories or other solutions that will be used to preserve and share data]

15. How will retention and disposal of personal data and confidential information after project
completion be managed?
[State how long you plan to retain personal data/confidential information after the end of the
project. Specify under whose authority this information will be maintained and disposed of after the
project]

16. Publications
Results of this study can be publicized with anonymized data only. This ensures that it will not be possible
to identify you in any way. Your personal data will never be published!

77 Available at https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e1797-1-1
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The Legal and Policy Issues Office of UBITECH, the Project’s DPO and the Ethical Advisory Committee
of D-HYDROFLEX project will oversee that the procedures run smoothly; in case of any non-compliance,
in collaboration with the WPX leader [name, affiliation and contact mail of the WP within the
framework of which the research is carried out] will decide the timeline and mitigation measures, so as
to take all the necessary actions in a timely manner and ensure full compliance with the legal and ethical
requirements of the project. In all cases, all non-compliant actions will be immediately suppressed or
suspended, and the partners will implement a mitigation action within 5 working days.

If you wish to participate, we would like you to complete Part b — Consent Form and to keep this
information folder.
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Part b- Consent Form

Project title: D-HYDROFLEX: Digital solutions for improving the sustainability performance and
FLEXibility potential of HYDROpower assets

Participant name:

Gender: [plus the option | prefer not to say]
Age range: 18-25, 26- 35, 36-45, 46-55, 56+

Stakeholder role: [select the one(s) that apply: public servant, citizen, user of the service, case study
participant, Operations Personnel, Data Management Personnel, Data scientists / analysts, others (pls

specify )]
Which is your highest degree in education:

Email address:

I have read very carefully and completely understood this consent form, and | volunteer to participate in
this research study, as a choice under free will. | understand that | will receive a copy of this form. | have
had the opportunity to ask, and | have received answers to, any questions | had regarding the study.
Nevertheless, | have been informed about the contact person in case | have further questions and queries
about the study.

| was thoroughly informed about the aim and course of the study, the expected duration, the procedures
and the benefits of the research study. | have, also, been informed about my rights and obligations, and
the voluntary nature of participation.

| have been informed that participation in the research study will not result in more work. | was
thoroughly informed about the sensors equipment that may be installed in my premises for collecting
data and the security and privacy measures to be undertaken for the protection and confidentiality of my
personal data. | have been assured that the data will be used within the scope of the project and no
incidental findings are expected within the project.

| agree with the processing of my personal data as part of the research project as described in the
Participant Information Form. | was informed about my privacy rights, especially my right to cancel my
participation, without providing further justification.

Place, date Place, date

Participants’ signature Signature of the partner in charge
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6.1 Ethics Management

6.1.1 LEPI Office

The Legal and Policy Issues Office (LEPI Office) will provide advice on all the activities related to legal
and policy issues that may arise in the project. The LEPI role will be undertaken by the Legal office of
UBITECH.

6.1.2 Data Manager Officer

The Data Protection Officer (DPO) will be responsible for overseeing data protection and information
security aspects, ensuring full compliance with the GDPR regulations currently in effect. Mrs. Eleni
Tsironi from UBITECH will fulfill this role. As outlined in Article 39 of the GDPR, the DPO’s duties are to:

e Inform staff engaged in data processing of their legal responsibilities.

e Provide guidance on the data protection impact assessment when required, as well as
oversee its proper implementation.

e collaboration with the supervisory authority;

e Actasthe primary contact for the supervisory authority on processing matters, including
prior consultations, and offer advice on any other relevant concerns.

e Coordinate with each pilot to make sure that all trials adhere to the legal standards and
best practices as prescribed by D-HYDROFLEX.

Additionally, the DPO will play a critical role in maintaining ongoing communication with stakeholders
to ensure data protection protocols are consistently followed across all project activities.

6.1.3 Ethical Advisory Committee

An Ethical Advisory Committee (EAC) has been established to proactively oversee any ethical concerns
that may arise during the project, particularly those related to the management and processing of various
datasets. The EAC will also involve legal expertise to ensure the validity and compliance of the data-
sharing agreements generated as part of the project. Acting as an independent advisory body to the LEPI
and the Data Protection Officer (DPO), the EAC will guide and supervise the ethical aspects of D-
HYDROFLEX to ensure they are properly addressed.

The EAC will be appointed by the consortium members and will consist of representatives from the
consortium's demonstration partners. However, to ensure impartiality, members of the EAC must not be
directly involved in the project’s day-to-day activities. This requirement ensures that the committee can
operate independently, offering unbiased advice and guidance on ethical matters within D-HYDROFLEX.
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6.2 Ethical Assurance Mechanisms

To maintain high ethical standards throughout the project, the consortium has implemented strong
ethical assurance mechanisms. These mechanisms include internal review processes, as well as
monitoring and reporting protocols, to ensure compliance with ethical guidelines and legal obligations.

An ethics risk assessment procedure, overseen by the LEPI Officer, will ensure compliance with European
research ethics standards. Throughout the project’s duration, all ethical matters will be addressed in
accordance with this procedure.

The General Data Protection Regulation (GDPR) outlines specific criteria for identifying processing
activities that may pose a risk to data subjects. These criteria, originally introduced by the Article 29 Data
Protection Working Party, are summarized below:

1. Assessment or Rating, including Profiling and Predicting: This refers to the processing of data
to assess, predict, or profile aspects of an individual's performance at work, economic situation,
health, personal preferences, interests, reliability, behavior, location, or movements (as outlined
in GDPR Recitals 71 and 91).

2. Automated Decision-Making with Legal or Significant Effects: This involves processing that
results in decisions affecting individuals' legal status or having similarly significant consequences,
such as credit approvals or hiring decisions (Article 22 and Article 35(3)(a) of the GDPR).

3. Systematic Monitoring: This refers to processing activities used to observe, monitor, or control
individuals, especially by technologies that track behavior in public or accessible spaces (Article
35(3)(c) of the GDPR). This is of particular concern when individuals are unaware of who is
collecting their data or how it will be used.

4. Sensitive or Highly Personal Data: This includes the processing of special categories of data as
defined in Article 9 of the GDPR (e.qg., political opinions, health information), and data relating
to criminal convictions or offenses, as per Article 10.

5. Large-Scale Data Processing: Although the GDPR does not define "large-scale" processing,
Recital 91 suggests considering the number of data subjects, the volume of data, the duration of
the processing, and the geographical scope of the activity when assessing whether data is
processed on a large scale.

6. Combining or Matching Datasets: This involves combining datasets from different sources or
data controllers in ways that may exceed data subjects' reasonable expectations, thus posing
additional risks.

7. Processing Data from Vulnerable Subjects: Data concerning vulnerable individuals, such as
children, the elderly, or those with disabilities, can lead to heightened risks due to the imbalance
of power between the data subject and the data controller (Recital 75 GDPR).

8. Innovative Use of Technology: This refers to processing activities that employ new or emerging
technologies, such as combining biometric methods like fingerprint and facial recognition for
physical access control.
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9. Processing that Restricts Rights or Services: This includes any processing that directly impacts
on individuals' ability to exercise a right or access a service, such as denying entry to a platform
or modifying a contract based on automated processing (Article 22 and Recital 91).

A specific template for the Ethics Risk Assessment will be utilized to evaluate compliance with these
criteria and ensure that potential ethical risks are properly addressed.

Part A

Data processing activity Storage of contact information (names, emails) of people for the
purpose of communication activities, after their explicit consent to
receive such information.
This data is collected/stored under the consent of the persons, or
from already published data. They are used only for purposes
related to project communication and dissemination and are not
transferred to any third party outside of the consortium, for any
reason.

Does it involve processing Y/N Brief explanation

personal data?

Is there any exception (law) Y/N/NA Brief explanation

that supports the processing
without DPIA?

PART 2 — ethics risk assessment (only necessary for personal data processing without any exception
for DPIA)

Criterion Y/N Brief explanation
1.Evaluation, scoring, profiling,
prediction?

2. Automated decision making?
3. Systematic Monitoring?

4. Sensitive data or highly
personal data?

5. Large-scale processing?
6.Matching or combining
datasets?

7.Vulnerable subjects?
8.Innovative technology?
9.Prevents subject from
exercising rights?

PART 3 — ethics risk analysis (only necessary if the answer for any of the questions in Part 2 is “YES”)
Analysis Briefly describe analysis of risks

Is DPIA likely to be required? Y/N

Funded by
the European Union Page 25




D=-HYDR 'f: X D1.3: LEGAL AND ETHICAL ISSUES AND GUIDELINES

Part 1 of the template is filled out for all data processing activities, whereas Part 2 is exclusively filled out
forthe processing of personal data where no exceptions justify conducting data processing without DPIA
(Data Protection Impact Assessment). If the answer for any of the questions in part 2 was “Yes”, a more
detailed analysis of the data processing activity will be performed (i.e., measures taken to reduce ethics
risk), which is documented in part 3 of the template.

By implementing these ethical assurance mechanisms, the consortium aims to maintain the highest
ethical standards, protect the rights and welfare of research participants, and ensure compliance with all
relevant ethical and legal frameworks.
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Intellectual Property Rights (IPR) play a crucial role in protecting the innovations and contributions
arising from research and development activities within the consortium. IPR encompasses various legal
rights that grant creators and inventors exclusive rights to use, reproduce, and distribute their creations,
thereby encouraging innovation and fostering a competitive environment.

Key Aspects of IPR in the Consortium:

1. Ownership of Results: The ownership of any results generated during the project, including
inventions, designs, software, and other deliverables, will be determined according to the
provisions outlined in the consortium agreement. This agreement specifies how IPR will be
allocated among the partners, ensuring that contributions are recognized and appropriately
rewarded.

2. Use and Dissemination: The consortium will establish guidelines for the use and dissemination
of research results, ensuring compliance with applicable laws and ethical standards. This includes
provisions for sharing findings with the scientific community while protecting sensitive or
proprietary information.

3. Protection of IPR: All consortium partners are encouraged to take appropriate measures to
protect their IPR, including filing patents, registering trademarks, and utilizing copyright
protections where applicable. The consortium will facilitate access to legal resources and support
to help partners navigate the complexities of IPR protection.

4. Confidentiality Agreements: The consortium will implement confidentiality agreements to
safeguard sensitive information shared between partners during the project. These agreements
will ensure that proprietary data and trade secrets remain confidential and are not disclosed to
unauthorized third parties.

5. Dispute Resolution: The consortium agreement will include mechanisms for resolving disputes
related to IPR, ensuring that any conflicts arising from the ownership or use of intellectual
property are addressed in a fair and efficient manner.

In summary, the rules governing Intellectual Property Rights within the project ensure that all partners
are aligned on the management, protection, and utilization of the intellectual property generated
throughout the project's lifecycle.
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According to Article 14 of the GA “The beneficiaries must take all measures to promote equal opportunities
between men and women in the implementation of the action and, where applicable, in line with the gender
equality plan. They must aim, to the extent possible, for a gender balance at all levels of personnel assigned
to the action, including at supervisory and managerial level.”

The consortium is fully committed to promoting gender equality in line with the European Commission’s
Gender Equality Strategy for 2020-2025. This commitment focuses on three main objectives:

1. Achieving gender balance in research teams
2. Ensuring gender balance in decision-making processes
3. Integrating gender/sex analysis into research and innovation content

The D-HYDROFLEX consortium is composed of a gender-balanced, multinational team. All partners are
dedicated to safeguarding equal participation of female researchers in all project activities. As project
coordinator, UBI oversees the integration of gender considerations across all project stages, ensuring
gender balance in research, decision-making, and in the execution of key activities such as research,
technical work, demonstrations, and communication.

While the technology developed within the project is gender-neutral and intended for all users regardless
of gender or socio-cultural factors, D-HYDROFLEX will actively engage a gender-balanced group of
human subjects in pilot validation campaigns. This will allow the project to consider any potential gender-
related aspects in its research findings. Importantly, the outputs of the project are expected to be non-
gendered and are not foreseen to affect women and men differently.

The consortium recognizes the importance of taking an inclusive and participatory approach to address
gender inequalities. Significant efforts have already been made towards enhancing female participation
within the project. Female researchers currently hold key roles within the D-HYDROFLEX management
structure, including Project Coordinator, Technical Coordinator, The Dissemination and exploitation
Manager, The Communication Manager and leaders of Work Packages WP1, WP2, WP3, WP4, WP6, WP7
and WP8. Moreover, many of the project’s key contacts and researchers are women. The consortium will
continue to make efforts to further enhance female participation throughout the project's lifecycle.

Gender equality will also be a focus during demonstrations, ensuring a gender-unbiased selection of
participants. Dissemination activities, including events, will feature a balanced representation of genders
among keynote speakers and the audience. The Dissemination Management team will ensure that user
interfaces and published documents (such as scientific papers and white papers) remain free from any
gender biases or assumptions.

All D-HYDROFLEX partners are equal opportunity employers, dedicated to improving gender balance
within their teams. They support workforce flexibility and aim to provide equal benefits for all working
parents, fostering a supportive environment for both male and female staff.
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The D-HYDROFLEX consortium is dedicated to managing the ethical and legal dimensions of the project
with diligence, ensuring adherence to EU directives, principles, and the specific regulatory frameworks
of the demonstration countries. The consortium has put in place rigorous measures to safeguard the data
collected from the demonstrators and to guarantee that all participants are fully informed of their rights
and responsibilities.

In parallel, D-HYDROFLEX is fully committed to complying with all relevant regulations regarding
personal data protection and the safeguarding of citizens' rights. This includes strict adherence to the
General Data Protection Regulation (GDPR) and other privacy laws, ensuring that participants' privacy
and data security are always respected. Additionally, the consortium aligns with the European Union’s
guidelines on gender equality, ensuring that equality is promoted throughout the project’s activities.

To ensure thorough and consistent application of these ethical and legal safeguards, the consortium has
established an ethics monitoring procedure. This procedure is supported by a dedicated committee
responsible for overseeing its implementation. The committee will ensure that all project activities are
conducted in strict compliance with the outlined laws and guidelines, maintaining the highest standards
of ethical responsibility throughout the project.
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