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The project D-HYDROFLEX - Digital solutions for improving the sustainability performance and FLEXibility
potential of HYDROpower is funded through the European Union's HORIZON Research and Innovation
Action under the topic HORIZON-CL5-2022-D3-03-08/Development of digital solutions for existing
hydropower operation and maintenance and responds to the Call HORIZON-CL5-2022-D3-03/Sustainable,
secure and competitive energy supply.

The European energy system is undergoing a significant transformation: decarbonization, security of supply,
deployment of renewables and their integration into the market, generating significant opportunities and
challenges for energy stakeholders. Despite all energy efficiency efforts, overall demand for decarbonized
electricity is set to be significantly higher in 2050 than today due to the decarbonization of the heating,
cooling, transport and many industrial sectors, which can only be achieved via efficient and smart
electrification.

Hydropower is a key technology in supporting the European pathway to a decarbonized energy system and
to achieve global leadership in renewable energy generation. It consists a renewable and highly sustainable
electricity resource and can supply the European power system with stability and valuable flexibility. In
addition, hydropower reduces EU’s dependency on fossil imports and renders multiple extra benefits for
society in the river basins such as support to irrigation, water supply and flood control.

The D-HYDROFLEX project aims to advance excellence in research on digital technology for hydropower
paving the way towards more efficient, more sustainable, and more competitive hydropower plants in
modern power markets.

To this end, D-HYDROFLEX will develop a toolkit for digitally ‘renovating’ the existing hydroelectric power
plants based on sensors, digital twins, Al algorithms, hybridization modelling (power-to-hydrogen), cloud-
edge computing and image processing.

The core pillars of the project are:
o digitalization, (i.e., digital twins for hydro dams and machinery, weather and flow forecasts, cyber
resilience tools),
o flexibility, (i.e., coordination with hydrogen, storage and VPP operation) and
e sustainability, (i.e., biodiversity and environmental indicators monitoring).

Validation will take place in 7 hydro plants operated by EDF (France), TEE (Poland), PPC (Greece), TASGA
(Spain) and INTEX (Romania), covering different geographical areas of Europe.

D-HYDROFLEX is a 36-month long project started in September 2023.
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D-HYDROFLEX Consortium

PARTICIPANT NAME SHORT COUNTRY LOGO
NAME CODE
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14 METAMIND INNOVATIONS IKE MINDS EL MINDS (2
15 CINTECH SOLUTIONS LTD CINT cY {© CINTECH
16 NOVA TELECOMMUNICATIONS & MEDIA NOVA EL
SINGLE MEMBER SA NOVA
17 THE CHANCELLOR MASTERS AND SCHOLARS ~ UOC UK CTVERSITY OF
OF THE UNIVERSITY OF CAMBRIDGE CAMBRIDGE
18 UNIVERSITY COLLEGE LONDON ucL UK
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The specific deliverable entitled “Project Handbook” provides the definition of the processes and
mechanisms to be utilized and followed during the lifecycle of D-HYDROFLEX project towards the
successful execution of its tasks and achievement of its objectives. Its purpose is to identify the processes,
the metrics and the supportive documentation that is required and needs to be defined and deployed so
as to ensure the high-quality of D-HYDROFLEX deliverables and project management activities.

In D-HYDROFLEX project, complying with the project management procedures falls under the
responsibility of the PC, as well as the WP leaders and Tasks leaders. Effective channels of internal
communication have been established from M1 in order to exchange all the necessary information for
the project implementation among the participants. The means for remotely conveying information for
the D-HYDROFLEX purposes range from e-mail communication through dedicated mailing lists and
teleconferencing facilities to an internal collaboration space for document management and task
management activities. Regarding the project meetings, an analysis of expectations and responsibilities
has been performed while a tentative schedule of project meetings for the whole implementation of the
D-HYDROFLEX project has been prepared.

The implementation aspects regarding co-creation and consultation mechanisms, official and internal
reporting procedures, decision-making and conflict resolution processes to be applied during the D-
HYDROFLEX implementation, have been defined in detail. Document control aspects regarding the
documentation requirements, templates and naming conventions and versioning have been also
specified and agreed.

The Consortium will follow specific control mechanisms and a quality assurance process for ensuring that
the deliverables will be prepared on time and will be of high quality.

In order to facilitate the internal review process, reviewers (apart from the PC and the deliverable
responsible partners) have been already assigned for each deliverable for early planning of the necessary
effort.

Finally, the current deliverable provides the definition of a risk management plan by defining a
continuous risk assessment and mitigation approach, as well as identifying an initial set of risks that will
be monitored and further populated during the project execution.
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The purpose of the present deliverable entitled “Project Handbook”, provides a quick overview of the
project management structure and the most relevant managerial aspects to be followed, based on a
proper implementation of the general mechanisms of work and setting the rules and responsibilities of
the D-HYDROFLEX Consortium. The objective is to ensure a high-quality progress of the work during the
project lifetime. This includes the production of the deliverables and other project outcomes, the
mechanisms for their submission and the internal review process, and the definition of the
communication means among partners (i.e. meetings, mailing lists, project collaborative space).

e Establish a quality management system in accordance with the ISO goo1 (Quality Management
Systems - Requirements) standard ;

e Assure the quality of the project deliverables and project management activities;

¢ |dentify the quality responsibilities of all partners within the Consortium;

e Ensure proper co-ordination and communication channels among partners during the project
lifetime;

e Identify the potential risks of the project and evaluate their impact and exposure; while
proactively designing risk elimination methods in order to guarantee the seamless and proper
execution of the project’s tasks.

Funded by
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2.1 Consortium and participants contacts

Official contact information of each of the Project Participants is included in the D-HYDROFLEX Grant
Agreement. The full list of project participants, along with subscription to mailing lists, is maintained as
a living document in the D-HYDROFLEX Project Repository as a document restricted to the Consortium.
Partners are responsible to inform about any modification of their representatives both the PC and the
Project Management Steering Committee or and the respective WP leader, who will be responsible for
informing the rest of members (if necessary).

The project structure is designed to handle the most important aspects of management, namely
decision- making, IPR policy, technical and administrative management, advisory functions and
assessment. The overall management of the project will be facilitated by a consistent and formal
approach. In any event, a detailed internal Project Plan will be defined in the preliminary stage of the
project, to support the contractual Work Plan and to form the basis of the administrative structures and
procedures to be used. The reporting lines and decision-making procedures are described in detail in the
following sections.

The primary aim of this management structure is to be capable of responding to the needs of a Research
Innovation Action without being intrusive or costly. The building-in of flexibility was one essential aspect
for the definition of this structure.

2.2 Project Bodies and Main Roles

Description and duties of these entities are fully described in the Grant Agreement and are thus only
briefly reported below.

2.2 D-HYDROFLEX General Assembly (GA)

D-HYDROFLEX GA will consist of representatives of each partner organization. It will constitute the
highest decision board and its main task will be the project governance. It will have the overall
responsibility of all technical, financial, legal, administrative, ethical and impact issues of the project. It
will monitor and assess the progress of the project and make amendments, where necessary. It will
encompass the following main roles:

i.  The Project Coordinator (PC) - Athanassios Bouras (UBI), will be responsible for the overall
management of the project and will be the single point of contact with the EC. The PC
coordinates all the communications between the partners to ensure progress and quality of the
work and provides the Project Officer with technical, managerial, and financial information.
Indicative administrative tasks of the PC include the supervision of the overall project progress,
the preparation of the General Assembly meetings, the CA coordination, the supervision of the
distribution of EC payments to each beneficiary, the preparation of the review meetings and the
representation of the project. In order to fulfil his tasks, the PC uses the resources of project
management office team.

i.  The Technical Coordinator (TC) - Ms Katerina Drivakou (UBE), will be responsible for the
overall scientific and technical management and progress of the project and has the
responsibility to coordinate the overall technical progress, facilitate the alignment of the
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technical WPs with users’ requirements, consolidate the technical reports, review the technical
deliverables and coordinate the validation pilots and assessment.

iii.  The Quality and Risk Manager (QRM) - Dr. Dimitrios Alexandrou (UBI), will be responsible
for the implementation of the quality procedures and the quality assurance of deliverables. He
will also act as the risks evaluator.

iv.  The Dissemination and exploitation Manager (DM) Ms Agnieszka tukaszewska
(FASADA), will be responsible for the scientific and technical dissemination of the project
results, the clustering and standardization activities.

v. The Communication Manager (CM) - Mrs Maria Papadimitriou (CINT) who will be
responsible to raise public awareness of the project, to ensure wide communication of the project
results and engage stakeholders.

vi.  Work Package Leaders (WPLs) - Each beneficiary assigns a person from its team to be
responsible for the work package that, in accordance with the workplan, the participant is
responsible for. Each WPL coordinates the work to be carried out within the scope of the
respective WP and cooperates closely with the task leaders. The WPLs monitor the performance
and progress of the WP regarding to the project plan, ensuring the horizontal information flow
to other WPLs and reports to the PC, to the TC and the STC.

vii. Demonstration leaders (DLs): DLs will be responsible to oversee and coordinate
demonstration related issues. They will ensure that the demonstration work packages are
aligned with the horizontal work packages and facilitates the preparation, the deployment and
the evaluation of the pilot results.

2.2.2 External advisory board (AB)

The D-HYDROFLEX Consortium will contact experienced researchers and professionals in order to form
an Advisory board (AB) which its primary objective will be to monitor the D-HYDROFLEX related
developments worldwide and facilitate enhanced visibility of the project results. The AB board will be
chaired by the PC. The PC will periodically organize online or physical STC meetings with the presence
of the AB members in order to update on the project status and gather feedback. The AB members will
also be engaged to the final project demonstrations.
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Technical Coordinator WP Leaders

General Assembly

Quality and risk manager Demonstration Leaders

Dissemination and Exploitation
Manager

o 3

Figure 1 Management Structure
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3.1 Decision Making

Decisions regarding the project implementation will normally be taken by the team members upon
reaching consensus with the WP leaders. Typically, agreement will be reached first by informal contact,
followed by official confirmation via electronic mail, letter or agreed written minutes. In case there is a
dispute between two or more team members, a conflict resolution procedure must be followed, as
presented in the specific document.

For important issues, the agreement may take the form of a short report that needs to be signed by the
Steering Committee. Non-technical factors such as resource allocation and contractual terms will also
need to be agreed and documented in writing.

The key driver in the decision-making procedures is the description of work to be performed as stated in
the Contract, the CA, the DoA and the Quality Plan, and as regularly communicated within the
Consortium. Transparency of the implementation decisions and actions will be achieved by adequate
communication of the emerging issues on project meetings and e-mail communications.

3.2 Conflict Resolution

Generally, technical issues or conflicts within the contractual commitments that do not involve any
contract, budget, resource allocation or overall project focus changes will be discussed at work package
level first.

If the decision reached between team members (beneficiaries working together on specific tasks) is
unacceptable by other partners, the conflict will be resolved according to a conflict resolution procedure
which can be summarized in the next steps:

i.  Theteam members involved in the implementation of the WP will inform the WP leader for the
emerging conflict.
i.  The WP leader will decide whether the issue needs to be discussed in a teleconference or a
dedicated WP Meeting. The WP Leader will inform the PM for the planned actions.
iii.  The result of the teleconference or the meeting will be communicated to the PM.

iv.  If no consensus has been reached so far, the PM will contact the responsible persons and will try
to resolve the conflict.
v.  In case that the disagreement remains, the issue will be escalated in the Steering Committee.

The decision that will be taken at this phase will be considered as the final resolution of the issue.
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The project reporting is the procedure used by the EC to assess and follow up on the financed projects.
Therefore, it is of utmost importance, as it conditions in a very direct way the good image and good
assessment of the project by the EC. It is important to remark that the project reporting is the
responsibility of the whole Consortium, and every partner must be actively involved in it. The PC is the
person responsible for periodically gathering the information and reports from partners and
consolidating it before sending it to the EC.

There are two types of reporting documents including technical and financial information: the Project
Periodic Report and the Internal Activity Report. The Project Periodic Report refers to the official report
that must be submitted to the EC according to the EC guidelines and templates. The Internal Activity
Report refers to internal documents that will be used as control measures to effectively monitor the
technical and economic progress of the D-HYDROFLEX project. The Internal Activity Reports will also
feed the official reports.

4.1 Reporting Procedures
4.1.1 Internal Activity Report

D-HYDROFLEX Internal Activity Reports have to be prepared by Consortium partners and provided to
the PC two times per year (every 6 months). An Internal Activity Report shall contain: (a) Technical
Information about the WP progress as provided by the respective WP leaders, (b) Effort Information as
all partners will be requested to provide a breakdown of the effort spent in the related semester, per WP
in comparison to the planned effort.

The procedure to be followed is:

e At the end of the 6-month period, the PC will send to the Consortium an email with instructions
and the template to be filled in;
e Each Partner has tofill in:
i.  Ashort description of work done (per WP and Task);
ii. Achievements and results;
iii. Problems occurred;
iv.  Abrief overview of planned activities for the upcoming semester;
v.  Anoverview of dissemination/exploitation/cooperation/standardization activities;
vi.  Anestimation of resources spent (PMs) per WP in the respective reporting semester against
the actual total PMs per WP.
e The partners send their report to the PC within 20 days after the closure of the period.
e Finally, the PC consolidates the Internal Activity Report and shares it with the Consortium once
finalized.

4.1.2 Project Periodic Reports

During the D-HYDROFLEX project, two official Project Periodic Reports must be submitted to the EC by
the PC, covering the periods P1 (from Month 1to Month 18), P2 (from Month 19 to Month 36). The reports
shall be submitted to the EC for each reporting period within 60 days after the end of the period under
assessment. Any delay in the submission of these reports may cause the postponement of part of the
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next payment to be received by the partner until the next reporting period. The technical part will be
managed through corresponding Project Periodic Reports. The PC is in charge of preparing the specific
reports based on the information provided through Internal Activity Reports.

The financial status of the project and costs incurred during the period must be communicated to the EC
through meticulously prepared Financial Statements (FS) in order to justify the incurred costs and
expenses and qualify for the next/final payment. Each Consortium partner has to upload financial
information to the EC participant portal (ECAS) based on cumulative information obtained from the
Interim Activity Report.

The procedure to be followed is:

e ThePCwill ask the partnersto generate their individual FS in the EC Participant Portal to officially
declare the costs incurred for the reference period;

e Each partner will complete the FS with the costs incurred during the period;

e Each partner will submit and digitally sign the FS. Responsible for this action is the Project
Financial Signatory appointed; and

e The Coordinator will submit the financial report to the EC;

4.1.3 Project final report

In addition to the final Periodic reports, a Final Report has to be submitted by the coordinator 6o days
after the end of the last reporting period.

4.2 Payment Schedule

The payment schedule, which contains the transfer of pre-financing and interim payment to Parties, will
be handled according to the following:

Given that the amount of the pre-financing payment will be 3.230.814,87 € and the amount of
201.925,93 € corresponding to 5% of the Maximum Grant Amount will be retained by the Funding
Authority from the pre-financing payment and transferred into the ‘Guarantee Fund’, funding of costs
included in the Consortium Plan will be paid to Parties after receipt from the Funding Authority without
undue delay and in conformity with the provisions of the Grant Agreement. Costs accepted by the
Funding Authority will be paid to the Party concerned.

For the payment of the balance (final payment); the provisions of the Grant Agreement will be followed.
Costs accepted by the Funding Authority, pertaining to interim and final payments, will be paid to Parties
after receipt from the Funding Authority within 30 days and in conformity with the provisions of the Grant
Agreement. Payments shall be made following confirmation of each Party’s bank account details, and
after the signature of both CA and Financial identification form by the partners. The  Coordinator s
entitled to withhold any payments due to a Party identified by a responsible Consortium Body to be in
breach of its obligations under this CA or the GA or to a Beneficiary which has not yet signed this CA. The
Coordinator is entitled to recover any payments already paid to a Defaulting Party. The Coordinator is
equally entitled to withhold payments from a Party when this is suggested by or agreed with the Funding
Authority.
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4.3 Management of Knowledge and Intellectual Property

Knowledge and intellectual property issues will be addressed in compliance to HEU contract template/
contractual conditions. Such issues include ownership and protection of knowledge, dissemination of
knowledge, access rights, etc. as described in the CA that is dully signed by all partners. The Steering
Committee will be in charge of monitoring the proper implementation of the conditions specified in the
Contract and the CA.
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9 Deliverable Submission and Quality Management
5.1 Deliverable Submission

The different technical objectives set for the project have their correspondence within the work packages
and defined tasks. Compliance with these technical objectives is evident by on-time delivery the
corresponding Deliverables. Each deliverable is assigned to Lead Beneficiary partners who will be
responsible of its elaboration in due date. Every Lead Beneficiary is fully responsible for the deliverable’s
quality and is required to maintain adequate control of the participants’ contributions.

The deliverables shall be submitted to the EC in English, by electronic means (in pdf format in the
Participants Portal) or in any other format only if required by EC. The appropriate and updated
deliverable template can be found in the D-HYDROFLEX Project Repository.

All the deliverables must be finalized and submitted to the EC within the deadlines defined in Annex | of
the Grant Agreement.

The process to be followed for the deliverable preparation and submission is the following:

i.  Lead beneficiary responsible for preparation of first draft
i. Lead beneficiary sends the completed deliverable draft to the PM-team one month before the
contractual submission date (Mx-1)
iii.  The PM-team checks the quality of the report and forwards it to the assigned internal reviewers
iv. PM-team and the internal reviewer(s) will send their comments to the editor within 7 days
v.  The editor will update the deliverable within 7 days
vi.  The Coordinator and if necessary, the reviewer will approve the deliverable within 4 days
vii.  The Coordinator will do a final check/release and submit the deliverable to the EC within 3 days
and until the actual submission

’ European

¢ & | . : d | | Final Check : :
Draft ready I Review i Update i Approva 1 and Release 3 Commission |
Editor provides | wp external reviewer(s) I Editor I Project Manag. | gditor & Project B | Assessment |
documertsfor | I I gifnecessary | mManagement m ! I
review to appointed | I I reviewer(s) P 1 I
WP external I I I — 30z —» g | |
reviewer(s) I ] F— 4Days —»| g 1 I
(project irternal) 1 k 7 Days »1 1 1 I

I 70y > 1 1 0 I

—— Review Start — | ] Ny |
I I

Figure 2 Deliverable submission timeline

All the deliverables will be reviewed by 2 internal reviewers based on partners’ expertise as presented in
Table 1 below.
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WP

Del. No

Table 1 Assigned Internal reviewers

Title

Lead Beneficiary

Reviewers

WP1

WP1

WP1

WP2

WP3

WP3

WP4

WPy

WP4

WPy

WPy

WP5g

WPg

WP6

D11

Di1.2

Da3

D2.a

D31

D3.2

Dga

D4.2

D43

D4.4

D4.5

Ds5.a

Ds.2

D6.1

Project Management
Handbook

Initial data
management plan

Legal and Ethical
Issues and guidelines

Final data
management plan
Hydropower assets
flexibility potential

assessment and
stakeholder
identification

D-HYDROFLEX
toolkit
conceptualization

Hydro system digital
twin
Al-based automatic

generation of
geometric

digital twin models
Decision support

analytics for hybrid
HPPs

Biodiversity index
calculation model

Al-based intrusions
detection techniques
and

cyber-shielding
D-HYDROFLEX
Hydropower 4.0
toolkit

final release

D-HYDROFLEX M&D
Center

visualization
dashboard

D-HYDROFLEX
demonstrators’

characterization

UBI

UBI

UBI

UBI

UBE

MINDS

PWR

uocC

CARTIF

EDF

MINDS

MINDS

UBE

UBE

CINT, NOVA

UBE, NOVA

FASADA, UOC

UBE, NOVA

IDEA, INTEX

TEE, PWR

TASGA, ENERGYLAB

MINDS, PWR

UBE, TEE

UBE, CARTIF

FASADA, PWR

TEE, PWR

PPC, UCL

CARTIF, INTEX
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WP6

WP7

WP7

WP7

WP8

WP8

WP8

WP8

5.2

D6.2

D7.1

D7.2

D7.3

D8.1

D8.2

D8.3

D8.4

Evaluation of
DHYDROFLEX
results and

impact assessment

Project website and
flyer

Dissemination and
communication plan
for

the 1st reporting
period

First version of the
DHYDRPOFLEX

exploitation plan and
exploitation strategy

Dissemination and
communication plan
for

the 2nd reporting
period

Final dissemination
and communication

Report

Final version of the
DHYDRPOFLEX
exploitation plan

D-HYDROFLEX Final
Report

CARTIF

CINT

CINT

FASADA

CINT

CINT

FASADA

UBE

Document Control Management

TASGA, UBE

NOVA, MINDS

PPC, UoA

EDF, IDEA

NOVA, ENERGYLAB

UBI, UOC

EDF, IDEA

UBI, CARTIF

The Document Control Management deals with the preparation of template documents, the
identification and the tracking of changes related to draft and final versions of documents circulated
among the partners.

The PC is responsible for the necessary assessment of deliverables, while the Quality Manager will be
responsible for the overall monitoring of the entire document control and configuration management

activities described in this section.

5-3

Documentation Requirements

During the implementation of the D-HYDROFLEX project, a set of deliverables and relevant documented
results are anticipated as depicted in the following table. Such documents will be sent by e-mail and be
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uploaded in the restricted D-HYDROFLEX document repository, as long as they comply with the

following standards:

e Word Processor: Microsoft Word 2007 and higher,
e Spreadsheet: Microsoft Excel 2007 and higher,
e Presentations: Microsoft PowerPoint 2007 and higher.

All files should be scanned for potential viruses before issue and screened on receipt. If an
acknowledgement is requested, an explicit request should be included by the sender at the top of the

message (e-mail, fax, etc.).

Table 2 Types of Files

Type Responsible Template

Deliverable submitted to the AsperDoA Deliverable Document Template
EC

Internal Project Presentation All partners Project Presentation Template

Meeting Agenda

Meeting Minutes
Reviewed Document

Internal Review Report

Final Activity Report

Final Management Report

Financial Statement

Consolidated Financial Statement

5.4

Document configuration management will be ensured through tracking the versions and the history of

Project Coordinator

Project Coordinator & Technical
Coordinator

All partners

All partners

Project Coordinator / WP Leaders

Project Coordinator

All Partners

Financial Administrator

Naming Conventions and Versioning

changes within the various project documents, such as:

e Deliverables (as stated in the deliverables list in the DoA);
e Presentations of the project results;
¢ Meeting agenda and minutes; and

Meeting Minutes Template

A new version with track changes
on the original version

Internal Review Report Template

As per Grant
Agreement
Commission guidelines

As per Grant
Agreement
Commission guidelines

As per Grant
Agreement
Commission guidelines

Grant
and  Commission

and

and

and

As per
Agreement
guidelines
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¢ Internal audit reports and reviewed deliverables, including the corrective actions taken.

Document history will be tracked in each deliverable in a separate table describing the various versions
of the document and the reasons of change/updates on it.

Document versioning will be tracked through the monitoring of the Configuration Matrix in which all
versions of each document will be tracked.

5.4.1 Deliverables submitted to the EC

Name D-HYDROFLEX _[Deliverable Code]-[Deliverable Title]-vA.BB
A Where  Major version of the deliverable (Submission to Commission)
BB Minor version of the deliverable for updates during the preparation phase

D-HYDROFLEX _D1.1-Project Management Handbook-v1.00 (for submission to the Commission)

Examples D-HYDROFLEX_Dz1.1-Project Management Handobook_UBI-vo.30 (for internal updates
and submission for internal review)

5.4.2 Internal Project Presentations
Name D-HYDROFLEX -[Purpose] or [WP Number]_[Partner]-vA.BB
A Where  Major version of the presentation (Presentation in the event / workshop)
BB Minor version of the presentation for updates during the preparation phase
Examples D-HYDROFLEX _WP1_UBI-v1.00

5.4.3 Meeting Minutes

Name D-HYDROFLEX_[Meeting Number] Meeting Minutes_[Place]-vA.BB

A Major version of the meeting minutes

BB Minor version of the meeting minutes for updates during the preparation phase
Where Venue

Examples D-HYDROFLEX_KOM Minutes_Brussels-vi.00 (final version)

D-HYDROFLEX_KOM Minutes_Brussels-vo.10 (for internal updates and submission for
internal review)

5.4.4 Reviewed Documents and Internal Audit Reports
Name D-HYDROFLEX_[Deliverable Code]-[TR/QR]_[Partner [ Expert]-vA.BB
A Major version of the deliverable / internal audit report
BB Minor version of the deliverable [ internal audit report for updates during the preparation phase
TR Technical Reviewed document

Funded by
the European Union Page 21



) l VD
D=HYD

=0

D1.1: PROJECT MANAGEMENT HANDBOOK

QR Quality Reviewed document

Examples D-HYDROFLEX_D1.1-UBI-vo.31  (Technical Reviewed Document from UBE) D-
HYDROFLEX_D1.1-TR_UBI-vo.31-Internal ~ Audit (Review report from UBE) D-
HYDROFLEX_D1.1-QR_ UBI-vo.41 (Quality Reviewed Document from NOVA

5.4.5 Security Levels

Circulation of Deliverables, Internal Deliverables and Working Documents, inside and outside the D-
HYDROFLEX Consortium, is subject to the rules associated to the following security levels:

Table 3 Deliverable Security Levels

Dissemination Level Explanation Template
PU Public fully open
SEN Sensitive limited under the conditions of the

Grant Agreement

RE Restricted to a group An accompanying circulation
specified by the Consortium. list specifiesthe  organizations
having access to the document

EU-C EU classified RESTREINT-UE/EU-RESTRICTED,
CONFIDENTIEL-UE/EU-
CONFIDENTIAL, SECRET-UE/EU-
SECRET under Decision 2015/444. For
items classified under other rules (e.g.
national or international
organization), please select the
equivalent EU classification level.

5.4.6 Code of Conduct

D-HYDROFLEX partners are expected to jointly develop new ideas, concepts, and architectures, as well
as to pursue, jointly or individually, relevant opportunities for dissemination and exploitation of the
project results. Therefore, in order to guarantee open and frank collaboration among the Consortium
members, namely when this involves original contributions and information subject to some level of
confidentiality, the following principles shall be observed:

e The partners shall comply to the rules set by Annex Il to the Contract (General Conditions) and
by the D-HYDROFLEX CA, in relation to:

i.  The Intellectual Property Rights (IPR), regarding any original contribution or background
knowledge brought in by any member; and

i. ThelPRregarding any new knowledge (forward knowledge) generated in the framework of
D-HYDROFLEX as a result of any cooperative activity.

¢ In all forms of use of the mentioned knowledge, proper recognition to all original contributors
should be made, namely through:
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i. Proper references in publications. When the referenced piece of knowledge has been
published, standard referencing rules should apply. In case of draftideas included in working
documents, a reference to the author and corresponding document should be made; and

ii. Otherwise, in the case that there is no written reference, a note stating: "personal
communication in the framework of the D-HYDROFLEX project" can be used (identifying
the contributor).

e Similar rules should be observed when using copies of slides that include substantial original
ideas (figures or text).

e When reporting Research, Technology and Development (RTD) results, Deliverables and
Working Documents will contain a list of the contributing partners, intended as physical persons
of the involved organizations who have provided contributions to the document.
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Efficient communication and collaboration structures are essential for the success of the project. Since
all project partners are distributed across European member states, the centerpiece of the overall project
communication will be a protected online collaboration platform, offering each partner independent
access to important documents, code, meeting agendas, supporting materials, individual to-do lists and
other miscellaneous project information.

6.1 Meetings and Workshops
Regular and ad-hoc meetings will be held during the project lifecycle, including:

e Project Plenary Meetings held every 6 months in order to ensure that all procedures are
understood and implemented in the proper way.

The PCis responsible for the meeting formation (agenda of the meeting) and the communication of

the meeting details (time, place) at least 2 weeks before the date of the meeting, in order to allow

time to the participants for the scheduling and preparation of the necessary information for the

meeting.

e Technical Partners Meetings held per case if required. Those meetings will be organized by the
TC

¢ Bi-monthly WP leaders telcos, monitored by UBITECH. WP leaders in alignment with Task
leaders should present the progress of their WP as well as any open issue of admin, financing etc.

e Monthly meetings for all active WPs (Steering Committee Meetings): Each WP leader will
propose the meeting schedule according to the WP needs at least 1 week before the date of the
meeting and coordinate the necessary actions among the involved partners for the
implementation of the WP activities. Each WP leader will communicate the final agenda of the
meeting at least 1 day before the meeting date.

e Technical meetings monitored by UBI & UBE held upon request.

A tentative table of the project meetings is available below.

Table 4 Tentative List of D-HYDROFLEX Plenary Meeting

Event Date Place
Kick-off meeting September 2023 Brussels
1st Plenary meeting March 2023 TBD
2nd Plenary Meeting September 2023 TBD

3rd Plenary Meeting March 2024 TBD
4th Plenary Meeting September 2024 TBD

sth Plenary Meeting March 2025 TBD
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6th Plenary Meeting September 2025 TBD

Final Meeting March 2026 TBD

6.2 Mailing Lists

Effective channels of internal communication have been established from M1 in order to exchange all the
necessary information for the project implementation, such as deliverables and relevant documentation.
Internal communication channels are also used for exchanging messages.

A set of e-mail distribution lists have been created to facilitate the communication flows within the
different bodies of the Consortium. In particular, the following mailing lists have been created:

general@d-hydroflex.eu
dissemination@d-hydroflex.eu
wp3@d-hydroflex.eu
wp4@d-hydroflex.eu
wps5@d-hydroflex.eu
wp6@d-hydroflex.eu

Subscription of each project member to a specific mailing list is managed and maintained by the PC. The
updated subscription list is available through the D-HYDRPOFLEX Project Repository. Each Consortium
partner is responsible for informing the PC whether any modification of their representatives is needed,
and the PC will be responsible for keeping the distribution lists updated and informing the rest of
members.

6.3 Project collaborative space — Infrastructure and Repository

UBITECH deployed and will continue to operate the internal Documents and Electronic Material
Repository.

Table 5 D-HYDROFLEX File repository - Homepage

News Quick links
p @ Leamn about a team site
Keep your team updated with news on
Pages your team site @ Learn how 1o add 2 pag

Documents

e P + New - — All Docurment
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A brief summary of the documentation, organization and content of the D-HYDROFLEX Project
Repository with respect to the Document Management System:

e 01 - Administrative Documents: It contains the created documents’ templates to be utilized,
as well participants’ contacts details and reporting folder.

e 02 - Legal Documents: It contains contractual documents, such as the Grant Agreement with
EC and its annexes and the CA with its annexes. Moreover, it encloses a financial reporting folder
where all financial related documents will be stored for the D-HYDROFLEX reporting periods.

e 03 - Work Packages: It contains folders per Work package. In each WP folder, separate folders
per Deliverable are also created. In each Deliverable folder, the Consortium will store the material
files required, the various contributions, the deliverable’s editing versions, the review reports, as
well as the final draft and the submitted deliverable to the EC.

e 04 - Submitted Deliverables: The specific folder contains the list of the PDF files of the
deliverables officially uploaded to ECAS System.

e 05 - Meeting + Telcos: The specific folder contains the files that refer to Meetings Agendas,
Meetings Minutes, as well as Meetings Partners Presentations. Furthermore, it contains the
folder structure to support the storage of all Teleconferences Presentations and Minutes
describing the decisions made and action plans produced.

e 06 - How To's: It contains the User Guide for D-HYDROFLEX repository. Furthermore, it will
contain any other How-To’s or Manuals that will be produced in the frame of the project.
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7 Risk Management
7.1 Overview

Successful implementation of any kind of project relies, amongst others, on timely identification and
control of risks, foreseeing of the consequences and effective management via appropriate proactive
actions. Project risks describe the impact on the project of conditions such as diminished quality of the
end results, increased costs, delivery delays, loss of community confidence, or even failure. Risks’
possibilities as well as risks’ impact should neither be neglected nor overrated. Being efficient and
effective in identifying and performing all proactive actions regarding possible risks will aid towards
achieving the challenging D-HYDROFLEX objectives on time and according to budget; risk identification,
management and mitigation constitutes.

Risk management incorporates the following activities:

e Assessing continuously what could go wrong (risks);
e Determining which risks are important to deal with; and
¢ Implementing strategies to deal with those risks.

7.1.1 Continuous Risk Management Approach

This risk management plan has been produced on the basis of existing risk management practices such as the
Continuous Risk Management (CRM) paradigm developed by the Software Engineering Institute (SEI) as
indicated in the following figure:

Communicate

Figure 3 Continuous Risk Management (CRM) paradigm

This iterative roadmap for risk management contains the following elements:

¢ ldentify: makes all known project risks explicit before they become problems;

e Analyze: transforms risk data into decision-making information;

¢ Plan: translates risk information into decisions and mitigating actions (both present and future)
and implements those actions;

e Track: monitors risk indicators and mitigation actions;

o Control: corrects deviations from the risk mitigation plans; and

e Communicate: enables the sharing of all information throughout the project and is the cornerstone
of effective risk management.
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7.1.2 Risk Exposure

Risk exposure is a measure created by combining the impact and probability of the risk. These terms are
identified below at the level of detail compliant to that of the SEI (four levels of impact and three of probability,
translating to different levels of risk exposure).

Effect / Impact: the effect of the particular risk on the project, which is determined on the basis of the risk’s
effect on the project (e.g., performance, cost, schedule). The levels of impact are: (4) Uncontrollable, (3)

Critical, (2) Marginal and (1) Negligible.

Probability: the chance that a particular impact will occur. The levels of probability are: (3) High, (2) Medium
and (1) Low.

Risk exposure as a function of probability and impact is computed in.

Table 6 Risk Exposure

Probability

Effect/ Impact High Medium Low
Uncontrollable High High Medium
Critical High Medium Medium
Marginal Medium Medium Low
Negligible Medium Low Low

7.1.3 Risk Monitoring

The project will continuously monitor and assess identified risks and pay specific attention to risks that have
been ranked with high and medium exposure. The risks that have already identified in the proposal level and
are recorded in the DoA along with an analysis about the risk exposure can be found below:

Table 7 Initial list of D-HYDROFLEX identified risks

Risk number Description Work package No Proposed Mitigation Measures
(s)
1 Insufficient Consortium =~ WP2, WP1 The effective management of the
coordination Consortium will be assured with the

appropriate Project Management
described in WP1 & WP2. The roles &
responsibilities of each partner are
already identified and will be
continuously reviewed to mitigate the
risk of overlapping and
implementation of the same activities
from two or more partners.
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10

Conflicts over ownership

Partner withdrawal

Complications & delays in
integrating software into

reference implementation

Lack of required sensors

No local weather data

available

Required historical data sets
are not available

Interoperability  problems
among different
components

Future standards will

exclude or limit the
applicability

Lack of accuracy and low
data quality in defining and
validating the HPP digital
twin.

WP2, WPa1

WP2, WPa1

WP5, WP4, WP3

WPsg, WP4

WPs5, WP4

WPsg, WP4

WP6

WPS8, WP7

WPs5, WP4, WP6

Disagreements in the Consortium
over ownership may result in non-
agreement on IP. The principles and
the existing assets included in the
Consortium Agreement, the
continuous activity on IPR handling,
and the creation of an ongoing IP
inventory will ensure protection of
generated and prior IPR.

Immediate substitution by another
partner, from existing partnerships,
through dissemination activities or
from interaction with the advisory
board.

To minimize the risk, R&D will adopt
an agile cycle with an overlap in place
for implementation and integration
and strong horizontal WP technical
coordination. In need, partners will
mobilize additional resources to yield
anticipated results.

Plan the installation of the required
sensors soon enough to have them
ready at the start of WP4.

Look for non-public data sources
(national weather services should be
the first candidates). If this fails, install
a weather station in the affected HPP.

Bring forward data collection to
gather more data. Generate synthetic
data based on available ones.

Two different tasks have been
introduced in the workplan to ensure
that potential interoperability
problems are detected as early as
possible and addressed. Moreover,
the Demonstration and Innovation
Committee that will be set up will
include  experienced technology
providers that will continuously
monitor the D-HYDROFLEX toolkit

development and integration
progress.

Dissemination to relevant
standardization technical

committees. A broad contribution to
future standardization will be made
based on project results.

This risk is mitigated by having a
continued verification of the accuracy
of the Digital Twin model against real
hydroelectric power plant data. The
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Consortium includes 5 significant
hydro power producers (Tauron, EDF,
PPC, INTEX, TASGA) owners of the
demo hydro plants which will provide
historical data and expertise to
support the development and
validation of the Digital Twin model.

Table 8 Risks Probability and Severity

Risk No Probability Severity
R1 Low High
R2 Low High
R3 Low High
R4 Low Medium
Rs Low Medium
R6 Low Medium
R7 Low Medium
R8 Medium High
Rg Low High
R 10 Low High
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This deliverable focuses on the official processes that will be followed during the project implementation,
including the management structure, the administrative and implementation aspects, the reporting
guidelines, the quality assurance and risk management and the plan for the communication among
partners. All the partners are obliged to follow the rules that have been set up on this deliverable and
make sure that they will be in a position to report to the CO on the implementation aspects of the project,
submit the deliverables on time, following specific quality assurance procedures, communicate
effectively with the rest of the team members and report ad hoc any potential risks.
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